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[bookmark: _GoBack]National Cyber Security Awareness Month Partner Packet

[bookmark: _Toc427670579]Interactive ideas for NCSAM Events
Use and Discuss Stop.Think.Connect. PSAs: www.dhs.gov/gallery/stop-think-connect

Oversee a Phishing Exercise: Contact stopthinkconnect@dhs.gov to connect with partners who have done this in their organizations to receive best practices. 

Share Organization Specific Statistics: These can include:
· The number of attempted hacks on your network per week, month, or year 
· The number of people who would be affected by a data breach at your organization. This may vary depending on the extent and type of incident
· The number of people online on your network at any given time
· The amount of data your network contains

Get Creative on Social Media: Encourage students, employees, or your members to share tips and post pictures on social media using the hashtag #CyberAware. Also, share tips from the Stop.Think.Connect. Social Media Guide. 

Attention Grabbing YouTube Videos
· Amazing Mind Reader Reveals His Gift: Dave is an extremely gifted clairvoyant who knows very specific financial information about various individuals. This video reveals the “magic behind the magic,” making people aware of the fact that their entire life can be found online. In doing so urging everybody to be vigilant.
· Cyber Security. Evolved: In less than 300 seconds, you can experience the speed and intensity of a cyber attack. Today companies can defend themselves, taking control of the situation –  effectively fighting back. Are you prepared?
YouTube Channels 
· Cybersecurity Competition Federation (CyberFed) Channel promotes all cybersecurity competitions and offers entry into the competition pathway. 
· National Cyber Security Alliance Channel
· National CyberWatch Channel
· OnGuardOnline.gov Channel provides practical tips from the federal government and the technology industry to help you be on guard against Internet fraud, secure your computer, and protect your personal information. 

[bookmark: _Toc427670580]Just For Fun: Spread Awareness at the Office  

[bookmark: _Toc424558544]Print and post a tip on a co-worker’s desk, unlocked computer, or mobile device. 
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Uh oh! Keep it Locked
Even if you only step away for a few minutes, lock your computer or device. Use strong PINs and passwords to keep others away from your information.
To lock your computer, press “Ctrl+Alt+Delete”
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Protect Important Information with Strong Passwords
Set strong passwords using eight or more characters and a combination of numbers, letters, and symbols or special characters. Change them often. Do not share your usernames, passwords, or other computer/website access codes with anyone.
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