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(CITY, STATE) It’s never too early – or too late – to educate people about safer online behavior. The world is more interconnected today than ever before. Government, private industry, educators, law enforcement, and especially you are needed to make the Internet a safer, more secure, environment.

October is National Cyber Security Awareness Month (NCSAM) and  YOUR AGENCY, along with the State of Texas, is joining with the Department of Homeland Security and its partners across the country to highlight the importance of cybersecurity and online safety. 

Understand the risks, learn how to spot potential problems, and consider how your online actions can impact everyone’s collective security. Online safety and security are shared responsibilities, and we each have an obligation to protect our identities and our information online. 

Take these simple actions to protect your identity online:
· Set strong passwords with eight or more characters and a combination of numbers, letters, and symbols
· Don’t share passwords with anyone
· Keep your operating system, browser, and other critical software optimized by installing updates
· Limit the amount of personal information you share online
· Use privacy settings to avoid sharing information widely
· Be cautious about what you receive or read online; if it sounds too good to be true, it probably is

The State of Texas is participating in NCSAM to do our part to make the Internet safer for everyone. For more information on NCSAM 2015, visit www.dhs.gov/stopthinkconnect/national-cyber-security-awareness-month. 

To receive cyber security tips year round, visit www.dhs.gov/stopthinkconnect and become a Friend of the Campaign. The Stop.Think.Connect. online toolkit is filled with tips, facts, and shareable resources: www.dhs.gov/stopthinkconnect-toolkit



[bookmark: _Toc427670571]
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Cyberspace touches nearly every part of our daily lives. It includes the broadband networks beneath us and the wireless signals around us, the local networks in our schools, hospitals and businesses, and the massive grids that power our Nation.

In our professional and personal lives, as well as in our communities, we depend on the Internet and its vast system of networks to perform daily functions. However, as technology advances, so do the techniques cyber criminals use to gain access to our computer networks. 

October is National Cyber Security Awareness Month (NCSAM) and also the fifth anniversary of the Stop.Think.Connect.TM Campaign. As a partner in the Campaign, YOUR AGENCY NAME, along with the State of Texas, is joining with the Department of Homeland Security and its partners across the country to highlight the importance of cybersecurity to individuals of all ages and all segments of the community. 

STOP: Before you use the Internet, take time to understand the risks and learn how to spot potential problems.

THINK: Take a moment to be certain the path ahead is clear. Watch for warning signs and consider how your actions online could impact your safety, your family’s or your workplace. 

CONNECT: Enjoy the Internet with greater confidence, knowing you’ve taken the right steps to safeguard yourself, your computer and the larger network you’re connected to.

Maintaining a cyberspace that is safer and more resilient requires a united effort. Join YOUR AGENCY NAME in making the Internet safer for everyone by following the tips below from the Stop.Think.Connect. Campaign: 
· When in doubt, throw it out: Links in emails, tweets, posts, and online advertising are often the way cyber criminals compromise your computer. If it looks suspicious—even if you know the source—it’s best to delete the email or avoid clicking on the advertisement.
· Get savvy about Wi-Fi hotspots: Limit the type of business you conduct on public Wi-Fi networks and adjust the security settings on your device.
· Protect your finances: When banking and shopping online, check to make sure the websites are security enabled. Look for web addresses with “https://” or “shttp://”, which means the site takes extra measures to help secure your information.
· Keep security software current: Having the latest security software, web browser, and operating system are the best defenses against viruses, malware, and other online threats. 
· Protect all devices that connect to the Internet: Along with computers, smartphones, gaming systems, tablets, and other web-enabled devices also need protection from viruses and malware.
· Manage your passwords: Create strong passwords that are at least eight characters long and use letters, numbers, and symbols. Be sure to change them regularly.
· Secure your mobile device: Be sure to set a screen lock that requires a password on your mobile device.
· Protect your personal information: Limit the amount of personal information you post online, and use privacy settings to avoid sharing information widely.
Stop.Think.Connect.TM is a national public awareness campaign aimed at increasing the understanding of cyber threats and empowering the public to be safer and more secure online. DHS manages the Campaign in conjunction with the National Cyber Security Alliance (NCSA). For additional information about Stop.Think.Connect. visit www.dhs.gov/stopthinkconnect.

For more information on NCSAM 2015, visit www.dhs.gov/stopthinkconnect/national-cyber-security-awareness-month. 





[bookmark: _Toc427670572]The Three Major Ways You Put Your Data at Risk

As large-scale cyber incidents continue to make headlines, it is more important than ever to join together with a common message to help individuals of all ages and all segments of the community understand cyber threats and be safer and more secure online.  

October is National Cyber Security Awareness Month (NCSAM) and YOUR AGENCY NAME, along with the State of Texas, is joining with the Department of Homeland Security and its partners across the country to share tips on how we can protect our information and our identities online.  

Here are the most common ways people put their personal data at risk: 
1. Using weak passwords. Are your passwords part of the worst passwords of 2014 list? This list includes passwords such as “123456” and “password.” Do not choose an easy-to-guess password, and do not use the same password for multiple accounts.
2. Keeping devices unprotected. If you are separated from your mobile device, you do not want anyone to be able to access all the data from your device, including data stored in your apps. Put your devices out of sight when you walk away from them and password-protect them.
3. Sharing too much information online. From including your birthdate, phone number, and address in your social media profiles to posting pictures of when you are on vacation, sharing too much online can give people enough information to access your accounts or your home when you are away. Wait until you’re home from your trip to post pictures.
Follow these tips from the national cybersecurity awareness campaign, Stop.Think.Connect.™ to be safer and more secure online:
· Secure your devices. Take advantage of lock screens, passwords, and fingerprint scanning capabilities to secure your smartphones, tablets, and computers. 
· Set strong passwords. Make your passwords hard to guess, and change them regularly. 
· Think before you app. Many mobile applications request access to information stored on your mobile device, including your contact lists, pictures, and location data. Determine if you really want to share such information before downloading the app. 


· Do business with reputable vendors. Before providing any personal or financial information, make sure that you are interacting with a reputable, established vendor. Attackers may try to trick you by creating malicious websites that falsely appear to be legitimate companies. 
· Customize the settings on your accounts. Many accounts include default settings that promote more information sharing. Check your account settings to ensure only the information you want to share is visible to those people you want to share it with. 
For more information on NCSAM 2015, visit www.dhs.gov/stopthinkconnect/national-cyber-security-awareness-month. 

To receive cyber security tips year round, visit www.dhs.gov/stopthinkconnect and become a Friend of the Campaign. The Stop.Think.Connect. online toolkit is filled with tips, facts, and shareable resources: www.dhs.gov/stopthinkconnect-toolkit
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In a world comprised of technical jargon and complicated concepts, the average person may not always completely understand their important role in cybersecurity. As recent major cyber incidents have shown, cyber criminals often rely on human error – from failing to install software patches to clicking on malicious links to creating easy-to-guess passwords – to gain access to systems and information. From the top leadership and executive to the newest employee, cybersecurity requires the vigilance of every employee to keep data, customers, and capital safe and secure.

October is National Cyber Security Awareness Month (NCSAM) and YOUR AGENCY NAME, along with the State of Texas, is joining with the Department of Homeland Security and its partners across the country to engage individuals all ages and all segments of the community in the shared responsibility to secure cyberspace. 

Take these simple actions to protect information at work, at home, and on the go: 
· If something does happen, report it to your IT department immediately
· Make your passwords complex. Use a combination of numbers, symbols, and letters (uppercase and lowercase)
· Change your passwords regularly (every 45 to 90 days)
· Keep your usernames, passwords, or other computer/ website access codes private and do not share them with anyone
· Only open emails and attachments from people you know
· Do NOT install or connect any personal software or hardware to your organization’s network without permission from the IT department
· Make electronic and physical back-ups or copies of all your important work 
· When you work from home, secure your Internet connection by using a firewall, encrypt information, and hide your Wi- Fi network
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While online threats are constantly evolving, many cyber criminals use variations of the same methods of cyber attack. Specifics of these attacks may differ, but the nature of the attacks stay the same.  Cyber criminals take advantage of a user’s lack of technical expertise and inherent trusting natures. By understanding these common threats and risks, we can all take steps to protect ourselves online.

October is National Cyber Security Awareness Month (NCSAM) and YOUR AGENCY NAME, along with the State of Texas, is joining with the Department of Homeland Security and its partners across the country to highlight the importance of cybersecurity and online safety. 

The Department of Homeland Security’s United States Computer Emergency Readiness Team (US-CERT) shares information on the common threats and tips to avoid them. 

Malware is a general term to describe malicious code or software, and includes viruses, worms, trojan horses, ransomware, and spyware to name a few. Malware can disrupt your computer’s operations and destroy files or run quietly in the background, tracking what you type or what sites you visit, and sending this information from your computer to cyber criminals.  In the case of ransomware, the malicious code locks your computer or encrypts certain files on your computer and threatens to delete files or keep your computer locked until you pay a monetary fine. Even after paying this “ransom,” it is not guaranteed that your files will be freed from its captors. With a cyber criminal receiving ransom from a number of users, this crime becomes lucrative for a criminal and devastating for numerous victims who may lose anything from company data to personal photos and purchased music.

What you can do to protect yourself:
· Keep your anti-virus software updated. New viruses are continually being written and deployed. Updating your anti-virus software helps you fight against the latest malware.
· Back up your files. If you are a victim of malware, such as a virus or ransomware, you may risk losing files and data on your computer. Regularly back up your computer to the cloud or an external hard drive to protect your work, your photos, and your documents.

Phishing: Phishing is an attempt by an individual or group to solicit personal information from unsuspecting users by employing social engineering techniques, or tricking them into thinking that the activity is legitimate or necessary. Phishing emails are crafted to appear as if they have been sent from a legitimate organization or from someone the person actually knows. These emails often entice users to click on a link that takes the user to a fraudulent (or “spoofed”) website that appears to be legitimate. The user may be asked to provide personal information, such as account usernames and passwords. 

Additionally, these fraudulent websites may contain malicious code. Attackers sometimes take advantage of major events – such as a natural disaster, sporting event, etc. – and pretend to be legitimate charities or retailers to entice users.

What you can do to protect yourself:
· Be wary of unsolicited emails asking for personal information. Do not provide personal information or internal company information unless you have verified that the sender is legitimate. Keep your anti-virus software updated. 
· Be wary of unsolicited emails asking for personal information. Do not provide personal information or internal company information unless you have verified that the sender is legitimate.
· Report suspicious emails. Either forward the email to your company’s IT department, or report it to US-CERT by emailing phishing-report@us-cert.gov.   
For more information on cyber threats and risks, and how to protect yourself, visit www.us-cert.gov/ncas/tips. 
To learn more about NCSAM 2015, visit www.dhs.gov/national-cyber-security-awareness-month. 

To receive cyber security tips year round, visit www.dhs.gov/stopthinkconnect and become a Friend of the Campaign. To help you start an online safety dialogue, the 
Stop.Think.Connect. online toolkit is filled with tips, facts, and shareable resources, www.dhs.gov/stopthinkconnect-toolkit. 
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The Internet has unlocked endless possibilities. Our access to information and our ability to communicate are limitless. Smart phones, tablets, laptops, and now smart watches – with more and more mobile devices reaching the market, users have a lot of options to stay connected online wherever they are. But with the convenience and cool features comes cybersecurity risks.  

October is National Cyber Security Awareness Month (NCSAM) and YOUR AGENCY NAME, along with the State of Texas is joining with the Department of Homeland Security and its partners across the country to highlight the importance of cybersecurity to individuals of all ages and all segments of the community. 
 
Taking a few simple actions can help keep you, your identity, and your information safer online no matter how you connect to the Internet:
· Take advantage of the device’s security features. Most mobile devices allow owners to enable a passcode or PIN to access the device or certain apps.
· Keep Software Up To Date. Install updates for apps and your device’s operating system as soon as they are available. Keeping the software on your mobile device up to date will prevent attackers from being able to take advantage of known vulnerabilities.
· Guard Your Mobile Device. In order to prevent theft and unauthorized access, never leave your mobile device unattended in a public place, and lock your device when it is not in use.
· Know Your Apps. Be sure to review and understand the details of a mobile application before downloading and installing it. Be aware that apps may request access to your location and personal information. Delete any apps that you do not use regularly to increase your security. 

For more information on NCSAM 2015, visit www.dhs.gov/national-cyber-security-awareness-month. 

To receive cyber security tips year round, visit www.dhs.gov/stopthinkconnect and become a Friend of the Campaign. To help you start an online safety dialogue, the 
Stop.Think.Connect. online toolkit is filled with tips, facts, and shareable resources: www.dhs.gov/stopthinkconnect-toolkit. 
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Almost all Americans, regardless of age, are using mobile devices to do much more than make phone calls. We bank, shop, access work and personal email, and connect with friends and family through social media. While continued access to the Internet provides us with the flexibility and convenience to stay connected no matter where we are, it can also make us more susceptible to cyber crime. 

An incredible amount of personal data is stored on mobile devices, including credit or debit card numbers, addresses or even pins and passwords. Personal data on our mobile devices combined with more frequent access to unsecured public Wi-Fi hotspots, which are now accessible on airplanes, in coffee shops, shopping malls, and at sporting events poses significant risks to our online safety and security. 

October is National Cyber Security Awareness Month (NCSAM) and YOUR AGENCY NAME, along with the State of Texas, is joining with the Department of Homeland Security and its partners across the country to share these simple tips to stay safe online when connecting to the Internet from a mobile device: 
· Think Before You Connect. Before you connect to any public Wi-Fi hotspot—on an airplane or in an airport, hotel, train/bus station, or café—be sure to confirm the name of the network and exact login procedures with appropriate staff to ensure that the network is legitimate. Using your mobile network connection is generally more secure than using a public Wi-Fi network.
· Guard Your Mobile Device. Never leave your mobile devices, including any USB or external storage devices, unattended in a public place. If you plan on leaving any devices outside of your home, like a hotel room, be sure those items are properly secured.
· Keep It Locked. The United States Computer Emergency Readiness Team (US-CERT) recommends locking your device when you are not using it. Even if you only step away for a few minutes, that is enough time for someone to steal or destroy your information. Use strong PINs and passwords to prevent others from accessing your device.
· Update Your Mobile Software. Treat your mobile device like your home or work computer. Keep your operating system, software, and apps updated. This will improve your device’s ability to defend against malware.
· Only Connect to the Internet if Needed. Disconnect your device from the Internet when you aren't using it and make sure your device isn’t programmed to automatically connect to nearby Wi-Fi networks. The likelihood that attackers will target you becomes much higher if your device is always connected.
· Know Your Apps. Be sure to thoroughly review the details and specifications of an application before you download it. Be aware that the app may request that you share personal information and permissions. Delete any apps that you are not using to increase your security. 
Maintaining a cyberspace that is safer and more resilient requires a united effort. Join YOUR AGENCY NAME in making the Internet safer for everyone.

For more information on NCSAM 2015, visit www.dhs.gov/national-cyber-security-awareness-month.

To receive cyber security tips year round, visit www.dhs.gov/stopthinkconnect and become a Friend of the Campaign. To help you start an online safety dialogue, the 
Stop.Think.Connect. online toolkit is filled with tips, facts, and shareable resources: www.dhs.gov/stopthinkconnect-toolkit. 
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Is your thermostat putting your home network at risk? Things connected to the Internet – like smart thermostats, coffee pots, and refrigerators – need to be updated manually to protect the network to which they are connected. 

In the future, our lives will become even more intertwined with technology.  Our cars are quickly morphing into “computers on wheels,” the fully-connected home is nearly a reality and connected medical devices may offer tremendous benefits to our health and safety. 

As technology continues to evolve and advance throughout all aspects of our life, securing a vast and complicated Internet ecosystem of smart devices including phones, wearables, cars, and more is critical to our safety and security.

October is National Cyber Security Awareness Month (NCSAM) and YOUR AGENCY NAME, along with the State of Texas, is joining with the Department of Homeland Security and its partners across the country to highlight the importance of cybersecurity to individuals of all ages and all segments of the community. 

Follow the simple tips below to secure any object or device that sends or receives data automatically:  
· Keep any device that connects to the Internet free from viruses and malware by updating the software regularly and securing them with strong passwords whenever possible
· Have a solid understanding of how a device works, the nature of its connection to the Internet, and the type of information it stores and transmits
· Properly secure the wireless network you use to connect Internet enabled devices
· Make the required manual updates to protect Internet-enabled devices. 

For more information on NCSAM 2015, visit www.dhs.gov/national-cyber-security-awareness-month. 

To receive cyber security tips year round, visit www.dhs.gov/stopthinkconnect and become a Friend of the Campaign. To help you start an online safety dialogue, the 
Stop.Think.Connect. online toolkit is filled with tips, facts, and shareable resources: www.dhs.gov/stopthinkconnect-toolkit. 
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Cyber is now the number one threat to United States national security.[footnoteRef:1] As large-scale data breaches happen on a regular basis and the number of incidents of cybercrime continue to rise year after year, there is an increasing need for educated and dedicated cyber professionals that will grow and learn with the pace of technology.  [1:  “Worldwide Threat Assessment of the US Intelligence Community”, Senate Committee on Intelligence January 2014. 
] 

October is National Cyber Security Awareness Month (NCSAM) and YOUR AGENCY NAME, along with the State of Texas, is joining with the Department of Homeland Security and its partners across the country to bring attention to the need for properly trained cybersecurity professionals capable of building and protecting secure Internet systems. 

Join us in educating students of all ages about how to be safer online by sharing the tips below and encouraging interest in the cybersecurity field: 
· Start conversations regularly about practicing online safety
· Emphasize the concept of credibility: not everything on the Internet is true and people on the Internet may not be who they appear to be
· Always use privacy settings on social networking websites and think twice about what you are posting and saying online
· When banking and shopping online, make sure the site is security enabled with “https://” or “shttp://”
· Only connect to the Internet over a secure network
· Discuss careers in science, technology, engineering, and math (STEM) and peak interest through hands-on learning exercises 
Learn more about national efforts for cybersecurity careers and studies at www.niccs.us-cert.gov. 

For more information on NCSAM 2015, visit www.dhs.gov/national-cyber-security-awareness-month. 

To receive cyber security tips year round, visit www.dhs.gov/stopthinkconnect and become a Friend of the Campaign. To help you start an online safety dialogue, the Stop.Think.Connect.TM online toolkit is filled with tips, facts, and shareable resources: www.dhs.gov/stopthinkconnect-toolkit
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