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Background: 
Every year since 2004, the President designates October as National Cyber Security Awareness Month. The Department of Homeland Security (DHS)—in coordination with the National Cyber Security Alliance (NCSA) and the Multi-State Information Sharing and Analysis Center (MS-ISAC)—supports this designation by proactively advancing preparedness through increased awareness and information sharing. 

Now in its 12th year, National Cyber Security Awareness Month promotes cybersecurity through events and initiatives. Since its inception, National Cyber Security Awareness Month has been formally recognized by Congress, Federal, state and local governments, and leaders from industry and academia.

Key NCSAM Message: Cybersecurity is a shared responsibility.

Supporting Messages:
Importance of Cybersecurity
· Cybersecurity is one of our country’s top national security priorities.
· The world is more interconnected today than ever before; with more connectivity comes more responsibility by each and every one of us.
· Traditional crimes are now perpetrated through cyber networks including child pornography and exploitation, identity and intellectual property theft, network intrusions, and a range of financial crimes from fraud to embezzlement.
· Emerging online threats require vigilance from every citizen.
· Every American has a role to play in cybersecurity.
· Together we can meet the cybersecurity challenges of the future. We’ve made great strides in technology and cybersecurity, but there is still more to do to protect our cyberspace.
About National Cyber Security Awareness Month
· National Cyber Security Awareness Month is an opportunity to engage the public in creating a safe, secure, and resilient cyber environment.
· For the past twelve years, National Cyber Security Awareness Month has helped to equip Americans with the tools they need to stay safe online. 
About the Stop.Think.Connect. Campaign
· The Stop.Think.Connect.™ Campaign is a national public awareness campaign aimed at increasing the understanding of cyber threats and empowering the American public to be safer and more secure online.
· The Stop.Think.Connect.™ Campaign relies on its expanding partnerships with state and local governments, non-profit organizations, and colleges and universities to promote cyber awareness and safety across the Nation. 
· As a Stop.Think.Connect. partner, the State of Texas is committed to spreading the online safety message, helping people protect themselves against online threats, and enabling them to lead safer digital lives. 

Tips to Share
Keep you, your identity, and your information safe online:
· Set strong passwords, and don’t share them with anyone.
· Keep your operating system, browser, and other critical software optimized by installing updates regularly.
· Maintain an open dialogue with your family, friends, and community about Internet safety.
· Limit the amount of personal information you share online, and use privacy settings to avoid sharing information widely.
· Be cautious about what you receive or read online—if it sounds too good to be true, then it probably is.
· Learn more about NCSAM at www.dhs.gov/national-cyber-security-awareness-month.
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The State of Texas is proud to participate in National Cyber Security Awareness Month. Cybersecurity is a shared responsibility, and we all have a role to play in making the Internet safer and more secure for everyone. 

Throughout the month we will highlight the issue of cybersecurity on our website, in our newsletter, and on our social media posts. We hope you will join our efforts to promote this issue. Online safety and security are shared responsibilities; together we can positively impact our online community.

Please take these simple actions to help keep you, your identity, and your information safer online:

· Set strong passwords and don’t share them with anyone.
· Keep your operating system, browser, and other critical software optimized by installing updates.
· Maintain an open dialogue with your family, friends, and community about Internet safety.
· Limit the amount of personal information you post online and use privacy settings to avoid sharing information widely.
· Be cautious about what you receive or read online—if it sounds too good to be true, it probably is.

For additional tips and resources, visit www.dhs.gov/stopthinkconnect.  
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Add a cyber-related auto signature to your emails throughout the month of October.

Cybersecurity is a shared responsibility. Participate in National Cyber Security Awareness Month and play your role in making the Internet safer and more secure. 

Online safety is everyone’s responsibility. Become a “Friend of the Campaign” at www.dhs.gov/stopthinkconnect. 

A single infected computer can potentially infect thousands and even millions of others. Keep a clean machine. Learn more about cybersecurity at www.dhs.gov/stopthinkconnect. 
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Subject: National Cyber Security Awareness Month

Dear Colleagues,

October is National Cyber Security Awareness Month (NCSAM). 

As a partner in the Department of Homeland Security’s (DHS) Stop.Think.Connect.™ Campaign, the State of Texas is proud to promote NCSAM and the importance of online safety.

Throughout the month, we will highlight the issue of cybersecurity on our website, in our newsletter, and in our social media posts. We hope you will join our efforts to promote this issue. Online safety and security are shared responsibilities; together we can positively impact our online community.

Please take these simple actions to help keep you, your identity, and your information safer online:
· Set strong passwords and don’t share them with anyone.
· Keep your operating system, browser, and other critical software optimized by installing updates.
· Maintain an open dialogue with your family, friends, and community about Internet safety.
· Limit the amount of personal information you post online and use privacy settings to avoid sharing information widely.
· Be cautious about what you receive or read online—if it sounds too good to be true, it probably is.

For more information on NCSAM 2015, visit www.dhs.gov/national-cyber-security-awareness-month. 

To receive cyber security tips year round visit www.dhs.gov/stopthinkconnect and become a Friend of the Campaign. 

The Stop.Think.Connect. online toolkit is filled with tips, facts, and shareable resources: www.dhs.gov/stopthinkconnect-toolkit 
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The hashtag for NCSAM 2015 will be #CyberAware – we encourage you to use this both before and during the month of October to promote your organization’s involvement in raising cybersecurity awareness.

Weekly Twitter Chats
DHS Cybersecurity (@cyber) will be taking part in weekly Twitter Chats as a part of National Cyber Security Awareness Month. Join and follow the conversations on Twitter using hashtag #ChatSTC.

NCSAM Twitter Chat Schedule:
· 10/1: NCSAM #ChatSTC General Cybersecurity Awareness: 5 Years of Stop.Think.Connect.™
· 10/8: NCSAM #ChatSTC Creating a Culture of Cybersecurity at Work
· 10/15: NCSAM #ChatSTC Connected Communities: Staying Protected While Always Connected
· 10/22: NCSAM #ChatSTC Your Evolving Digital Life 
· 10/29: NCSAM #ChatSTC Building the Next Generation of Cyber Professionals

Below are sample tweets and Facebook posts to use throughout October. 

Week 1: Promoting Online Safety with the Stop.Think.Connect. Campaign 
Tweets:
· October is National Cyber Security Awareness Month. #Cybersecurity is a shared responsibility. #CyberAware
· During #CyberAware Month, stay safe online by setting strong & secure passwords. Find more tips at www.dhs.gov/stopthinkconnect 
· The State of Texas recognizes 5 years of promoting online safety with the #StopThinkConnect Campaign & @cyber #CyberAware
· Be #CyberAware all year. Be a #StopThinkConnect Friend of the Campaign dhs.gov/stopthinkconnect-friends-campaign-program 
· Play a role in #CyberAware Month. Find out how at http://www.dhs.gov/national-cyber-security-awareness-month-

Facebook Posts:
· [YOUR AGENCY] joins the Department of Homeland Security to participate in National Cyber Security Awareness Month. Learn how to get involved at www.dhs.gov/stopthinkconnect #CyberAware
· [bookmark: _GoBack]The State of Texas recognizes the 5 year anniversary of promoting online safety with the Department of Homeland Security’s #StopThinkConnect Campaign  #CyberAware
· Join National Cyber Security Awareness Month by taking steps to stay safe online. Start by setting strong passwords with 8+ characters and a combination of upper and lower case letters along with special characters. Learn more at www.dhs.gov/stopthinkconnect #CyberAware
· Spread the word! Promote safe online habits all year by becoming a Friend of the #StopThinkConnect Campaign. You’ll receive free cyber tips and resources and the latest cyber news. Learn more at dhs.gov/stopthinkconnect-friends-campaign-program #CyberAware

Week 2: Creating a Culture of Cybersecurity at Work
Tweets:
· Businesses face significant financial loss from cyber incidents. Find tips to keep your biz secure @ dhs.gov/stopthinkconnect #CyberAware
· Use @StopThnkConnect resources to promote #CyberAware ness in your office: dhs.gov/publication/stopthinkconnect-small-business-resources 
· Educate employees on cyber threats & ways to identify and report incidents. Learn more: dhs.gov/stopthinkconnect #CyberAware
· Free #cyberplanner available to #smallbiz from @FCC Find it here: www.fcc.gov/cyberplanner #CyberAware
· If you or your biz become a victim of cyber crime, be sure to file a report @USCERT_gov @ www.us-cert.gov
· Safeguard your business & customers from online attacks with @staysafeonline resources staysafeonline.org/business-safe-online/ #CyberAware
· Use @USCERT_gov C-Cubed Voluntary Program resources to help your business recognize & address cybersecurity risks #ccubedvp #CyberAware

 Facebook Posts: 
· Businesses face significant financial loss and damaged consumer confidence when a cyber attack occurs. All employees must be proactive about cybersecurity to keep an organization secure. Use @StopThinkConnect free resources to discuss safe online habits in your office: dhs.gov/publication/stopthinkconnect-industry-resources #CyberAware 
· Small businesses are often targeted for cyber attacks because they may have fewer cybersecurity protections. The Stop.Think.Connect. Campaign offers free resources to help you host a discussion about cyber safety in your office. Learn more at http://www.dhs.gov/publication/stopthinkconnect-small-business-resources #CyberAware
· Thwarting cyber attacks at your business demands constant vigilance and continuous assessment. Use the @DHS Critical Infrastructure Cyber Community (C3) Voluntary Program to learn how to improve cyber risk management processes. Learn more here: https://www.us-cert.gov/ccubedvp #CyberAware

Week 3: Connected Communities: Staying Protected While Always Connected

Tweets: 
· The Internet is now at our fingertips 24/7. Learn how to protect yourself while on the go dhs.gov/stopthinkconnect #CyberAware
· #Mobile Tips: Use your lock screen, keep apps updated & disable remote connectivity. Learn more: dhs.gov/stopthinkconnect #CyberAware
· #Mobile Safety Tip: Use strong passwords & do not chose options that allow your device to remember your passwords #CyberAware

Facebook Posts: 
· We do more online now than ever before – shop, bank, connect with loved ones, and pay our bills. Be #CyberAware whether at home or on the go. Visit www.dhs.gov/stopthinkconnect 
· Mobile devices — from phones and tablets to smart watches — can be extremely useful and convenient, but can also leave you vulnerable to potential threats. Learn how to protect yourself at www.dhs.gov/stopthinkconnect #CyberAware
· Unencrypted Wi-Fi networks are open to anyone—including cyber criminals—so keep sensitive data safe by never transmitting credit card numbers or other personal information on an unencrypted network. Learn more at www.dhs.gov/stopthinkconnect #CyberAware

Week 4: Your Evolving Digital Life

Tweets: 
· The #InternetOfThings brings many perks & risks. Own your digital life w/ tips from @StopThnkConnect dhs.gov/stopthinkconnect #CyberAware
· Is your thermostat online? The #InternetOfThings often requires manual updates to protect devices. Learn more: dhs.gov/stopthinkconnect
· Understand what data an app can access before downloading. Learn more: dhs.gov/stopthinkconnect #CyberAware #InternetOfThings

Facebook Post: 
· In our “smart world,” the Internet touches all aspects of our daily lives. As more devices become connected to the Internet – from phones and tablets to homes, vehicles, and medical devices – it is important to educate all citizens on the importance of owning and protecting their digital lives. Learn more by visiting www.dhs.gov/stopthinkconnect #CyberAware
· Is your thermostat putting your home network on risk? Any technology and gadgets connected to the Internet – like smart thermostats, coffee pots, and refrigerators – need to be updated manually to protect the network to which they are connected. Learn more about protecting yourself online at www.dhs.gov/stopthinkconnect #CyberAware
· Our fridges, watches, cars, thermostats, and more are all quickly becoming Internet-enabled. Learn more about the Internet of Things and what it means to you: www.dhs.gov/stopthinkconnect #CyberAware
· Technology is constantly evolving and so are the tactics of cybercriminals. Stay cyber smart and protect all of your Internet-connected devices. For more information visit at www.dhs.gov/stopthinkconnect #CyberAware

Week 5: Building the Next Generation of Cyber Professionals

Tweets: 
· The need for well-trained cyber professionals is at an all-time high. Learn more about careers in cyber at dhs.gov/stopthinkconnect #CyberAware
· We need a strong cyber workforce that is capable of building and protecting secure Internet systems #CyberAware  
· Competitive pay & job security. Two perks of #cyber jobs. Join the #cyber workforce! Learn more at dhs.gov/stopthinkconnect #CyberAware

Facebook Posts: 
· Cyber is one of the top threats to our national security. We need a strong #CyberAware workforce that can build and protect secure Internet systems. Join today! http://www.dhs.gov/cyber
· Interested in a rewarding and challenging career? Jobs in cyber security are in high demand and offer competitive pay. Learn more about opportunities available to you here: dhs.gov/stopthinkconnect #CyberAware
· Visit DHS’s National Initiative for Cybersecurity Careers and Studies (NICCS) – your one stop shop for cybersecurity careers and studies. Click here: http://niccs.us-cert.gov/
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