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National Cyber Security Awareness Month (NCSAM), which is observed annually in October, is quickly approaching. This year marks the 12th anniversary of NCSAM and the 5th Anniversary of the Stop.Think.Connect.TM Campaign. 

As a partner in the Department of Homeland Security’s (DHS) Stop.Think.Connect. Campaign, your organization’s efforts to promote online safety to your employees, members, and stakeholders is essential to helping individuals of all ages and all segments of the community be safer online. 

To make it easy to participate and share tips throughout the month, DHS has created this NCSAM Partner Packet with ideas to help you get started and basic language to use in your communications. Engaging now will increase the impact of your NCSAM efforts, and we encourage you to share these resources with other individuals within your organization. 

Please contact us at stopthinkconnect@dhs.gov if you need assistance or to request a DHS speaker for your NCSAM events. 

Thank you for all your efforts to promote cybersecurity awareness during October and throughout the year with the Stop.Think.Connect. Campaign. 
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These five steps below provide a foundation for your efforts throughout the month. Reference this checklist as you are doing your initial planning.
· Determine which of the NCSAM 2015 Weekly Themes are most relevant to your employees and stakeholders
· Week 1: October 1-2 – General Cybersecurity Awareness: 5 Years of Stop.Think.Connect.™ 
· Week 2: October 5-9 – Creating a Culture of Cybersecurity at Work
· Week 3: October 12-16 – Connected Communities: Staying Protected While Always Connected
· Week 4: October 19-23 – Your Evolving Digital Life
· Week 5: October 26-30 – Building the Next Generation of Cyber Professionals
· Work across your organization to generate ideas 
· Leadership
· Communications, marketing, public affairs, media relations
· Employee education and training, program managers
· IT department
· Undergraduate and graduate students
· Identify the communications channels to distribute tips and resources 
· Public facing website
· Internal portals, online forums
· Social media platforms, Twitter chats
· Press releases, media outreach
· Leadership messaging
· Events (virtual and in-person)
· Demos, hands-on learning experiences
· Determine which resources to distribute
· Posters and tip cards available in the Stop.Think.Connect. toolkit (www.dhs.gov/stopthinkconnect-toolkit) can be cobranded 
· Order free bulk materials at www.ftc.gov/bulkorder 
· Make it your own – you know the unique needs of your members, stakeholders, and constituents best

Tell us about your NCSAM activities. Email us at stopthinkconnect@dhs.gov or share updates during our monthly partner calls. We love hearing about your efforts and highlighting them with potential and other current Stop.Think.Connect. partners! 
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This checklist provides a list of what to do and when; engaging now will increase the impact your NCSAM efforts have during the month of October.
Mid-August 
· Brainstorm within your program and collaborate with other departments to think of creative ideas and foster teamwork (reference the Getting Started: Make a Plan Checklist to help guide the discussions)
· Submit a NCSAM newsletter article for your organization’s October or fall newsletter (sample text provided)
· Begin planning your NCSAM event 
· Follow @cyber on Twitter 
September 
· Participate in the Stop.Think.Connect. Campaign Monthly Partner call and consider bringing a fellow employee to listen in on the call as well for further ideas, information, and collaboration
· Continue planning your NCSAM event 
· Brief leadership on your plans and solicit their support in spreading the cybersecurity awareness message (talking points provided)
· Work with your media relations, office of public affairs, or communications teams to develop a media strategy 
· Provide web banners and logos to your web publishing team to link to www.dhs.gov/national-cyber-security-awareness-month from your organization’s homepage (web banners and buttons provided)
· Sign up as a NCSAM Champion 
· Publicize your event on the NCSAM calendar
October 1st
· Post a NCSAM message on social media to announce the start of NCSAM month (sample text provided)
· Add a NCSAM auto signature to your emails (sample text provided)
· Craft and send an email to constituents/students/members about NCSAM (sample text provided)
October
· Post cybersecurity and safety messages on social media throughout the month using #CyberAware (sample text provided)
· Post a NCSAM blog (sample text provided)
· If you or your colleagues are giving remarks during October, incorporate NCSAM talking points (talking points provided)
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Week 1: October 1-2 – General Cybersecurity Awareness: 5 Years of Stop.Think.Connect. 
October 1	Upload the NCSAM banner on your website with a link to   www.dhs.gov/national-cyber-security-awareness-month 
October 2	Post a NCSAM message on social media to announce the start of NCSAM – include #CyberAware and @cyber
Week 2: Creating a Culture of Cybersecurity at Work
October 5	Add a NCSAM auto signature to your emails 
October 6	Send an email announcing NCSAM to employees
October 7	Share tips from the “Protect Your Workplace” materials 
October 8	Use the free cybersecurity training resources for government employees to maintain a strong cyber workforce
October 9	Sign up for the US-CERT alert system to receive alerts with timely information about current security issues and vulnerabilities
Week 3: Connected Communities: Staying Protected While Always Connected
October 12	Become a Friend of the Campaign and encourage others to become Friends too
October 13	Post a Mobile Safety Tip on social media – include #CyberAware and @cyber
October 14	Share a link to a cybersecurity video on social media - include #CyberAware and @cyber
October 15	Include cybersecurity information in public remarks such as a speech, intercom announcement, or staff gathering 
October 16	Share a link to a cybersecurity-related story in the news
Week 4: Your Evolving Digital Life
October 19	Invite an organization to join the Stop.Think.Connect.™ Campaign 
October 20	Post a cybersecurity story in an online newsletter 
October 21	Email a cybersecurity tip to your members/students/constituents 
October 22	Challenge your followers on social media to become a Friend of the Campaign – include #CyberAware and @cyber
October 23	Share a cybersecurity fact on your organization’s website  	
Week 5: Building the Next Generation of Cyber Professionals
October 27	Share a current news story about the importance of cybersecurity 
October 28	Post a cybersecurity fact or figure on social media - include #CyberAware and @cyber
October 29	Learn about the free curricula to peak interest in cyber careers 
October 30	Post a thank you on social media to cyber professionals for their work in securing our networks – include #CyberAware and @cyber
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