External Peer Review
AUDIT PROCEDURES


Procedure Step: Ethics

Procedures:

Obtain and review auditor's office information about IIA Code of Ethics.

Purpose:

To determine the extent to which the auditor's office complies with standard requirements of the SAIAF Self Assessment Tool regarding:

Ethics

Does the charter or another Internal Audit document establish the expectation that audit staff will conform to the Institute of Internal Auditors’ Code of Ethics?

Procedure Step: As 1000 Purpose, Authority, Responsibility

Procedures:

Obtain and review auditor's office information about purpose, authority and responsibility of internal audit activity.

Purpose:

To determine the extent to which the auditor's office complies with standard requirements of the SAIAF Self Assessment Tool regarding:

1) AS 1000 - Are the purpose, authority, and responsibility of the internal audit activity formally defined in a charter, consistent with the Standards, and approved by the board?

2) AS 1000.A.1 - Is the nature of assurance services defined in the audit charter?  

3) AS1000.C1 - Is the nature of consulting services defined in the audit charter?

4) AS1010 - Is the mandatory nature of the Definition of Internal Auditing, the Code of Ethics, and the Standards recognized in the internal audit charter?

Has the chief audit executive discussed the Definition of Internal Auditing, the Code of Ethics, and the Standards with senior management and the board?

Procedure Step: AS 1100 Independence and Objectivity

Procedures:

Obtain and review auditor's office information about independence and objectivity of internal audit activity.

Purpose:

To determine the extent to which the auditor's office complies with standard requirements of the SAIAF Self Assessment Tool regarding:

1) IA Act 2102.006(a) - Does the governing board of the state agency, or the administrator if the state agency does not have a governing board, appoint the internal auditor?

2) IA Act 2102.007(a)(1) - Does the internal auditor report directly to the state agency's governing board or the administrator of the state agency if the state agency does not have a governing board?

3) IA Act 2102.007(b) and GAS 3.16 - Does the program of internal auditing conducted by a state agency provide for the auditor to:

(1) have access to the administrator; and 

(2) be free of all operational and management responsibilities that would impair the auditor's ability to review independently all aspects of the state agency's operation?

4) GAS 3.05 - If using the work of a specialist, did the auditors consider the specialist as a member of the audit team and, accordingly, assess the specialist’s ability to perform the work and report results impartially?

Did the auditors provide the specialist with GAGAS independence requirements and obtain representations from the specialist?

5) GAS 3.22 - Before agreeing to perform non-audit services, did the audit organization perform an assessment applying the following two overarching principles?

(1) Audit organizations must not provide non-audit services that involve performing management functions or making management decisions. 

(2) Audit organizations must not audit their own work or provide non-audit services in situations in which the non-audit services are significant or material to the subject matter of the audits.

6) GAS 3.30 - For other than routine activities described under GAS 3.26 – 3.29:

a)      Did the audit organization document its consideration as discussed in GAS 3.23 including its rationale that providing the services does not violate the two overarching principles? 

b)      Did it establish and document an understanding with the audited entity about objectives, scope, and product or deliverables of the nonaudit service? 

c)      Does the audit organization have policies and procedures that preclude audit staff who conducted non-audit services from auditing the same area? 

d)   If a non-audit work was conducted for the area under audit, was the scope and extent of the audit appropriate and not reduced because of the non-audit work conducted? 

7) AS 1110 - Independence and Objectivity:  Is the internal audit activity independent, and are internal auditors objective in performing their work?

8) AS 1110 - Organizational Independence:  Does the chief audit executive report to a level within the organization that allows the internal audit activity to fulfill its responsibilities?

Does the chief audit executive confirm to the board, at least annually, the organizational independence of the internal audit activity?

9) AS 1110.A.1 - Is the internal audit activity free from interference in determining the scope of internal auditing, performing work, and communicating results?

10) AS1111 - Direct Interaction With the Board: Does the Chief Audit Executive communicate and interact directly with the board?

11) GAS 3.16 - Is the Chief Audit Executive:

Accountable to the head or deputy head of the governmental entity? 

Required to report the results of the audit organization’s work to the head or deputy head of the government entity and to those charged with governance? 

Located organizationally outside the staff or line management functions of the unit under audit? 

Granted access to those charged with governance?

Sufficiently removed from political pressures to conduct audits and report findings, opinions, and conclusions objectively without fear of political reprisal?

12) GAS 3.17 - Does the audit organization report regularly to those charged with governance?

13) GAS 3.19 - Does the audit organization document the conditions that allow it to be considered free of organizational impairments to independence for internal reporting?

Is the documentation provided to those performing quality control monitoring and to the external peer reviewers to determine whether all the necessary safeguards have been met?

14) AS 1120 and GAS 2.10 - Individual Objectivity:  Do the internal auditors have an impartial, unbiased attitude and avoid any conflict of interest?

15) AS 1130 - Impairments to Independence or Objectivity: If independence or objectivity is impaired in fact or appearance, are the details of the impairment disclosed to appropriate parties?  (The nature of the disclosure will depend upon the impairment.)

16) AS 1130.A.1 - Do the internal auditors refrain from assessing specific operations for which they were previously responsible within the previous year? 

17) AS 1130.A.2 - Does a party outside the internal audit activity oversee assurance services over functions over which the Chief Audit Executive has been responsible?

18) AS1130.C1 and 1130.C2 - If internal auditors provide consulting services relating to operations for which they had previous responsibilities, are potential impairments to independence or objectivity disclosed to the client prior to performing consulting services?

19) GAS 3.08 - Does the audit organization have an internal quality control system to identify personal impairments and help ensure compliance with GAGAS independence requirements?  Specifically, has the audit organization done the following?

a)      Established policies and procedures to identify, report, and resolve personal impairments to independence. 

b)      Communicated the audit organization’s policies and procedures to all auditors in the organization and promoted understanding of the policies and procedures. 

c)      Established internal policies and procedures to monitor compliance with the audit organization’s policies and procedures. 

d)      Established a disciplinary mechanism to promote compliance with the policies and procedures. 

e)      Stressed the importance of independence and the expectation that auditors will always act in the public interest. 

f)   Maintained documentation of the steps taken to identify potential personal independence impairments.

20) GAS 3.09 - In situations where the audit organization identifies a personal impairment to independence, is the impairment resolved in a timely manner?

21) GAS 3.11 - Has the audit organization established internal policies and procedures for reporting and resolving external impairments?

Procedure Step: AS 1200 Proficiency and Due Professional Care

Procedures:

Obtain and review auditor's office information about proficiency and due professional care. 

Purpose:

To determine the extent to which the auditor's office complies with standard requirements of the SAIAF Self Assessment Tool regarding:

1) IA 2102.006(b) - Is the Chief Audit Executive a Certified Public Accountant or a Certified Internal Auditor, AND does s/he have at least three years of auditing experience? 

2) AS 1200 - Proficiency and Due Professional Care - Are engagements performed with proficiency and due professional care?

3) AS 1210 - Proficiency – Do internal auditors possess the knowledge, skills, and other competencies needed to perform their individual responsibilities? 

Does the internal audit activity collectively possess or obtain the knowledge, skills, and other competencies needed to perform its responsibilities?

4) AS 1210.A1 - Does the chief audit executive obtain competent advice and assistance if the internal auditors lacks the knowledge, skills, or other competencies needed to perform all or part of the engagement?

5) AS 1210.A2 - Do the internal auditors have sufficient knowledge to evaluate the risk of fraud and the manner in which it is managed by the organization?  (NOTE: Internal auditors are not expected to have the expertise of a person whose primary responsibility is detecting and investigating fraud.)

6) AS 1210.A3 - Do the internal auditors have knowledge of key information technology risks and controls and available technology-based audit techniques to perform their assigned work? (NOTE: Not all internal auditors are expected to have the expertise of an internal auditor whose primary responsibility is information technology auditing.)

7) AS 1210.C1 - Does the chief audit executive decline the consulting engagement or obtain competent advice and assistance if the internal audit staff lacks the knowledge, skills, or other competencies needed to perform all or part of the engagement?

8) GAS 3.38 - Have the auditors documented significant decisions affecting the audit objectives, scope, and methodology; findings; conclusions; and recommendations resulting from professional judgment?

9) GAS 3.41 - Does the audit organization have a process for recruitment, hiring, continuous development, assignment, and evaluation of staff to maintain a competent workforce?

10) GAS 3.43 - Do the staff members collectively possess the technical knowledge, skills, and experience necessary to be competent for the type of work being performed before beginning work on that assignment?

11) AS 1220 - Due Professional Care – Do the internal auditors apply the care and skill expected of a reasonably prudent and competent internal auditor? (NOTE: Due professional care does not imply infallibility.)

12) AS 1220.A1 - Do the internal auditors exercise due professional care by considering the:

·         Extent of work needed to achieve the engagement's objectives? 

·         Relative complexity, materiality, or significance of matters to which assurance procedures are applied? 

·         Adequacy and effectiveness of governance, risk management, and control processes? 

·         Probability of significant errors, fraud, or noncompliance? 

·         Cost of assurance in relation to potential benefits? 

13) AS 1220.A2 - In exercising due professional care, do the internal auditors consider the use of technology-based audit and other data analysis techniques?

14) AS 1220.A3 - Are the internal auditors alert to the significant risks that might affect objectives, operations, or resources? (NOTE: Assurance procedures alone, even when performed with due professional care, do not guarantee that all significant risks will be identified.

15) AS 1220.C1 - Do the internal auditors exercise due professional care during a consulting engagement by considering the:

·         Needs and expectations of clients, including the nature, timing, and communication of engagement results? 

·         Relative complexity and extent of work needed to achieve the engagement’s objectives? 

·         Cost of the consulting engagement in relation to potential benefits? 

16) AS 1230 - Continuing Professional Development – Do the internal auditors enhance their knowledge, skills, and other competencies through continuing professional development? 

17) GAS 3.46 and GAS 3.48 - Does the audit organization maintain documentation that each auditor completed Continuing Professional Education (CPE) in accordance with the following?

At least 80 hours of CPE every 2 years that directly enhance the auditor’s professional proficiency to perform audits and/or attestation engagements. 

At least 24 of the 80 hours are in subjects that directly relate to governmental auditing, the government environment, or the specific/unique environment in which the audited entity operations. 

At least 20 of the 80 hours are completed in each year of the 2-year period.

18) GAS 3.49 - IF USING THE WORK OF EXTERNAL & INTERNAL SPECIALISTS – Does the audit organization ensure such specialists are qualified in their areas of specialization and document such assurance?

Procedure Step: AS 1300 Quality Assurance and Improvement Program

Procedures:

Obtain and review auditor's office information about Quality Assurance and Improvement-Program.

Purpose:

To determine the extent to which the auditor's office complies with standard requirements of the SAIAF Self Assessment Tool regarding:

1) IA Act 2102.007(a)(5) - Does the Chief Audit Executive conduct quality assurance reviews in accordance with the Standards for the Professional Practice of Internal Auditing, the Code of Ethics contained in the International Professional Practices Framework as promulgated by the Institute of Internal Auditors, and generally accepted government auditing standards, and periodically take part in a comprehensive external peer review?

2) AS 1300 - Quality Assurance and Improvement Program – Has the chief audit executive developed and maintained a quality assurance and improvement program that covers all aspects of the internal audit activity?

3) AS 1310 - Requirements of the Quality Assurance and Improvement Program – Does the quality assurance and improvement program include both internal and external assessments?

4) AS 1311 - Internal Assessments – Do internal assessments include:

·   Ongoing monitoring of the performance of the internal audit activity; and 

·   Periodic reviews performed through self-assessment or by other persons within the organization who have sufficient knowledge of internal audit practices? 

5) GAS 3.51 and GAS 3.53 - Does the audit organization’s system of quality control encompass the audit organization’s leadership, emphasis on performing high quality work, and the organization’s policies and procedures designed to provide reasonable assurance of complying with professional standards and applicable legal and regulatory requirements that collectively address: 

·   Leadership responsibilities for quality within the audit organization; 

·   Independence, legal, and ethical requirements; 

·   Initiation, acceptance, and continuance of audit and attestation    engagements; 

·   Human resources; 

·   Audit and attestation engagement performance, documentation, and reporting; and 

·   Monitoring of quality? 

Does the audit organization do the following?

·   Document its quality control policies and procedures 

·   Communicate those policies and procedures to its personnel 

·   Document compliance with its quality control policies and procedures 

6) GAS 3.52 - Does the audit organization do the following? 

·   Document its quality control policies and procedures 

·   Communicate those policies and procedures to its personnel 

·   Document compliance with its quality control policies and procedures 

·   Maintain such documentation for a period of time sufficient to enable those performing monitoring procedures and peer reviews to evaluate the extent of the audit organization's compliance with its quality control policies and procedures. 

7) GAS 3.54 - Does the audit organization analyze and summarize the results of its monitoring procedures, to include identifying any systemic issues needing improvement and developing corrective action plans to address the issues at least annually? 

8) AS 1312 - External Assessments – Are external assessments, such as quality assurance reviews, conducted at least once every five years by a qualified, independent reviewer or review team from outside the organization? 

9) GAS 3.55 - Does the audit organization have an external peer review at least once every 3 years by reviewers independent of the audit organization being reviewed to determine compliance with GAGAS?

Did the audit organization take remedial, corrective actions as needed based on the results of the peer review? (While the Yellow Book is currently silent on this matter, the SAIAF encourages consideration be given to this area.)

10) AS 1320 - Reporting on the Quality Assurance and Improvement Program – Does the chief audit executive communicate the results of the quality assurance and improvement program to senior management and the board at least annually?

11) GAS 3.61 - Does the chief audit executive provide a copy of the external peer review report to those charged with governance including the appropriate oversight bodies?

12) AS 1321 - Use of “Conforms with the International Standards for the Professional Practice of Internal Auditing” - Does the chief audit executive state that the internal audit activity conforms with the International Standards for the Professional Practice of Internal Auditing only if the results of the quality assurance and improvement program support this statement?

13) AS 1322 - Disclosure of Nonconformance – If nonconformance with the Definition of Internal Auditing, the Code of Ethics, or the Standards impacts the overall scope or operation of the internal audit activity, does the chief audit executive disclose the nonconformance and the impact to senior management and the board?

14) GAS 1.11 - Stating Compliance with GAGAS in the Auditors’ Report – Does the audit organization refer to compliance with GAGAS in its audit reports, as appropriate with the level of compliance outlined in GAS 1.12 – 1.13?

Procedure Step: PS 2000 Managing the Internal Audit Activity

Procedures:

Obtain and review auditor's office information about Managing the Internal Audit Activity.

Purpose:

To determine the extent to which the auditor's office complies with standard requirements of the SAIAF Self Assessment Tool regarding:

1) IA Act 2102.005(1) & 2102.007 (a)(2) - Does the chief audit executive develop an annual audit plan that is prepared using risk assessment techniques and that identifies the individual audits to be conducted during the year?

2) IA Act 2102.007(a)(3) - Has the chief audit executive conducted audits specified in the audit plan and documented deviations?

3) PS 2000 - Managing the Internal Audit Activity -  Does the chief audit executive effectively manage the internal audit activity to ensure it adds value to the organization?

4) PS 2010 - Planning – Has the chief audit executive established risk-based plans to determine the priorities of the internal audit activity, consistent with the organization's goals?

5) 2010.A1 - Is the internal audit activity's plan of engagements based on a documented risk assessment undertaken at least annually?

Is the input of senior management and the board considered in this process?

6) 2010.C1 - Does the chief audit executive consider accepting proposed consulting engagements based on the engagement's potential to improve management of risks, add value, and improve the organization’s operations?  

 Are engagements that have been accepted included in the plan?

7) PS 2020 - Communication and Approval – Does the chief audit executive communicate the internal audit activity’s plans and resource requirements, including significant interim changes, to senior management and to the board for review and approval? 

Has the chief audit executive also communicated the impact of resource limitations?

8) IA Act 2102.006(d) - Does the governing board of the state agency, or the administrator of the state agency if the state agency does not have a governing board, periodically review the resources dedicated to the internal audit program and determine if adequate resources exist to ensure that risks identified in the annual risk assessment are adequately covered within a reasonable time frame?

9) IA Act 2102.008 - Is the annual audit plan that is developed by the chief audit executive approved by the state agency’s governing board, or by the administrator of the state agency if the state agency does not have a governing board?

10) PS 2030 Resource Management – Does the chief audit executive ensure that internal audit resources are appropriate, sufficient, and effectively deployed to achieve the approved plan?

11) PS 2040 Policies and Procedures – Has the chief audit executive established policies and procedures to guide the internal audit activity?

12) PS 2050 Coordination – Does the chief audit executive share information and coordinate activities with other internal and external providers of assurance and consulting services to ensure proper coverage and minimize duplication of efforts?

13) PS 2060 Reporting to Senior Management and the Board – Does the chief audit executive report periodically to senior management and the board on the internal audit activity’s purpose, authority, responsibility, and performance relative to its plan? 

Does the reporting include significant risk exposures and control issues, including fraud risks, governance issues, and other matters needed or requested by senior management and the board?

14) IA Act 2102.009 - Does the chief audit executive prepare an annual report and submit the report before November 1 of each year to the governor, the Legislative Budget Board, the Sunset Advisory Commission, the state auditor, the state agency's governing board, and the administrator?

Do the form and content of the report conform to the State Auditor’s instructions?

Procedure Step: PS 2100 Nature of Work

Procedures:

Obtain and review auditor's office information regarding the Nature of Work. 

Purpose:

To determine the extent to which the auditor's office complies with standard requirements of the SAIAF Self Assessment Tool regarding:

1) A Act 2102.005(2) - Does the program of internal auditing include periodic audits of the agency’s major systems and controls, including:

·         Accounting systems and controls, 

·         Administrative systems and controls, and 

·         Electronic data processing systems and controls? 

2) PS 2100 - Nature of Work – Does the internal audit activity evaluate and contribute to the improvement of governance, risk management, and control processes using a systematic and disciplined approach? 

3) PS 2110 - Governance - Does the internal audit activity assess and make appropriate recommendations for improving the governance process in its accomplishment of the following objectives:

·         Promoting appropriate ethics and values within the organization; 

·         Ensuring effective organizational performance management and accountability; 

·         Communicating risk and control information to appropriate areas of the organization; and 

·         Coordinating the activities of and communicating information among the board, external and internal auditors, and management? 

4) 2110.A1 - Does the internal audit activity evaluate the design, implementation, and effectiveness of the organization’s ethics-related objectives, programs, and activities? 

5) 2110.A2 - Does the internal audit activity assess whether the information technology governance of the organization sustains and supports the organization’s strategies and objectives? 

6) 2110.C1 - Are consulting engagement objectives consistent with the overall values and goals of the organization? 

7) PS 2120 - Risk Management - Does the internal audit activity evaluate the effectiveness and contribute to the improvement of risk management processes? 

8) 2120.A1 - Does the internal audit activity evaluate risk exposures relating to the organization’s governance, operations, and information systems regarding the following? 

·         Reliability and integrity of financial and operational information. 

·         Effectiveness and efficiency of operations. 

·         Safeguarding of assets; and 

·         Compliance with laws, regulations, and contracts. 

9) 2120.A2 - Does the internal audit activity evaluate the potential for the occurrence of fraud and how the organization manages fraud risk? 

10) 2120.C1 - During consulting engagements, do the internal auditors address risk consistent with the engagement’s objectives, and are they alert to the existence of other significant risks? 

11) 2120.C2 - Do the internal auditors incorporate their knowledge of risks gained from consulting engagements into their evaluation of the organization’s risk management processes?  

12) 2120.C3 When assisting management in establishing or improving risk management processes, do internal auditors refrain from assuming any management responsibility by actually managing risks? 

13) PS 2130 - Control – Does the internal audit activity assist the organization in maintaining effective controls by evaluating their effectiveness and efficiency and by promoting continuous improvement? 

14) 2130.A1 - Does the internal audit activity evaluate the adequacy and effectiveness of controls in responding to risks within the organization’s governance, operations, and information systems regarding the: 

·         Reliability and integrity of financial and operational information? 

·         Effectiveness and efficiency of operations? 

·         Safeguarding of assets? 

·         Compliance with laws, regulations, and contracts? 

15) 2130.A2 - Do the internal auditors ascertain the extent to which operating and program goals and objectives have been established and conform to those of the organization? 

16) 2130.A3 - Do the internal auditors review operations and programs to ascertain the extent to which results are consistent with established goals and objectives in order to determine whether operations and programs are being implemented or performed as intended? 

17) 2130.C1 - During consulting engagements, do internal auditors address controls consistent with the engagement’s objectives, and are they alert to significant control issues? 

18) 2130.C2 - Do internal auditors incorporate knowledge of controls gained from consulting engagements into evaluation of the organization’s control processes? 

Procedure Step: PS 2200, 2300, and 2400

Procedures:

Obtain and review auditor's office information regarding Engagement Planning, Performing the Engagement, and Communicating Results.

Purpose:

To determine the extent to which the auditor's office complies with standard requirements of the SAIAF Self Assessment Tool regarding:

_______________________

PS 2200 Engagement Planning – Do the internal auditors develop and document a plan for each engagement, including the engagement’s objectives, scope, timing, and resource allocations?

GAS 7.06 Planning – Do the auditors adequately plan and document the planning of the work necessary to address the audit objectives?

_______________________

PS 2300 Performing the Engagement – Do the internal auditors identify, analyze, evaluate, and document sufficient information to achieve the engagement's objectives?

GAS 7.52 Supervision – Are audit staff properly supervised?

GAS 7.55 – Evidence - Is sufficient, appropriate evidence obtained to provide a reasonable basis for the auditors’ findings and conclusions?

GAS 7.77 – Audit Documentation – Do the auditors prepare audit documentation related to planning, conducting, and reporting for each audit in sufficient detail to enable an experienced auditor, who has had no previous connection with the audit, to understand from the audit documentation the nature, timing, extent, and results of audit procedures performed, the audit evidence obtained and its source and the conclusions reached, including evidence that supports the auditors’ significant judgments and conclusions?  Do the auditors prepare audit documentation that contains support for findings, conclusions, and recommendations before they issue their report?

______________________

 PS 2400 Communicating Results – Do the internal auditors communicate the engagement results?

GAS 8.03 Issuing Reports – Do the auditors issue reports communicating the results of each completed performance audit?

GAS 8.04 Report Form – Do the auditors use a form of the audit report that is appropriate for its intended use in writing or in some other retrievable form?

GAS 8.08 Report Contents – Do the auditors prepare reports that contain the objectives, scope, and methodology of the audit; the audit results, including findings, conclusions, and recommendations, as appropriate; a statement about the auditors’ compliance with generally accepted government auditing standards; a summary of the views of responsible officials; and, if applicable, the nature of any confidential or sensitive information omitted?

GAS A8.02 Report Quality – Is the report timely, complete, accurate, objective, convincing, clear, and as concise as the subject permits?

GAS 8.43a. Distributing Reports – Are audit reports distributed to those charged with governance, to the appropriate officials of the audited entity, and to the appropriate oversight bodies or organizations requiring or arranging for the audits?

Procedure Step: PS 2500 Monitoring Progress

Procedures:

Obtain and review auditor's office information regarding Monitoring Progress. 

Purpose:

To determine the extent to which the auditor's office complies with standard requirements of the SAIAF Self Assessment Tool regarding:

PS 2500 - Has the chief audit executive established and maintained a system to monitor the disposition of results communicated to management?

PS 2500.A1 - Has the chief audit executive established a follow-up process to monitor and ensure that management actions have been effectively implemented or that senior management has accepted the risk of not taking action?

PS 2500.C1 - Does the internal audit activity monitor the disposition of results of consulting engagements to the extent agreed upon with the client?

Procedure Step: PS 2600 Resolution of Senior Mgt’s Acceptance of Risk

Procedures:

Obtain and review auditor's office information regarding Resolution of Management's Acceptance of Risks. 

Purpose:

To determine the extent to which the auditor's office complies with standard requirements of the SAIAF Self Assessment Tool regarding:

PS 2600 - Resolution of Management’s Acceptance of Risks – When the chief audit executive believes that senior management has accepted a level of residual risk that may be unacceptable to the organization, does the chief audit executive discuss the matter with senior management?  

If the decision regarding residual risk is not resolved; does the chief audit executive report the matter to the board for resolution?
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