Monthly Tabletop Security Exercises
The Department of Information Resources Office of the Chief Information Security Officer is pleased to offer monthly tabletop security exercises in partnership with the University of Texas at San Antonio’s Center for Infrastructure Assurance and Security (CIAS).  There are several items you need to participate in these exercises.  
You will need a login ID to the CIAS Learning Management System (LMS), which hosts the instructional classes on how to participate, and the exercises themselves.  This is a self-service LMS so anyone in your organization can register for an ID.  See link to LMS below.
Each agency or institution of higher education should designate an exercise planner.
Exercise planners should: 
1. take the classes on the LMS, 
1. coordinate your organization’s exercise, 
1. gather information for the after action report, and 
1. send a summary of the results to DIR so we can incorporate your lessons learned into our statewide security offerings. 
The classes are:
1. Introduction to Exercise Planning – 30 minutes 
1. Exercise design and evaluation – 1 hour 
1. Exercise Logistics – 15-20 minutes 
1. Exercise Material Review - 5-10 minute  
The monthly exercises will be on the LMS.  We will send an announcement when the exercises are available.  
To keep things relatively simple for participants, CIAS created a “course” on the LMS that contains all supplemental documents for this initial exercise.  Once the participant registers for the LMS, he/she will see the exercise listed as an available course.  The following materials are located in that course: 
1. Exercise introductory PowerPoint slide deck 
1. Links to the exercise online videos.  These are hosted on a private YouTube channel.  (Click on Course Description to see these links) 
1. After Action Report / Improvement Plan template 
1. Online Exercise After Action Report / Improvement Plan Debrief to be sent to DIR 
1. Exercise Participant Message Worksheet 
1. Exercise Development Guide (completed for this exercise) 
It is very important that you send the completed debrief template to DIR on a monthly basis so we can see who is using these exercises and what impact it is having on the overall state security program.  Please send this to DirSecurity@dir.texas.gov .

If you have any questions on concerns, please contact us at DirSecurity@dir.texas.gov .
[bookmark: _GoBack]
