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• They are on your Network

• The Myth of Malware

• Methods of Persistence

• It is a Who, not a What
(Information vs. Intelligence)

• The New Paradigm
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 = Malware NOISE
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The Real Deal?

v2.scan.majyx.net

F U D ?
F U D ?

3 5  AV  S C A N N E R S F U D ?
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B U T  M A LW A R E  I S  N O T  
T H E  P R O B L E M



4 6 %  O F  C O M P R O M I S E D  H O S T S  
H AV E  O N E  T H I N G  I N  C O M M O N :  

N O  M A LWA R E

Malware doesn’t Compromise People…

People Compromise People
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Best Year Yet
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DWELL TIME = 205 DAYS
MEDIAN # DAYS ATTACKERS WERE ON SYSTEM BEFORE DETECTION

APT30 

10 Years in
 

Air-G
apped 

Networks!



A S  E A R LY  A S  2 0 0 9 ,  G H 0 S T N E T  ( G H 0 S T R AT ’ S  
E X P L O I T / D R O P P E R  N E T W O R K )  H A D  A L R E A D Y  
I N F I LT R AT E D  AT  L E A S T  1 , 2 9 5  C O M P U T E R S  I N  1 0 3  
C O U N T R I E S  3 0 %  O F  W H I C H  W E R E  H I G H - VA L U E  
TA R G E T S ,  I N C L U D I N G  M I N I S T R I E S  O F  F O R E I G N  
A F FA I R S ,  E M B A S S I E S ,  I N T E R N AT I O N A L  
O R G A N I Z AT I O N S ,  N E W S  M E D I A ,  A N D  N G O S .

http://en.wikipedia.org/wiki/Information_Warfare_Monitor

B E F O R E  A N Y O N E  H A D  
D E T E C T E D  I T…

http://en.wikipedia.org/wiki/Information_Warfare_Monitor
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G H 0 S T R AT  E X A M P L E

103.20.192.xxx

Bad because malware connected to it

Associated malware is a RAT with Y features

Used by 14 different APT’s  targeting Hi-Tech IP,  
using these TTP’s based on human analysis

I

D

K

W



G H 0 S T R AT  C & C  I N F O R M AT I O N

1 . Q Q Q Q 1 2 3 4 . P B Z ,  1 8 0 0 - F R N E P U . P B Z ,  1 M N O F Y J I A 5 3 8 A 4 V 5 G P W Y. P B Z ,  2 0 0 1 : P S 8 : 1 : 1 2 N 1 : 0 : Q Q Q Q : 8 R 6 6 : P 2 Q 6 ,  2 0 0 1 : P S 8 : 1 : N 6 R : 0 : Q Q Q Q : 5 3 8 7 : 3 S S S ,  2 0 0 5 - F R N E P U . P B Z ,  
2 X 9 0 . PA ,  5 3 0 0 0 . U N AY B B I . P B Z ,  5 4 U G F S . P B Z ,  8 5 0 5 . O K M I F R E . P B Z ,  8 5 0 5 K K . O K M I F R E . P B Z ,  8 5 0 6 . T N Z R L X X . P B Z ,  8 5 0 6 P. O K M I F R E . P B Z ,  8 5 1 0 O K . O K M I F R E . P B Z ,  

N . D V F V U H V F U R AT. A R G ,  N N P U E V F G Z N F. P B Z ,  N P V. T E N G V K . P B Z . O E ,  N P G V I R C E B G R P G . PA ,  N Q N Q V S . P B Z ,  N Q Y E K L . P B Z ,  N Q J . T E R R A 2 4 . P B . X E ,  N W N Y. E H ,  N W X G X X . P B Z ,  
N Y P H D W S Y. V F - N - Y V O R E N Y. P B Z ,  N Y Y. D G K 3 3 3 . PA ,  N A G . G E R A M . C Y,  N B P R N P. P B Z ,  N E E N L F N J . P B Z ,  N F Q 1 3 . A R G ,  N I J N I . P B Z ,  N M Y S F H . P B Z ,  O . N N 1 O 2 . P B Z ,  

O . P B H T U F G H S S F. P B Z ,  O . F 1 0 2 - PA M M . P B Z ,  O 8 5 0 3 O . U N AY B B I . P B Z ,  O N F R F E I . A R G ,  O R F G S E R R Q A F. VA ,  O T S 4 5 . B V P C . A R G ,  O Y B T. F VA N . P B Z . PA ,  O H O O Y R S R R Q . A R G ,  
O H F VA R F F. Z V Z B F N Y N Y N . P B Z ,  P VA G U L N H C Q N G R F R E I R E . P B Z ,  P B Z O VA R Y B G . PA ,  P B E R 2 6 3 4 . E N P VAT- J G S . P B Z ,  P B H A G . X R L 5 1 8 8 . P B Z ,  Q . O A X F J . P B Z ,  Q . J V K J J . P B Z ,  

Q 1 . S F S R 9 . P B Z ,  Q 8 5 0 2 Q . U N AY B B I . P B Z ,  Q N Z A Q F X W. P B Z ,  Q R X F. B C Y V C F V R F. P B Z ,  Q V E R P G X R L J B E Q . P B . X E ,  Q B J A . Q B J A - Y B N Q . P B . X E ,  Q B J A . Y Y F T VAT. P B Z ,  
Q B J A 0 0 3 . S R AT 6 . H F,  R S J P D Y. P B Z ,  R V Q B O V. P B Z ,  R B X H K M . P B Z ,  R C K Z W F. P B Z ,  R K R . K VA AV N A X Y. P B Z ,  S . J H P 8 . P B Z ,  S 1 - VA S B . P M ,  S V J M I . A R G ,  S Z B Z . W H N A Q L . P B Z ,  

S Z B Z . C H O Y V P I Z . P B Z ,  S B E T B B T Y R B AY L . PA ,  T R G 3 8 W J 2 6 2 N . P B Z ,  T R J N M V. P B Z ,  T U B 3 7 . T U B F G - S V Y R 1 . P B Z ,  T U B 3 8 . T U B F G - S V Y R 1 . P B Z ,  T U B F G F R P G V B A . P B Z ,  
T B Y Q N E R N . O V M ,  U . J H P 8 . P B Z ,  U U . G B Z B 3 3 . P B Z ,  U F U R I N Y. P B Z ,  V T V L C H . P B Z ,  V Z N T R F - O N F R . P B Z ,  VA S B . 9 5 8 1 6 7 . P B Z ,  VA S H Y V M VAT. PA ,  V B N M M B . P B Z ,  

V C N E X VAT F N Y R . P B Z ,  W B X M N B . P B Z ,  X R U H 1 . U N AT N Z R C N L . P B Z ,  X R U H 2 . U N AT N Z R C N L . P B Z ,  X R U H 3 . U N AT N Z R C N L . P B Z ,  X R U H 4 . U N AT N Z R C N L . P B Z ,  X R L J B E Q C B C . P B Z ,  
X Y V E B X . A R G ,  X B C H A N . P B Z ,  X B D F H L B Q . PA ,  X H X H G E H F G A R G 7 7 7 . VA S B ,  Y V R F O R G U Z V Y N A . O R ,  Y V I R S VA Q 1 O Y B T T VAT. P B Z ,  Y Y. Q N H Z AV. P B Z ,  Z R R Y V G U . P B Z ,  

Z R Y G R K G . J B J V C . X E ,  Z V K Z R Q V N Q V E R P G . PA ,  Z W Z B R V. P B Z ,  Z E X E K Q . P B Z ,  Z F F L F G R Z . VA S B ,  Z K C M S Q . P B Z ,  Z L S 2 L B H . P B Z ,  A R J F B S S . A R G ,  A S . B H G R E VA S B . P B Z ,  A S 8 2 Z S -
O S W W D L E T 6 1 . PA ,  B A N Z R F 0 6 0 3 . P B Z ,  B AY VA R F C L J N E R F P N A A R E . A R G ,  B B I . Y R E N R E N . P B Z ,  C N X F H F V P. PA ,  C P TA Q T. P B Z ,  C B E T N P V T. PA ,  C H W I N P. P B Z ,  C H F F L G B V C . J F,  
C M E X . E H ,  D F P Q S Q Q N . PA ,  D H N E G R E G VA . VA S B ,  D LT H Z D . P B Z ,  E V S A N F N K . PA ,  E C J B N X . P B Z ,  E F H C 5 . E V F VAT. P B Z . PA ,  E F H C 6 . E V F VAT. P B Z . PA ,  E I L H W O . P B Z ,  F 7 6 M . PA ,  
F N Y B B AT VA F. PA ,  F R N E P U - O H L . O V M ,  F R E I R E H C Q N G R F B S G J N E R . P B Z ,  F V D V N B . TA J N L . A R G ,  F Z N E G - VA S B . P B . X E ,  F B C D L R . P B Z ,  F B F. F B B B B B B B . P B Z ,  F C N R V B R E . P B Z ,  
F F F. 9 6 9 2 2 2 . P B Z ,  G N A H . VA S B ,  G N G E N P X R E . A R G ,  G R F G N I E Q B J A . P B Z ,  G U R . Z V P E B T B B Q . A R G ,  G V M VA . PA ,  G B R U L N . P B Z ,  G B E N AT P B Z M . P B Z ,  G E N S S V P F G N G V P. P B Z ,  
G E LV G U R E R . A R G ,  G H P L R B . P B Z ,  G K G . T G U L G . P B Z ,  G K G . X K J J V. P B Z ,  H 1 . T T B I 8 8 . P B Z ,  H 3 . PA P M . H F,  H 3 . T T B B I I . P B Z ,  H 4 . R F R G . P B Z . PA ,  H 5 . R F R G . P B Z . PA ,  H Q R L C L . P B Z ,  

H R T H F G . P B Z ,  H Y G V Z N E R F B H E P R F. P B Z ,  H C Q N G R F Z . P B Z ,  H C E G E V F U R F G . P B Z ,  I Z V Q R B . P B Z ,  I Z E G Z B . P B Z ,  I B N . N Q H C Q N G R . X E ,  I I I . 1 2 3 F X L . O V M ,  I I K J . A R G ,  
J 1 . V V B B 4 5 6 7 . P B Z ,  J 1 8 . I T,  J O . F U V W V R Q V LV. A R G ,  J VAT F R N E P U . P B . X E ,  J V E R Q K . VA ,  J B B P N F VA B . P B Z ,  J G B C P B Z C N A L . E H ,  J J J . 0 9 F B H . P B Z ,  J J J . 5 8 5 8 J B . P B Z ,  J J J .
9 6 5 1 . A R G . PA ,  J J J . O O - O R N G E V P R . P B Z ,  J J J . P O F. P B . X E ,  J J J . Q U S M Q P Y X . P B Z ,  J J J . Q W Q W Q N H N . P B Z ,  J J J . Q B J AY B N Q . J VA Q B J F H C Q N G R . P B Z ,  J J J . R P B Y R - F N VA G -

F V Z B A . A R G ,  J J J . R Q E B L K . E H ,  J J J . S W M Z A K S Q . P B Z ,  J J J . T N Z X E S H X . P B Z ,  J J J . T P Z A F V I X . P B Z ,  J J J . T R A 3 6 5 . P B . X E ,  J J J . T Z N F B H X E G N . P B Z ,  J J J . U N C C LY B G H F Y N . P B Z ,  
J J J . VA S B - F R E I V P R . P B . X E ,  J J J . X W J E R 9 S D J V R Y H B V. VA S B ,  J J J . X B O B N A . P B Z ,  J J J . X B AT M V C N G M V. P B Z ,  J J J . X B G T N Z G B N . P B Z ,  J J J . X E B T N Z R G B . P B Z ,  J J J . Y N S L R E V. P B Z ,  
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G H 0 S T R AT  K N O W L E D G E

K

TA K E  F U L L  C O N T R O L  O F  T H E  R E M O T E  S C R E E N  O N  T H E  I N F E C T E D  B O T  
P R O V I D E  R E A L  T I M E  A S  W E L L  A S  O F F L I N E  K E Y S T R O K E  L O G G I N G  

P R O V I D E  L I V E  F E E D  O F  W E B C A M ,  M I C R O P H O N E  O F  I N F E C T E D  H O S T  
D O W N L O A D  R E M O T E  B I N A R I E S  O N  T H E  I N F E C T E D  R E M O T E  H O S T  
TA K E  C O N T R O L  O F  R E M O T E  S H U T D O W N  A N D  R E B O O T  O F  H O S T  

D I S A B L E  I N F E C T E D  C O M P U T E R  R E M O T E  P O I N T E R  A N D  K E Y B O A R D  I N P U T  
E N T E R  I N T O  S H E L L  O F  R E M O T E  I N F E C T E D  H O S T  W I T H  F U L L  C O N T R O L  

P R O V I D E  A  L I S T  O F  A L L  T H E  A C T I V E  P R O C E S S E S  
E T C .



G H 0 S T R AT  W I S D O M

T H E  A B I L I T Y  T O  L I N K  T H R E E  D I S T I N C T  C A M PA I G N S  T O  T H E  S A M E  T H R E AT  A C T O R S  B Y  
A N A LY Z I N G  AT TA C K  C & C  I N F R A S T R U C T U R E ,  C O M P I L E  T I M E S ,  R E S O LV E D  I P ’ S ,  A  

S I M I L A R  X O R ’ D  Z X S H E L L  PAY L O A D ,  Z E R O - D AY  F L A S H  E X P L O I T S ,  WAT E R I N G  H O L E  
V E C T O R ,  AT TA C K  M O V E M E N T  T T P ’ S  D U R I N G  I R ,  A N D  M O R E

W

T H E  A B I L I T Y  T O  W O R K  W I T H  M I C R O S O F T  I M M E D I AT E LY  O N  A  PAT C H  F O R  T H E  
R E L AT E D  I E  Z E R O - D AY  B E I N G  U S E D  A N D  L E V E R A G E  T H E I R  A B I L I T Y  T O  P U S H  A  

W O R L D W I D E  PAT C H  Q U I C K LY

T H E  A B I L I T Y  T O  WA R N  O T H E R S  I N  T H E  S A M E  TA R G E T E D  S E C T O R S  O F  T H I S  WAT E R I N G  
H O L E  S T Y L E  AT TA C K ,  A N D  T H E  R E L AT E D  T T P ’ S  O F  T H E  T H R E AT  A C T O R S  T O  I M P R O V E  

B O T H  D E T E C T I O N  A N D  R E S P O N S E S  W I T H I N  T H E  S E C T O R

T H E  A B I L I T Y  T O  M A K E  S I M I L A R  AT TA C K S  M O R E  E X P E N S I V E  B Y  S E N D I N G  U N I Q U E  
H I G H  Q U A L I T Y  I O C S  T O  E V E R Y  C U S T O M E R  A R O U N D  T H E  W O R L D  S U C H  T H AT  R E -

U S I N G  E I T H E R  P O R T I O N S  O F  C O D E  A N D / O R  D I F F E R E N T  T T P ’ S  O N C E  I N S I D E ,  
B E C O M E S  M U C H  H I G H E R  R I S K  F O R  T H E  AT TA C K E R



G H 0 S T R AT  W I S D O M
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public sector: defence, law, IT and mining public sector: defence, law, IT and mining
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G H 0 S T R AT  W I S D O M

Ephemeral  
Hydra

Deputy  
Dog

Operation  
SnowMan

T H E  A B I L I T Y  T O  L I N K  T H R E E  D I S T I N C T  C A M PA I G N S  T O  T H E  S A M E  T H R E AT  A C T O R S  B Y  
A N A LY Z I N G  AT TA C K  C & C  I N F R A S T R U C T U R E ,  C O M P I L E  T I M E S ,  R E S O LV E D  I P ’ S ,  A  

S I M I L A R  X O R ’ D  Z X S H E L L  PAY L O A D ,  Z E R O - D AY  F L A S H  E X P L O I T S ,  WAT E R I N G  H O L E  
V E C T O R ,  AT TA C K  M O V E M E N T  T T P ’ S  D U R I N G  I R ,  A N D  M O R E

APT 17

US military veterans website VFW.orgpublic sector: defence, law, IT and mining public sector: defence, law, IT and mining



J U S T  A  F E W  W O R D S  O N  P E R S I S T E N C E  
A N D  T H E  H U M A N …



H O W  T H E Y  U S E D  T O  S TAY  P E R S I S T E N T  
O N  T H E  H O S T

Autoexec.bat:
@ E C H O  O F F  
S E T  S O U N D = C : \ P R O G R A ~ 1 \ C R E AT I V E \ C T S N D  
S E T  B L A S T E R = A 2 2 0  I 5  D 1  H 5  P 3 3 0  E 6 2 0  T 6  
S E T  PAT H = C : \ W I N D O W S ; C : \   
L H  C : \ W I N D O W S \ C O M M A N D \ M S C D E X . E X E  / D : 1 2 3  
C : \ D O S \ M Y M A LWA R E . E X E  / X

Batch File to Clean Up After (delete MYMALWARE.EXE):
@ E C H O  O F F  
D  
D E L  “ C : \ D O S \ M Y M A LWA R E . E X E ”  
I F  E X I S T  “ C : \ U S E R S \ L A B \ D E S K T O P \ M Y M A LWA R E . E X E ”  G O T O  D  
D E L  / F  “ C : \ U S E R S \ L A B \ A P P D ATA \ L O C A L \ T E M P \ C L E A N E R B AT. B AT ”  



H O W  T H E Y  S TAY  P E R S I S T E N T  N O W…

!
SideBar Gadgets 

Backdooring DLL’s  
DLL Load Order Manipulation 

Shortcut HiJacking 
File Association HiJack 

Windows Application Compatibility 
Bootkits 

Master Boot Record 
Volume Boot Recored  
BIOS/UEFI Malware 

HypberVisor/Ring1 Rootkit 
System Management Mode 

Intel® Active Management Technology root kit 
Add SUPPORT User Account with a 500 RID 

Malicious Firmware Update 
Hidden Boot Devcies 

Network Boot level backdoors 
Software  Vulnerabilities 

!
 

!

!
Internet Explorer / Browser Helper Objects 13 

Explorer.exe 71 
Logon Registry Entries 42  

Codecs 
Boot Execute 5 

Image HiJacks / Sticky Keys 13 
AppInt 3 

Known DLLs 1 
WinLogon 7 

Winsock Providers 4 
Print Monitors 1 
LSA Providers 5 

Network Providers  
WMI Filters 

Schedule Tasks 
Services 
Drivers 



H O W  T H E Y  S TAY  P E R S I S T E N T  N O W…

!
SideBar Gadgets 

Backdooring DLL’s  
DLL Load Order Manipulation 

Shortcut HiJacking 
File Association HiJack 

Windows Application Compatibility 
Bootkits 

Master Boot Record 
Volume Boot Recored  
BIOS/UEFI Malware 

HypberVisor/Ring1 Rootkit 
System Management Mode 

Intel® Active Management Technology root kit 
Add SUPPORT User Account with a 500 RID 

Malicious Firmware Update 
Hidden Boot Devcies 

Network Boot level backdoors 
Software  Vulnerabilities 

!
 

!

!
Internet Explorer / Browser Helper Objects 13 

Explorer.exe 71 
Logon Registry Entries 42  

Codecs 
Boot Execute 5 

Image HiJacks / Sticky Keys 13 
AppInt 3 

Known DLLs 1 
WinLogon 7 

Winsock Providers 4 
Print Monitors 1 
LSA Providers 5 

Network Providers  
WMI Filters 

Schedule Tasks 
Services 
Drivers 



H O W  T H E Y  U S E D  T O  S TAY  P E R S I S T E N T  
O N  T H E  D O M A I N

Add domain user and put them in Domain Admins group 

N E T  U S E R  U S E R N A M E  PA S S W O R D  / A D D  / D O M A I N  
N E T  G R O U P  " D O M A I N  A D M I N S "  U S E R N A M E  / A D D  / D O M A I N

Add local user and put them Local Administrators group

N E T  U S E R  U S E R N A M E  PA S S W O R D  / A D D  
N E T  L O C A L G R O U P  A D M I N I S T R AT O R S  U S E R N A M E  / A D D



H O W  T H E Y  D O  I T  N O W

!
Use Group Policy to backdoor Servers/

Workstations 
Backdoor patch management tools 
Weaken AD policies (e.g. re-enable 

NTLM) 
Steal Windows Root / CA keys 

Uninstall Security Patches 
Modify Proxy PAC file, allow IP, force 

auth, grab hashes  
Malicious Symlinks to shares to collect 

SMB hashes 
Custom NTP for DC’s to mod 

timestamps 
Grant VPN rights to accounts 

Logon Scripts

Create new admin user or elevate user 
and reset PW 

Dump hashes for cracking or pass-the-
hash 

Backdoor the laptop Admin logs in 
from - Roaming Profile 
Backdoor a DC server 

Backdoor Files on Net Shares that 
Admins Use 

Changing  Ownership/Permissions on 
AD Partitions 

Mimikatz AddSID (Hide Admin Privs 
with SID history) 
Golden Tickets 
Silver Tickets 
PowerShell!



C A S E  S T U D Y:  C L A N D E S T I N E  F O X



MARCH, 2013 
NEW TARGET(S): 01 
NEW VICTIM(S): 01 

INTELLIGENCE: THREAT ACTOR TTP 
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MARCH, 2013 
NEW TARGET(S): 01 
NEW VICTIM(S): 01 

INTELLIGENCE: THREAT ACTOR TTP 

APRIL 25, 2014 
TARGET(S): 01 
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INTELLIGENCE: POTENTIAL  0-DAY 
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SAME EXPLOIT ATTEMPTED AT 13 CUSTOMER SITES 
ATTACKER SUCCESS RATE: 0%

C A S E  S T U D Y:  C L A N D E S T I N E  F O X



S O  W E  S E E  T H E R E  I S  A  F U N D A M E N TA L  
D I F F E R E N C E  B E T W E E N  I N F O R M AT I O N  

A N D  I N T E L L I G E N C E



I N F O R M AT I O N I N T E L L I G E N C E

R A W,  U N F I LT E R E D  D ATA
P R O C E S S E D ,  S O R T E D ,  A N D  

D I S T I L L E D  I N F O R M AT I O N

U N E VA L U AT E D  W H E N  
D E L I V E R E D

E VA L U AT E D  A N D  I N T E R P R E T E D  
B Y  T R A I N E D  E X P E R T  A N A LY S T S

A G G R E G AT E D  F R O M  
V I R T U A L LY  E V E R Y  S O U R C E

A G G R E G AT E D  F R O M  R E L I A B L E  
S O U R C E S  A N D  C R O S S  

C O R R E L AT E D  F O R  A C C U R A C Y

M AY  B E  T R U E ,  FA L S E ,  
M I S L E A D I N G ,  I N C O M P L E T E ,  
R E L E VA N T,  O R  I R R E L E VA N T

A C C U R AT E ,  T I M E LY,  C O M P L E T E  
A S S E S S E D  F O R  R E L E VA N C Y

Information      vs.      Intelligence

REF: Matt Hartley: Cyber Threats: Information vs. Intelligence
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S O  W H AT  W O U L D  W I S D O M  T E L L  
U S  T H E  N E W  PA R A D I G M  I S  T H E N ?

SPOILER ALERT: IT’S UGLY!
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T H E  N E W  PA R A D I G M ,  A S S U M P T I O N S
• ATTACKER HAS YOUR DOMAIN ADMIN PRIVILEGES 

• ATTACKER HAS HASHES OR CRACKED PASSWORDS FOR ALL YOUR DOMAIN 
ACCOUNTS 

• ATTACKER CAN FREELY MOVE VIA VPN’S AND HOST TO HOST 

• YOUR PARTNER NETWORKS MAY BE COMPROMISED 

• CRIMEWARE AND APT TTP’s ARE CONVERGING



T H E  N E W  PA R A D I G M ,  A S S U M P T I O N S
• ATTACKER HAS YOUR DOMAIN ADMIN PRIVILEGES 

• ATTACKER HAS HASHES OR CRACKED PASSWORDS FOR ALL YOUR DOMAIN 
ACCOUNTS 

• ATTACKER CAN FREELY MOVE VIA VPN’S AND HOST TO HOST 

• YOUR PARTNER NETWORKS MAY BE COMPROMISED 

• CRIMEWARE AND APT TTP’s ARE CONVERGING



• YOU CAN’T DETECT SIGNATURE-LESS SPEAR PHISHING ATTACKS 

• YOU HAVE POOR CREDENTIAL MANAGEMENT 

• YOUR NETWORKS ARE NOT EFFECTIVELY SEGREGATED 

• YOU ARE STILL USING SINGLE FACTOR AUTH FOR VPN / OWA 

• YOUR SECURITY SAFEGUARDS ARE NOT ARMED FROM PRIVILEGED ACCOUNTS 

• YOU ARE NOT YET COLLECTING DATA THAT IS CRITICAL DURING INCIDENT RESPONSE

T H E  N E W  PA R A D I G M ,  W E A K N E S S E S



• YOU CAN’T DETECT SIGNATURE-LESS SPEAR PHISHING ATTACKS 

• YOU HAVE POOR CREDENTIAL MANAGEMENT 

• YOUR NETWORKS ARE NOT EFFECTIVELY SEGREGATED 

• YOU ARE STILL USING SINGLE FACTOR AUTH FOR VPN / OWA 

• YOUR SECURITY SAFEGUARDS ARE NOT ARMED FROM PRIVILEGED ACCOUNTS 

• YOU ARE NOT YET COLLECTING DATA THAT IS CRITICAL DURING INCIDENT RESPONSE

T H E  N E W  PA R A D I G M ,  W E A K N E S S E S

weak!



T H E  N E W  PA R A D I G M ,  C A PA B I L I T I E S
• Intelligence, not information (rich context alerts, information on who, not what) 

• Fast path to perimeter update (from unknown to known, local to your network) 

• Fast pivot to IR with Rapid Response Capability (hint: retainer services are your 
friend) 

• Constant hunting… how much?  Answer: How bad do you care about 
persistence?



• Make attacks more expensive and higher risk 

• Become more offensive in your defense 

• Make the attacker feel you, no matter what they do, where they go 

• Trick the attacker, Poke the attacker, Annoy the attacker, Expose the attacker 

• Play Man-to-Man defense —> follow, stay tight, change the narrative/outcome! 

• Attack their supply chain, poison markets 

• Re-Imagine the game, entirely, every day
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E X P O S I N G  A P T 1 7 ’ S  E VA S I O N  TA C T I C  
O F  H I D I N G  I N  P L A I N  S I G H T



• More destructive attacks 

• Attribution becomes more important 

• Counter-forensics will get really, really good.  Like, really. 

• Attacks will align with conflicts, every time 

• More government involvement in both defense and offense 

• Cyber bounty-hunting, rewards, wanted posters on the ‘net 

• Cyber-Darwinism will level the playing field out of sheer necessity (survivalism) 

• No more moral high ground restraint.  The right to defend and fire weapons on intruders. 

• CYBER LAWYERZ GONE WILD!  (and the need to indemnify the protectors and victims from 
liability…  SMART ACT!)
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T W O  L E V E L S  O F  S A F E T Y  P R O T E C T I O N  
C A N  B E  AWA R D E D

DT&E  
Designation

F U L L  D E S I G N AT I O N   
( P R O V E N  E F F E C T I V E )  
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D E V E L O P M E N TA L  T E S T  A N D  E VA L   
( S H O W S  P R O M I S E ,  N E E D S  W O R K )
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W H AT  A R E  S O M E  I T E M S  D H S  E X A M I N E D  
F O R  U S  T O  B E C O M E  CERT IF IED?

E X T E N S I V E  O P E R AT I O N A L  E N V I R O N M E N T  T E S T I N G :  
 L O W  FA L S E  P O S I T I V E  A N D  FA L S E  N E G AT I V E  R AT E S  
 H I G H  P R O B A B I L I T Y  O F  D E T E C T I O N  
 C O N S I S T E N T  L O N G - T E R M  R E S U LT S  

C O N F O R M A N C E  T O  O U R  S TAT E D  S P E C I F I C AT I O N S  
D O M A I N  E X P E R T I S E  WA S  R E A D I LY  AVA I L A B L E  
A P P L I C A B L E  S TA N D A R D S  W E R E  M E T  
FAV O R A B L E  C U S T O M E R  F E E D B A C K  
P E R F O R M A N C E  A S  I N T E N D E D  
D O C U M E N T E D  Q A  P L A N S  
P R O V E N  R E P E ATA B I L I T Y  
P R O V E N  L O W  M T B F
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T Y P I C A L  D AY  I N  T H E  L I F E  O F  FA A S  
( A C T U A L  M I N I N G  C O M PA N Y  C A S E  S T U D Y )

0:00 A Malicious Event  

FireEye as a Service (FaaS) 
monitoring a customer site 
discovers a compromised system 

0:05 Targeted Attack 

FaaS analysts quickly 
discover 26 compromised 
systems 

0:15 Customer Notification 
FaaS recommendation: DO NOTHING! 
… for now. 

00:45 Containment and 
Response Recommendation 
Avoid the “whack-a-mole” 
approach and instead 
understand the threat actor 
while responding 

Clean up and Lean Forward 
Protection 
Based on threat intelligence, FaaS 
not only helps cleanup the current 
threat but protect the customer 
for what might follow 

Analysis 
FaaS analysts and responders analyze the 
infected systems and callback channels; found 
total of 52 compromised machines 



T H E  N E W  PA R A D I G M ,  Y O U

“The height of your accomplishments will equal the 
depth of your convictions.“  

!

William F. Scolavino
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