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Internal Audit Mission Statement 


To collaborate with DIR leadership to fulfill the agency's core mission by providing independent 
and objective audit services designed to add value and improve the effectiveness of risk 

management, control , and governance processes. 

DIR Internal Audit Staff 

Lissette Nadal-Hogan, CIA, CISA, CRISC, Director 


Angel Flores, CGAP, Senior Auditor 


Edward Maldonado, CGAP, Senior Auditor 




Fiscal Year 2016 Internal Audit Annual Plan 

Background 

The Texas Internal Auditing Act (Texas Government Code 2102)1 requires the DIR Director 
of Internal Audit to prepare an annual plan using risk assessment techniques, and that 
identifies the individual audits to be conducted during the year. The annual plan is approved 
by the DIR Board and published in the DIR website. 

To comply with state law, DIR Internal Audit prepared this report that documents the 
agency's Fiscal Year 2016 Internal Audit Annual Plan. The DIR Board approved the annual 
plan in October 2015, and agreed Internal Audit has adequate and sufficient resources to 
effectively achieve the audit plan. 

1 Texas Government Code §2102: Internal Auditing 
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Fiscal Year 2016 Internal Audit Annual Plan 

Fiscal Year 2016 Internal Audit Annual Plan 


The DIR Fiscal Year 2016 Internal Audit Annual Plan describes the priorities of the Internal 
Audit function for Fiscal Year 2016 which are consistent with the agency's goals and 
objectives. The plan is based on a risk assessment and developed with input from the DIR 
Board and Executive Leadership. 

The DIR Board approved the Fiscal Year 2016 Internal Audit Annual Plan in October 2015. 

PROJECT 
# 

AUDIT PROJECT 
BUDGETED 

HOURS * 

16-100 Assurance Audits -1st Tier 

15-103 

Enterprise Contract Management 

Preliminary Objectives: 

• To provide assurance that adequate key DCS 
enterprise management controls are in place and 
operational 

• To determine whether the DCS enterprise contract 
management activities are in compliance with state law, 
agency policies, and contract requirements 

• To validate the implementation of the audit 
recommendations included in the Enterprise Contract 
Management Internal Audit Report 13-103 

800 

DCS Vendor Management and Performance 

Preliminary Objectives: 
• To evaluate the effectiveness of DI R's management 

and oversight over the DCS vendors' performance 

• To determine whether the DCS vendors are in 
compliance with established Service Level Agreements 

800 

DIR Governance Assessment 

Preliminary Objectives: 
• To assess the design and operating effectiveness of the 

DIR's governance processes 
• To assess whether the DIR Information Technology 

governance supports the agency's strategic goals and 
objectives 

600 

DIR Internal Audit Report No. 15-302 Page 214 



Fiscal Year 2016 Internal Audit Annual Plan 

DIR Ethics Evaluation 

Preliminary Objective: 

• To evaluate the design, implementation, and 
effectiveness of DIR's ethics-related objectives, 
programs, and activities 

500 

Assurance Audits  2nd Tier ** 

DCS Security Compliance 

Preliminary Objective: 
• To determine whether the DCS vendors have the 

information security controls in place to comply with 
state law, regulations , and contract requirements 

CFO Revenue Assurance and Forecasting 

Preliminary Objective: 

• To evaluate the operating effectiveness of the DIR's 
methodologies used to forecast revenue and provide 
assurance that agency's operating costs will be 
recovered within state requirements 

16-200 Consulting and Non-Audit Services2 

Workgroups/ Governance Boards 100 

16-300 

External Audit Coordination 

Reserved for DIR Board/ Executive Leadership Projects 

Required Projects 

100 

250 

Continuing Professional Education 180 

Follow-up on Audit Recommendations 

Fiscal Year 2017 Internal Audit Risk Assessment/ Audit Plan 

Fiscal Year 2016 Internal Audit Annual Report 

Fiscal Year 2016 Internal Audit Annual Assessment 

500 

260 

100 

100 

Internal Audit External Assessment (Peer Review) 100 

* Budgeted hours distributed among the projects included in the plan are based on 70% of 

the total available hours of three full time auditors. 

** All auditable activities identified with high risk during the risk assessment process were 
included as 1st tier or 2nct tier internal audit projects in the Fiscal Year 2016 Internal Audit 

2 Non-Audit Services - described by The General Accountability Office (GAO) as services that support the entity's 
operations such as: 1) certain accounting and financial services, 2) assistance services, 3) separate evaluations, 4) 
certain Information Technology and valuation services, and 4) participation in committees as non-voting members. 
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DIR Internal Audit uses the following audit process to execute the audit projects included in 
the annual plan and to comply with auditing standards. 

Internal Audit Process 

I Planning I IFieldwork I IReporting I IFollow-Up I 
• Gain an understanding • Test and analyze 	 • Develop the audit • Obtain management 
• Conduct Entrance • Prepare routine report 	 assertions 

Conference 	 progress updates • Conduct Exit • Validate status of 

Conference recommendations 


DIR Internal Audit uses the following risk assessment process to help identify the audit 
projects included in the annual plan and to comply with auditing standards. 

Risk Assessment Process 

IInventory I I
Identify j 

I
Identify I 

IMeasure I IPrioritize IAuditable Sources of Risk c'.Factors/ Risk 	 RiskActivities Risk 
Risks 

• 	 Create the audit • Interview selected • Summarize risks, • Assign weights to • Determine overall 
universe DIR staff, including including risk factors (risk risk appetite 

• 	 Identify and information information profile) • Prioritize overall 
inventoty the security staff security risks • Score risk of risk using the red, 
auditable • Administer a • Identify controls auditable activities green, and yellow 
activities, survey • Select, define, and in terms of system 
including • Review relevant categorize the risk likelihood and 

information documentation, factors impact 

systems including • Prioritize the risk 


• 	Organize the information 10-30-50 scale 
auditable security • Determine overall 
activities • Consider audit risk scores 

team knowledge/ 

judgment 


• 	 Identify business 

ojectives 


The DIR risk-based annual plan was aligned with DIR's goals and risk appetite, and 
included input from the DIR Board and Executive Leadership. The DIR Board and 
Executive Leadership understand their responsibilities regarding risk and the importance of 
these risks exposures to the agency's governance, operations, and information technology. 
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