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[bookmark: _Toc378775346][bookmark: _Toc378934657]Executive Summary
The 83rd Legislative session promulgated two important cybersecurity-related bills that affect how agencies develop and report information security plans. Under Senate Bill (SB) 1597, each Texas state agency is required to submit a security plan to the Texas Department of Information Resources (DIR, or department) by October 15 of each even-numbered year.[footnoteRef:1] The plan must “include the best practices . . . developed by the department.” The first such plan is due in 2014. 
 [1:  	According to the terms of SB 1597, subsection (d), “[e]ach state agency's information security plan is confidential and exempt from disclosure under Chapter 552.” The plans may be disclosable to the Legislature or State Auditor’s Office, upon request.] 

[image: ]
Separately, SB 1134 requires DIR to “develop strategies and a framework for the securing of cyber infrastructure by state agencies.” To fulfill its mandate and provide agencies with a framework and best practices for their security plans, DIR worked with a committee of agency representatives and private-sector reviewers to develop a framework and template agencies may use to comply with their statutory requirements. 
This document presents the statewide enterprise security framework and details the steps necessary to complete the recommended security plan template.


[bookmark: _Toc378775347][bookmark: _Toc378934658]Introduction
Information resources residing in the various state agencies of state government are strategic and vital assets belonging to the People of Texas. These assets shall be available and protected commensurate with the value of the assets. Measures shall be taken to protect these assets against unauthorized access, disclosure, modification or destruction, whether accidental or deliberate, as well as to assure the availability, integrity, utility, authenticity, and confidentiality of information. Access to state information resources shall be appropriately managed.
— 	Information Security Standards
	Texas Administrative Code (1 TAC 202.20(1)) 

In support of the goal of protecting Texas’ vital information assets, the 83rd Legislature passed several bills focused on evaluating and improving the security of the critical information systems.[footnoteRef:2] Texas’ federated model of government provides strength through the effective utilization of resources by those closest to the agencies mandate. However, this same model has created the potential for inefficiencies as individual agencies attempt to protect assets from ever-present cyber threats that affect all of the internetworked world and led to a lack of visibility into how effective the agencies are at addressing the risks posed by these threats. Thus, the Legislature tasked the Department of Information Resources with developing a unified cybersecurity framework. [2: 	Senate Bills 1101, 1102, 1597, 1134, 83rd Texas Legislature, Regular Session (2013).] 

Aside from the legislative mandate, DIR is in a good position to develop a statewide framework since it houses the office of the state’s Chief Information Security Officer (OCISO). The role of the OCISO in the drafting and maintenance of the state’s information security standards (Texas Administrative Code Section 202, or 1 TAC 202) provides a basis from which a statewide cybersecurity framework can emerge to ensure effective and efficient risk management across all state agencies. 
In drafting the framework, however, DIR did not rely solely on OCISO staff. In addition to reviewers from other areas of DIR—namely the policy and general counsel offices—DIR looked to both the public and private sector for input, review, and advice. The additional participants in the process brought in experience from other states and within Texas state agencies and institutions of higher education. Utilizing the Statewide Information Security Advisory Committee (SISAC) Policy Subcommittee as the basis for the collaborative approach to developing the framework, the wide range of organizational diversity ensured a complete and thorough end result. 
The product of this effort is a template for Agency Security Plans that gives agencies: 
a simple method to indicate the types of controls they have in place to protect their information resources and the citizen data they contain, 
an evaluation of their ability to operate the control environment at their required level, and 
a standardized approach to preparing the agency’s security plan for ongoing assurance of the security program.
[bookmark: _Toc378775348][bookmark: _Toc378934659]Overview of the Framework
The Texas Cybersecurity Framework (Framework) is an objective-based approach to developing a security program within an organization. 
The primary functional areas, borrowed from the federal government’s Framework for Improving Critical Infrastructure Cybersecurity—developed in response to Executive Order 13636 (PDF), enumerate the most basic functions of cybersecurity activities and serve to organize the Framework. The five primary functional areas are: Identify, Protect, Detect, Respond, and Recover. 
DIR has established 40 distinct security objectives within the primary functional areas. These 40 objectives comprise the Texas Cybersecurity Framework.
[bookmark: _GoBack]Texas Cybersecurity Framework
	FUNCTIONAL AREA 
	SECURITY OBJECTIVE

	Identify
	– Privacy and Confidentiality
– Data Classification
– Critical Information Asset Inventory
– Enterprise Security Policy, Standards and Guidelines
– Control Oversight and Safeguard Assurance
– Information Security Risk Management
– Security Oversight and Governance
– Security Compliance and Regulatory Requirements Management
– Cloud Usage and Security
– Security Assessment and Authorization / Technology Risk Assessments
– External Vendors and Third Party Providers

	Protect
	– Enterprise Architecture, Roadmap & Emerging Technology
– Secure System Services, Acquisition and Development 
– Security Awareness and Training
– Privacy Awareness and Training
– Cryptography
– Secure Configuration Management
– Change Management
– Contingency Planning
– Media
– Physical Environmental Protection
– Personnel Security
– Third-Party Personnel Security 
– System Configuration Hardening & Patch Management
– Access Control
– Account Management
– Security Systems Management
– Network Access and Perimeter Controls
– Internet Content Filtering
– Data Loss Prevention
– Identification & Authentication 
– Spam Filtering
– Portable & Remote Computing
– System Communications Protection

	Detect
	– Malware Protection
– Vulnerability Assessment 
– Security Monitoring and Event Analysis

	Respond
	– Cyber-Security Incident Response
– Privacy Incident Response

	Recover
	– Disaster Recovery Procedures



DIR affirms that these 40 objectives comprise the minimum components of a complete agency security program, and the SISAC Policy Subcommittee has substantiated this assertion with a thorough review.
Note: Some may ask why DIR did not just use the Federal framework. Primarily, there is a timing issue with the Federal framework. It is being developed concurrent with the Texas initiative in response to Executive Order 13636. While it is still in draft and likely will be for an additional several months, Texas agencies must have a security plan delivered to DIR by October 2014.
[bookmark: _Toc378775349][bookmark: _Toc378934660]Using the Template
The template consists of two main sections. Part 1 looks at general information such as agency background, personnel associated with security functions, and security budget. 
	1.
	General Information
	

	1
	AGENCY NAME:
	[Include the full agency name here.]

	1.2
	DATE COMPLETED:
	[Insert the calendar date this template was completed.]

	1.3
	NUMBER OF AGCY FTEs
	[Provide the number of full-time equivalent employees.]

	1.4
	DEDICATED SECURITY STAFF:
	[Indicate the number of FTEs dedicated to information security, cybersecurity, or network security.]

	1.5
	DEDICATED SECURITY BUDGET:
	[Provide the percentage of the IT budget dedicated to security.]

	1.6
	REGULATORY DRIVERS:
	[Describe internal/external regulatory drivers (e.g., TAC 202, NIST, HIPAA) that might also be driving completion of the agency security plan template.]


Agencies are requested to provide accurate answers, based on the most current budget cycle, recognizing that these “simple” questions are not always easy to answer. As an example, the template asks agencies to identify “Dedicated Security Staff.” In many agencies security staff may share other duties, i.e., a network engineer may have security duties as part of their job description. In such cases, the agency should indicate the percentage of the FTE allocated to security duties. For example, in an agency with one information security officer (ISO), one security analyst, and one network engineer allocated to work 50 percent of the time on security duties, the agency would show 2.5 FTEs as dedicated security staff). While integrating security into the organization and making “everyone responsible for security” is a noble pursuit, employees with only an aspirational security duty should not be included in this calculation. Similarly, contract workers (who do not count against the agency FTE calculations) should not be included.
Part 2 of the template details the 40 objectives. For each objective, the agency should detail all controls used to meet the objective. In its answer, the agency should also consider the requirements of SB 1597, which direct each state agency to: 
consider any vulnerability report prepared under Section 2054.077 for the agency;
incorporate the network security services provided by DIR to the agency under Chapter 2059;
identify and define the responsibilities of agency staff who produce, access, use, or serve as custodians of the agency's information;
identify risk management and other measures taken to protect the agency's information from unauthorized access, disclosure, modification, or destruction.
An example provided during the development of the framework shows a fairly complete response.
Example Response
	FUNCTIONAL 
AREA 
	SECURITY 
OBJECTIVE
	NIST FRAMEWORK
MAPPING
	RELEVANT CONTROL ACTIVITIES IN PLACE

	Protect
	Security Awareness and Training
	PR.AT-1
	Agency Policy states that “All employees are required to complete annual computer-based security awareness training as assigned by the Information Security Officer (ISO).”
The Agency makes use of SANS Secure The Human computer-based awareness training provided by DIR. As of 12/31/2013, 50 percent of agency staff have completed the modules assigned.
The Agency is launching formal Information Security Awareness Project that incorporates an internal website, instructor-led classes, and a division-by-division assessment of training focus and needs. It is expected that this program will be fully implemented in FY 2014. In the past, the Agency has also purchased posters and mouse pads with a security message in order to keep the concept of information security in front of our employees



As the example shows, the entry attempted to address their own program, services provided by DIR that the agency takes advantage of, and the responsibilities of agency staff in meeting the control objective. The control activities in place should be as detailed as necessary to describe how the agency addresses the security objective. 


Maturity
After detailing their control activities, the agency is asked to describe the maturity of its security program in the objective category. The maturity levels are similar to those states described by the Capability Maturity Model Integration (CMMI) or other standard maturity levels. In general the maturity levels attempt to describe:
	MATURITY 
LEVEL
	DIR DESCRIPTION
	KEYWORDS

	0
	There is no evidence of the organization meeting the objective.
	None, Nonexistent

	1
	The organization has an ad hoc, inconsistent, or reactive approach to meeting the objective.
	Ad-hoc, Initial

	2
	The organization has a consistent overall approach to meeting the objective, but it is still mostly reactive and undocumented. The organization does not routinely measure or enforce policy compliance.
	Managed,  Consistent, Repeatable

	3
	The organization has a documented, detailed approach to meeting the objective, and regularly measures its compliance.
	Compliant, Defined

	4
	The organization uses an established risk management framework to measure and evaluate risk and integrate improvements beyond the requirements of applicable regulations.
	Risk-Based, Managed

	5
	The organization has refined its standards and practices focusing on ways to improve its capabilities in the most efficient and cost-effective manner.
	Efficient, Optimized, Economized



Pattern Controls
Each security objective has detailed “pattern controls” for agencies to determine the maturity level of each objective within their program. Agencies are asked to identify the percentage of their information systems and the program areas that exist at each maturity level. Thus, using the sample control activity above, an agency may populate the template with the appropriate percentages.
Pattern Controls – Level 2 and Level 3
	Level 2 
The organization has a consistent overall approach to meeting the objective, but it is still mostly reactive and undocumented. The organization does not routinely measure or enforce policy compliance.
	Level 3 
The organization has a documented, detailed approach to meeting the objective, and regularly measures its compliance.

	PATTERN CONTROLS
	PERCENT OF AGENCY AT LEVEL 2
	PATTERN CONTROLS
	PERCENT OF AGENCY AT LEVEL 3

	Security awareness and training is a formal project that is planned and based on specific goals.
	
	The program identifies and focuses on the security topics that support the organization's mission. The program includes continual refresher activities throughout the year.
	100%


Even though not all staff had finished the security awareness training, the agency’s program is defined and follows a consistent standard. Thus, the agency has achieved a level 3 maturity across the entire enterprise. If the agency had only implemented the control activities in a portion of the agency, then they would show that percentage at level 3 and the rest of the agency at a different maturity level. While the percentages can be spread across the maturity levels, each row should reach 100 percent.
Pattern Controls – Level 4
If the agency had indicated a level 4 or 5 maturity, additional detail is requested from the template.
	Level 4 
The organization uses an established risk management framework to measure and evaluate risk and integrate improvements beyond the requirements of applicable regulations.

	PATTERN CONTROLS
	PERCENT OF AGENCY AT LEVEL 4
	HOW IS EFFECTIVENESS OF THE CONTROL MEASURED?

	The organization provides regular and ongoing role-based training and awareness that are designed to address top risks identified by the organization in its assessments. The organization measures employee completion and comprehension rates and adjusts its approach to improve those rates.
	100%
	Periodic testing of the agency personnel demonstrates that the awareness training provided has resulted in behavior changes that overall has resulted in fewer incidents related to successful phishing attacks and malware infections.



Since level 4 focuses on the monitoring and measurement, agencies that indicate they function at level 4 are asked to describe how they measure the effectiveness of the control activities. This gives DIR the ability to evaluate how different agencies capture metrics on their information security program and a look into the types of tools that agencies use for oversight.
Pattern Controls – Level 5
Level 5 of the maturity model focuses on efficiency.
	Level 5 
The organization has refined its standards and practices focusing on ways to improve its capabilities in the most efficient and cost-effective manner.

	PATTERN CONTROLS
	PERCENT OF AGENCY AT LEVEL 5
	HOW IS EFFICIENCY OF CONTROL MEASURED?

	Employee participation and comprehension rates in training applicable to their jobs is near 100 percent, and the organization's security-training program has been recognized by peers as an industry leader.
	100%
	The overall cost of the training provided to agency personnel is approximately $5 per employee per year, for material that is presented to the employee at least on a monthly basis. The $5 per employee per year extrapolates to approximately $1,200 per year total, which is approximately 1 percent of the total security budget.
While 1 percent of total security budget could be increased, the amount of time required of each employee has reached an acceptable amount for the agency.



At level 5 agencies are asked to identify how they measure the efficiency of their controls. Since empirical evidence indicates that few agencies are currently at a level 5 maturity, DIR would like to be able to share experiences and best practices throughout the state. 
Roadmap
Finally, agencies are asked to describe any plan of action they have to raise their maturity level.
	ROADMAP
(What Steps will With The Agency Take In The Next 12 Months To Improve Its Maturity)
	CHALLENGES TO IMPLEMENTATION

	 In the next 12 months, the agency will examine how to integrate the information security risk management process into system development life cycle activities and establish an initial set of gates that must be passed prior to “go live.”
	Inadequate staffing



If there are no plans to change a current practice (e.g., the agency is satisfied with the current set of controls), that should also be indicated. The last column in the template provides a pull-down menu of implementation challenges that may impact the roadmap. Agencies are asked to indicate the most significant challenge to their roadmap.
	Completed templates should be submitted to DIR by October 15, 2014, through the 
Texas Information Security and Analysis Center (TX-ISAC) portal or through encrypted email.



[bookmark: _Toc378775350][bookmark: _Toc378934661]Using the Template in Large, Federated Organizations
Some agencies and institutions of higher education mirror the state with multiple, federated divisions. Within these organizations, a single template may not suffice. It is the recommendation that, where an organization has multiple security organizations (i.e., multiple Information Security Officers, independent budgets, and self-governing oversight) each organization complete the template for their part of the organization.
[bookmark: _Toc378775351][bookmark: _Toc378934662]Conclusion
The OCISO has attempted to build a robust framework for protecting the information assets of the State of Texas. Utilizing the template provided, DIR can analyze and report on the state of protections in a uniform and systematic manner, realizing the intent of Senate Bill 1597. 
DIR’s analysis will include aggregating the multiple agency plans to measure the maturity of the state as a whole and to identify areas for improvement. By gaining visibility into agencies that are performing at a high level of maturity, DIR can learn and redistribute best practices. If DIR uncovers framework elements where the whole state is underperforming, additional emphasis can be focused on solutions that address those program areas. 
State agencies and institutions of higher education should benefit from using the security plan template in formulating long term strategy and shorter term funding requirements that can be used to inform the Legislative Appropriation Request process. Continued progressions in maturity will result in reduced risk to citizen information and state information resources while striving to do so at the most efficient and effective levels possible.


Security Plan Framework Version History 
Current Framework tools are available on the Framework Web site
	Release Date	
	Description

	26-Feb-2014
	Version 1.2 of Instructions and Template released.
Revised Instructions to clarify terminology.
No revisions to template except change of version to 1.2.

	18-Feb-2014
	Version 1.1 of Instructions and Template released.
Revised Instructions: 
- Matched security level descriptions in examples to standardized descriptions.  
- Added version history worksheet for white paper and spreadsheet to last page of white paper.
Revised Template: 
Matched screen-reader accessible security level descriptions in spreadsheet to standardized descriptions; added table-descriptive text for screen readers for “2. Security Program” table.

	31-Jan-2014
	Version 1.0 of Instructions and Template released.
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