2013 IRDR Findings

Part 1 — Agency Environment

Section 1.01 Information Resources Management

What role does the Information Resources Manager play in development
of the Agency Strategic Plan?

= Involved in development of agency
strategies and how IT can best support
those strategies

= Role limited to IT section of the plan

No significant role

Figure 1: Over 20% of IRM’s are not involved in developing agency strategy outside of the IT
section of the plan.

Has the agency implemented remote working solutions to support
alternative workplace arrangements?

® I[mplemented

& ® Planning to implement

= Considering

No

Figure 2: Over 80% of agencies are planning to, or have, implemented remote working solutions.



Section 1.02 Information Security

To whom does the ISO report in the agency?

= Information Resources Manager
= Executive Director (or equivalent)
= Technology Division Director

m Other:

Figure 3: Agencies are divided on whom their Information Security Officer reports to, with the
majority reporting to the executive director.

Does the agency budget include security- Does the agency budget include line
specific funding levels as a percentage of item for security training and/or
either the overall agency budget or the education?

technology budget?

. Yes = Yes

= No = No

Figure 4: Security budget remains low for the majority of agencies, with very few agencies
dedicating funds specifically to information security.



What are your agency's top five security initiatives for the biennium?

Managing or outsourcing of security services

Managing insider threats

Security talent management

Aligning security initiatives with those of the business

Security governance

Security measurement and reporting

Security strategy

Security compliance (e.g., internal) remediation

Security regulatory and legislative compliance

Identity and access management

Security infrastructure improvement

Application security

Security training and awareness

Data protection

Security risk assessments

Business continuity

Disaster recovery

|
|
| )

10 15 20 25 30 35

Figure 5: Agencies are focusing more on disaster recovery/business continuity, security risk

evaluations and data protection in the upcoming years.




What are the largest barriers your agency faces in addressing security?
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Figure 6: Agencies’ report that their greatest challenges relating to security are lack of funding,
inability to keep up with technology advancement, and a scarcity of security professionals.



Section 1.03 Accessibility

Accessibility not considered a priority

Conflicting regulations (from other regulatory agencies)
prevent compliance

Other:

Accessibility not integrated into agency procurement
processes

Accessibility not integrated into agency development

Limitations in the accessibility of vendor procured solutions

Limitations in Commercial Off The Shelf software (COTS)

Limitations in technology used in agency development
environments

None

Insufficient budget for staff, training, or technology

Lack of staff with required knowledge/skill sets
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What types of challenges, if any, has the agency confronted in increasing its
level of compliance with state accessibility requirements?
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Figure 7: Greatest challenges in achieving accessibility compliance were cited as lack of

knowledge/skill sets and insufficient budget for staff, training, or technology.




What percentage of the agency's externally facing web pages, including
web applications, are in full compliance with state accessibility
requirements, 1 TAC 206 and 2137
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Figure 8: Almost half of agencies are unaware of what percentage of their externally-facing
webpages are in compliance with state requirements.

Section 1.04 Continuity of Operations

Has the agency conducted a test of its COOP or BCP in the last 12
months?

m Yes

Figure 9: Only slightly more than half of reporting agencies have put their continuity of
operations plans to the test within the past year.



Section 1.06 Contracting

Does the agency attempt to negotiate a lower price when procuring
technology goods and services through the Cooperative Contracts program?

® Yes, frequently
m Yes, sometimes

= No

Figure 10: Over a third of agencies procuring technology goods and services through the
cooperative contracts program do not attempt to negotiate a lower price.

When the agency has attempted to negotiate, how often has the agency
been successful in negotiating a lower price?
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Figure 11: When agencies attempt to negotiate a lower price, there are mixed results with
respect to reducing the price.



Section 1.07 Hardware/Software Environment

In which of the following application categories does or will the agency
leverage cloud services?

email . 38
Office - Collaboration and planning tools [ NN 23

other: [INNENEGN 19

None [N 19

Geographic Information System [ 4
Enterprise CRM - Financial [ 4

Enterprise CRM - Human Resources [ 4

0 5 10 15 20 25 30 35 40

Figure 12: Cloud services: Agencies are taking advantage of the cloud primarily through the use
of email and collaboration tools. Almost a quarter of agencies are not using cloud services to
fulfill any function.

In which of these categories does the agency use open source software?

web server | 36
Server operating system | 33
None [ E— 2s
Application server - | NE— 27
Database server | 26
other: [IIINEGEE s
Client operating system _ 8
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Figure 13: Open Source Software: Agencies appear to be taking advantage of open source
software when it comes to web servers and server O.S.



What is the status of deployment of server virtualization in the agency?
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Figure 14: The vast majority of agencies are virtualizing their servers to optimize efficiency. Only
11% are not considering server virtualization at this time.

What is the status of deployment of desktop virtualization in the agency?
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Figure 15: On the other hand, desktop virtualization implementation appears to be progressing
slowly, with only 5% of agencies operating functional VDI environments and over half of
agencies not even considering a virtual desktop solution at this time.



Section 1.10 Legacy Applications

Based on the assumption that security is always a factor, what are the main
legacy applications issues facing the agency?

Extensibility, adaptability, agility - inability to enhance or
revise

Technical support - unavailable or difficult to obtain

Software maintenance upgrades - limited or unavailable

None

Application development tools - limited expertise ("dead"
languages)

Documentation - non-existent or out-of-date

Accessibility - remediation cost, time, feasibility

Recoverability - uncertain how or where to recover

Software - no longer available or difficult to obtain

Hardware - no longer available, limited or no support

Hardware maintenance - limited or unavailable
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Figure 16: Agencies are feeling the problems associated with legacy applications. Some of the

most cited issues include the inability to revise outdated applications, scare technical support,
maintenance upgrades and limited expertise in outdated application development tools.
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Section 1.12 Shared Applications

Does the agency currently offer or accept online applications or forms
that can be filled in and transferred to the agency over the Internet?

m Yes

® No

Figure 17: Business the old fashion way -- about one quarter of agencies do not accept online
applications or forms via the internet.

Does the agency require a mailed copy of the application or form with a
signature?

m Yes

m No

Figure 18: Slightly less than half of the forms or applications accepted via the Internet require a
mailed copy containing a signature.
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Section 1.13 Shared Networks

Has the agency implemented the Texas.gov domain for its email system?

¢

E Yes
u In progress

m No

Figure 19: Agencies continue to adopt the Texas.gov domain for both their email and websites.

Has the agency implemented the Texas.gov domain for its website?

Figure 20: However, there are still over a quarter of agencies that are operating with disparate
domain names.

m Yes

® |n progress

m No
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