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SERVICE ORDER
Overview & Objectives
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The Texas Department of Information Resources (DIR) provides statewide leadership and oversight for management of government information and communications technology. 

The tasks detailed in this Service Order are specific to Customer and intended to meet these objectives:
Conduct a PCI DSS Report on Compliance (ROC)Assessment to meet PCI DSS v3.1
Completion of an Attestation of Compliance (AOC).

The services and scope defined in this Service Order constitute the extent of services Coalfire will provide to Customer with the understanding that services not specified in this Service Order are out of scope for this engagement.  Services and deliverables listed in this document will be provided on a mutually agreeable schedule.  



Engagement Scope
The following table describes the scope of Coalfire’s engagement, and Coalfire and the Customer agree that a change in scope may result in a Change Order to reflect the increase or decrease in Coalfire’s level of effort to meet Customer’s objectives.  
	Scope Category
	Customer Detail for the Engagement Scope

	General Company Information
HQ/Data Centers/Call Center/Locations 

	Overview:
· Headquarters (city, state): Austin, TX
· # of Employees: +/- 200
· Acquirer or processor: NICUSA, Inc.
· Number of Transactions: +/- 30 million
· Level: Level 1 Service Provider
· Data Centers: 
· 1 Location (San Angelo, Texas, USA)
· Services covered for the assessment activities include:
· Data center functions and hosted applications

	Assessment Sampling
	Based on the information above, Coalfire uses sampling techniques as guided by the PCI Security Standards Council (SSC).  Travel is anticipated for the engagement. Listed here are Coalfire samplings for locations, data centers, call centers, and store configurations:
· 1 Corporate Office (Austin, Texas)
· 1 Data Center (San Angelo, Texas)

	Service Providers
	ATOS provides datacenter and infrastructure management.

Capgemini provides configuration, change management and maintenance of policies and procedures.

Under PCI DSS v. 3.1, the Customer is required to provide complete and accurate compliance documentation covering any service provider determined by Coalfire to be within scope of the Customer’s CDE (requested under RFI 2), including those service providers connecting to the Customer’s network.  The documentation should include an Attestation of Compliance that is dated no older than 12 months from the date of the expected Report on Compliance for the services that are used by the Customer.  If such documentation is not provided timely to Coalfire, a change order may be required for Coalfire to validate the service provider’s compliance status and their impact on the Customer’s CDE.    

	Payment Channels
	The following payment channels are included in this engagement.  Payment channels not listed have not been considered in the pricing of this proposal and may require a Change Order: 
· E-Commerce

	Payment Applications
	Approximately 50 applications developed by NICUSA, Inc. Texas DIR does not develop applications, strictly hosts applications developed by NIC. NIC responsible for everything above the database layer. Texas DIR and ATOS responsible for OS layer and below. 

	Technical Environment
	The following asset types are in-scope for assessment activities:
· Network Devices:
· Cisco firewalls but call.
· IBM Proventia for IDS/IPS.
· Approximately 25 physical servers.
· +/- 50  web based ecommerce applications
· Solaris operating environment





Services & Pricing
	PCI DSS v3.1 Report on Compliance Assessment Services

	The following services are provided as a firm fixed fee 

	PCI DSS Assessment including:
· Project Management
· Environment Characterization & Scope Validation
· Pre-Assessment Analysis
· Sampling & Testing
· Submission & Approval
	$46,900

	Total fixed fee budget, including travel 
	

	As-Needed – Advisory, and Retesting Services

	The following services are not included in the above and are provided as a time-and-materials (T&M) basis for services rendered not exceeding the budget listed.

	As-Needed – Advisory, & Retesting Services
· Performed, as requested and authorized, on a time a materials basis;
· Will not be billed without express written consent for the Customer;
· Consulting hours worked will be billed at a rate of $175/per hour, as per Texas DIR contract # DIR-SDD-1899;
· Services will not exceed 100 hours without express written consent from Customer.
	RATE
	HOURS
	TOTAL

	
	$175
	100
	$17,500





PAYMENT TERMS
The parties agree invoices are issued according the following schedule for fixed-fee services. The payment terms for this engagementwill be per the DIR Contract Dir-SDD-1899, Appendix A, Section 7.J. Payments.   
	PCI DSS Assessment Services

	Invoice 1
	25% of the fixed fee upon Project Charter
	$11,725

	Invoice 2
	25% of the fixed fee upon completion of Pre-Assessment Analysis
	$11,725

	Invoice 3
	25% of the fixed fee upon completion of Onsite Assessment
	$11,725

	Invoice 4
	25% of the fixed fee upon delivery of a draft report
	$11,725



· Services delivered on a T&M basis under this Service Order are invoiced monthly based upon actual work completed. The parties agree at this time that no T&M services are within scope of this engagement. 

Requirements and Assumptions
CUSTOMER REQUIREMENTS:
The Customer shall provide Coalfire the below access and facilities necessary to complete the project tasks:
· Access to business staff, documentation, and facilities necessary for Coalfire to perform its services.
· Office space with web access for Coalfire’s employees during on-site activities.
· All necessary safety equipment and training while on the Customer’s or, if applicable, its customer’s or service provider’s site.
· Timely input throughout the project and will review progress at review meetings requested by Coalfire.
· Introductions to and facilitated discussion with the Customer’s service providers and third-party business partners, which may be considered within scope.
· Access to the corporate and, if any, hosted computer systems and network connections.
· A single point of contact to work with Coalfire throughout the engagement.
The resource will have technical knowledge about the in-scope systems, devices and networks, or will have access to additional subject-matter experts within the Customer’s organization.
The resource will serve as the focal point for immediately notifying the Customer of discovered high-risk vulnerabilities and findings.
For all services, the Customer will provide one (1) dedicated fulltime PM/Liaison for the duration of the engagement to ensure full communication between both Coalfire and the Customer.

PRICING REQUIREMENTS & ASSUMPTIONS:
· Advisory services, including input for control design and interim testing during remediation, is offered on a time-and-materials basis using then current Coalfire rates and is not covered in any fixed-price service described herein. Advisory Services listed and pre-approved in writing by DIR will be valid for up to one year from date of payment receipt.
· Fees, if any, associated with listings for the PCI Security Standard Council or any credit card brand are the responsibility of the Customer.
· The prices listed herein shall remain valid for a period of 30 days from the date on the cover page of this Service Order.
· Timing of Services:
· All services are provided on a mutually agreeable schedule whereas the parties will adhere to the schedule as outlined in the Charter Document.

· Change Orders:
· The scope of this engagement is defined by this Statement of Work. All DIR requests for changes to the SOW must be in writing and must set forth with specificity the requested changes. As soon as practicable, the Vendor shall advise DIR of the cost and schedule implications of the requested changes and any other necessary details to allow both parties to decide whether to proceed with the requested changes. The parties shall agree in writing upon any requested changes prior to the Vendor commencing work.

As used herein, “changes” are defined as work activities or work products not originally planned for or specifically defined by this SOW. By way of example and not limitation, changes include the following:
· Any activities not specifically set forth in this SOW
· Providing or developing any deliverables not specifically set forth in this SOW
· Any change in the respective responsibilities of the Vendor and DIR set forth in this SOW, including any reallocation or any changes in engagement or project manager staffing
· Any additional work caused by a change in the assumptions set forth in this SOW
· Any delays in deliverable caused by a modification to requirements and assumptions set forth in this SOW.
· As part of the fixed-fee budget, Coalfire assumes evidence review, including onsite and remote review of documentation and observations will be completed one time by Coalfire. Additional evidence review will result in a Change Order to reflect the appropriate budget change;
· A copy of the Coalfire Change Order is available for review in the appendices of this Service Order.  



· To be completed by Customer:
Please send invoices to: 
· Name:					________________________
· Email Address: 				________________________
· Phone Number: 			________________________
· Accounts Payable Email Address:  	________________________
· Required invoicing instructions if applicable: ____________________________________________________________________________________________________________________________________________________________
· PO #, if  required:	________________________
Please send a copy of the PO to invoicesmb@coalfire.com and derrick.roche@coalfire.com

ADDITIONAL ASSUMPTIONS:
The Customer periodically takes measures to examine systems for retention or transmission of unencrypted credit card data, including track data, and the Customer represents that it does not store such unencrypted data except as identified to Coalfire in writing.
Except as identified to Coalfire in writing, the Customer represents that it is unaware of any on-going or previous compromise, or indications of a potential compromise involving systems it owns or manages resulting in unauthorized access to payment card data.
Submission to Requesting Organizations:
· Notwithstanding any agreement between the parties to the contrary and to meet compliance requirements imposed by the Payment Card Industry (PCI) Security Standards Council (SSC), the Customer understands and agrees that, without further permission from the Customer, Coalfire shall be permitted to submit project “Results” to a “Requesting Organization.”  
· The Results as defined herein shall include a Report on Compliance and, without limitation, any associated working papers, notes, and other materials and information generated in connection with this project, including a copy of this Agreement.
· As defined in this section, “Requesting Organization” shall have the meaning defined by the PCI Security Standards Council.
· Notwithstanding any agreements between the parties to the contrary, Coalfire is permitted to submit the scan report, along with any clarifying notes, documents, or verbal input, to the card brands or the Customer’s acquiring bank/processor in accordance with practices adopted by the PCI Security Standards Council.
Changes to the Payment Card Industry (PCI) Data Security Standard (DSS):
· The parties hereto recognize changes to the Payment Card Industry (PCI) Data Security Standard (DSS) implemented subsequent to the date of this Service Order may affect testing and reporting activities required for the services described herein.  The parties agree, therefore, that such changes, if implemented by the PCI Security Standards Council (SSC), will be jointly reviewed by the parties and adjustments will be made, as mutually agreed to by the parties, to the activities, deliverables, and associated budget(s) described in this Service Order to support changes in accordance with revised PCI SSC requirements. 
The Customer acknowledges and agrees that: 
· Any outcome of the services involving compliance assessment is limited to a point-in-time examination of the Customer’s compliance or non-compliance status with the applicable standards or industry best practices set forth in the Scope of Work and that the outcome of any audits, assessments, or testing by, and the opinions, advice, recommendations, and/or certification by Coalfire does not constitute any form of representation, warranty, or guarantee that Customer’s systems are 100% secure from every form of attack.
· In assisting in the examination of Customer’s compliance or non-compliance status, Coalfire relies upon accurate, authentic, and complete information provided by Customer, as well as use of certain sampling techniques.


Acceptance
This Service Order is subject to the terms and conditions of the agreement by and between Coalfire Systems, Inc. (Coalfire) and the State of Texas Department of Information Resources (Contract # DIR-SDD-1899). In the event of any conflict between this Service Order and the DIR Contract DIR-SDD-1899, the terms of the DIR Contract shall control. 
	Service Order #: 16-0406-TDIR v3

	Texas Department of Information Resources
	Coalfire Systems, Inc.

	Signed:
	/Signature on File/
	Signed:
	/Signature on File/

	Name:
	Janet Gilmore
	Name:
	Alan Ferguson

	Title:
	Director of Digital Government
	Title:
	Executive Vice President, Sales

	Date:
	05/02/16
	Date:
	[bookmark: _GoBack]04/27/16



Attn: Derrick Roche			(972) 763-8017			derrick.roche@coalfire.com


[END OF SERVICE ORDER]

APPENDICES  
Appendix: Table of Definitions
The following table defines commonly used acronym throughout Coalfire’s appendices.
	Acronym 
	Definition

	AOC
	Attestation of Compliance

	API
	Application Programming Interface

	ASV
	Authorized Scan Vendor

	CDE
	Cardholder Data Environment

	CHD
	Cardholder Data

	CO
	Change Order

	PCI DSS
	Payment Card Industry Data Security Standard

	PCI SSC
	Payment Card Industry Security Standards Council

	PenTest
	Penetration Testing

	PM
	Project Management

	QA
	Quality Assurance

	QSA
	Qualified Security Assessor

	RAIL
	Report Action Item List

	RFI 1
	Request for Information 1: information regarding the Customer’s CDE, including network and dataflow diagrams, and a CDE inventory identifying all systems, processes and locations.

	RFI 2
	Request for Information 2: includes applicable policies and procedures and control evidence for each requirement.

	ROC
	Report on Compliance

	SOW / SO
	Statement of Work / Service Order:  these terms maybe used interchangeably 

	Tier 1
	“Tier 1” systems are those critical systems which are within the CDE. “Tier 1” and “Tier 2” nomenclature is not specifically defined in the PCI DSS.  These are terms that are commonly accepted by the QSA community to identify specific system types that are in scope.

	Tier 2
	“Tier 2” systems are those which may impact the security of the CDE but do not reside in the trusted/secured CDE network(s).  Common examples of Tier 2 systems include servers which provide authentication services for user access to the CDE (while not residing in the CDE), log consolidation servers which may capture log data from systems in the CDE or patch management servers which push patches from a non-CDE network to systems within the CDE.




Appendix: Coalfire’s Report on Compliance Methodology
Task 1: Customer Project Charter 
The Customer Project Charter takes place in person, via conference call, or a combination of both to support participation of all stakeholders.  This meeting serves to get project participants introduced, roles and responsibilities communicated, key dates and timelines established, and project methodologies and tools reviewed.  There is no preparation on the Customer’s part for this session, and only attendance by key stakeholders is required.  
	Activity
	Activity Description

	Introduction
	Introduce project stakeholders to foster good communications and coordination among key members of the project team, including Coalfire, Customer, and any third-party personnel.

	Roles and Responsibilities
	Establish and agree on roles and responsibilities for project team members and identify points of contact for project activities and specific subject matter expertise.  At a minimum, Project Stakeholders include:
	Coalfire
	Customer

	        Managing Director
        Project Director
        Coalfire Labs Director
        Project Manager
        Senior Auditor and staff
	        Executive Sponsor
        Project Leader/Liaison
        Various Project Support Staff




	Timelines & Milestones
	Establish and agree on timelines, milestones, status meeting dates, and target deliverable timeframes.

	Review and Approve Methodologies and Tools
	Align stakeholders to the project management process and establish overall project management roles.  Review pertinent methodologies and tools with Customer.

	Definition of Risk and Approval Processes
	A written rules of engagement memorandum will be finalized and agreed upon by Customer and Coalfire.

	Access Rights
	Identify approved team members to be granted access rights to the secure project portal, established to create a central place for all participants to store and retrieve working documents.

	Required Document Forms
	Prior to the Charter Meeting, Coalfire will provide Customer with a “Required Documents Form” listing documents that the Coalfire project team will review to prepare for the Charter.  



Deliverables and Requirements 
The deliverables from this task include the initial version of the project charter document and subsequent versions as amended for adjustments to project scope, timelines, or objectives.  
The Coalfire Project Manager is responsible for maintaining changes to the charter document. Updated versions, if any, will be uploaded by the Coalfire Project Manager to the portal as approved by the parties.
Coalfire and the Customer will mutually agree to any changes and adjustments to the charter document in writing.
Task 2: Environment Characterization and Scope Validation
During this task, the Customer provides information to allow Coalfire to understand and validate the Customer’s Cardholder Data Environment (CDE).  
	Activity
	Activity Description

	Request for Information (RFI) 1
	Primary Objective: RFI 1 gathers critical information regarding the Customer’s CDE.

Coalfire Required Activities:
1. Review Customer-provided RFI 1 documentation one time following documentation upload date.
2. Compare RFI 1 documents provided to scope defined in the Service Order.
Customer Required Activities:
1. RFI 1 requires the Customer to provide related network and dataflow diagrams and a CDE inventory identifying all systems, processes, and locations in scope. The Customer must deliver this document set on or before the documentation upload date as outlined in the Charter Document.
Shared Activities:
1. Mutually agree to a RFI1 documentation upload date.  This date will be reflected in the Coalfire Charter Document.
2. Joint preparation and documentation of the CDE definition in the Report on Compliance template. 
Requirements:
1. Documents requested, as available, must be uploaded to the portal by the documentation upload date, unless mutually agreed otherwise in writing.
2. The Customer agrees the scope, as documented in the Service Order, shall define the extent of Coalfire’s assessment activities for this engagement. Changes to the scope as identified may require a Change Order.
3. Coalfire is not responsible for compliance testing or reporting on controls or related systems or business processes not listed on the Customer-provided CDE definition. 

	Change Order Checkpoint
	Change Orders may be required for  the following reasons among others:
· Scope provided to Coalfire as part of RFI 1 is different from the scope in the Service Order.
· Customer does not meet the Charter date for submission of information as part of RFI 1.
· Coalfire is required to provide additional time to review updated or changed documentation and/or documentation not originally provided by the agreed to deadline.
Coalfire Required Activities:
1. If required, Coalfire is to provide a Change Order to the Customer promptly.
Customer Required Activities:
1. Timely review, and if agreeable, approval, and signature of the Change Order.

	RFI 1 Quality Assurance (QA) & Deliverables
	Coalfire Required Activities and Deliverables:
1. Provide Customer with “Onsite Interview Outline” and final onsite schedule. IMPORTANT:   Onsite assessment activities may not be begin until RFI 1 has been approved by Coalfire and the Customer. 





Task 3: Pre-Assessment Analysis
The Pre-Assessment Analysis is guided by RFI 2, which includes applicable policies and procedures and control evidence that can be collected, reviewed, and documented in the Report on Compliance template prior to onsite activities.  
	Activity
	Activity Description

	Request for Information (RFI) 2 Initiation
	Coalfire Required Activities:
1. The documents provided to Coalfire will be used for Coalfire’s Pre-Assessment Analysis.
Customer Required Activities:
1. The Customer will provide all related documentation requested as part of RFI 2.
2. The Customer is responsible for providing and uploading all information and documentation requested from RFI 2 to the project portal by the agreed to date as outlined in the project charter document.  
Shared Required Activities:
1. Mutually agree to documentation upload date.  This date will be reflected in the Coalfire Charter Document.

	Pre-Assessment Analysis
	Coalfire Required Activities:
1. Coalfire reviews provided RFI 2 documentation one time. This review occurs after the agreed to RFI 2 Customer documentation upload deadline.
2. Create the requirement mapping for all necessary policies, procedures, and configuration standards.
3. Collection and mapping of RFI 1 and 2 evidence in the Report on Compliance template.
4. Complete technology identification and document in the Report on Compliance.
5. Provide Customer with final sample selection.
Customer Required Activities:
1. The Customer will be available for Coalfire questions provided via email or phone call.

	Pre-Assessment Analysis QA & Deliverables
	Coalfire Required Activities and Deliverables:
1. Complete QA of executive summary and CDE in the Report on Compliance template. 
2. Upon completion of QA, Coalfire will deliver only the Report Action Item List (RAIL) to the Customer.  
NOTE: The RAIL includes all identified issues and open data requests needed to complete the assessment.






Task 4: Sampling & Testing
This task represents testing for final submission of the ROC.  Coalfire adheres to current PCI SSC processes and standard assessment concepts, such as sampling controls, testing through observation, retesting, and final reporting. 
	Activity
	Activity Description

	Onsite Validation
	The onsite validation phase of the assessment consists of in-person testing and validation activities.
Coalfire Required Activities:
1. On-Site Kickoff Meeting:  An introduction meeting (approximately one (1) hour) for all involved stakeholders to set objectives and expectations for the subsequent testing sessions.  
2. Onsite interview sessions at locations as listed in the Scope of the Service Order.
3. Data center physical security controls assessment at locations as listed in the Scope of the Service Order.
4. Sample of retail locations at locations as listed in the Scope of the Service Order.
5. Onsite evaluation of any other supporting facilities such as call centers, disaster recovery sites, mail facilities, etc. as listed in the Scope of the Service Order.
6. Collection and mapping of evidence in the Report on Compliance template.
7. Update RAIL with any open items and provide to the Customer.
8. Exit Meeting (remote or onsite):  A mandatory session (one (1) to two (2) hours) at the conclusion of all major on-site assessments.  This critical communication point will include a verbal report of all issues that were identified during onsite testing, as well as an overview of the next steps in the process.
Customer Required Activities:
1. The Customer will schedule all necessary interviews with personnel prior to Coalfire’s arrival onsite.
2. The Customer is responsible for ensuring all necessary personnel are available for interviews in the time Coalfire has scheduled to be onsite.  Interviews completed after or outside of the onsite time are not included in this Service Order and will require a Change Order.  
3. The Customer will ensure all necessary personnel are available for the onsite kick-off meeting and exit meeting. If a Customer individual cannot make it to one or either meeting, the Customer is responsible for communicating action items with those individuals. If additional meetings are required or requested by the Customer, Coalfire will provide a Change Order for this request and the meeting(s) will be scheduled based on mutually available time.

	Deliverables

	Coalfire Required Activities and Deliverables:
1. Upon completion of onsite validation activities, Coalfire will deliver an updated RAIL to the Customer.  
2. The RAIL will contain outstanding information, evidence, and documentation to complete the assessment activities.
3. Confirm the final documentation review cut-off date.

	Remote Validation
	Coalfire Required Activities:
1. The remote validation phase is where Coalfire will document the Report on Compliance with all information as provided to date. 
2. Coalfire will compare and document the onsite activities with the evidence and documentation as provided in RFI 1 and 2.
3. All areas where there are discrepancies will be noted in the Report on Compliance or RAIL as applicable.  
4. As the final part of this phase, Coalfire conducts a third QA Checkpoint to review the draft Report on Compliance and confirm that all issues and open data requests as reflected in the RAIL are comprehensive and accurate.  
Customer Required Activities:
1. Availability to answer Coalfire questions as provided in email or phone calls.

	Deliverables

	Coalfire Required Activities and Deliverables:
1. Upon completion of remote validation activities, Coalfire will deliver an updated RAIL to the Customer.  
2. The RAIL will contain outstanding information, evidence, and documentation to complete the assessment activities.
3. After remote validation is completed, no new or updated documentation, evidence, observations, etc. will be reviewed after the documentation review cut-off date.

	Change Order Checkpoint
	Change Orders may be required for  the following reasons among others:
· Coalfire is required to provide additional time to review updated or changed documentation and/or documentation not originally provided by the agreed to deadline.
Coalfire Required Activities:
2. If required, Coalfire is to provide a Change Order to the Customer promptly.
Customer Required Activities:
Timely review, and if agreeable, approval, and signature of the Change Order.





Task 5: Submission & Approval
As the final phase, the purpose is to ensure that applicable controls in the Report on Compliance have been appropriately and adequately documented based on the information provided by the Customer.  
	Activity
	Activity Description

	PCI DSS Report on Compliance (ROC) & Deliverables
	Coalfire Required Activities:
1. Coalfire submits the DRAFT ROC to Coalfire’s regional QA team for final review. This is a mandatory 2-week process, which will result in a final Report on Compliance.  
2. Coalfire primary delivery and Coalfire regional QA address comments internally. Coalfire may reach out to the Customer on clarification for specific comments.
3. Once QA is complete, Coalfire conducts a debrief meeting to discuss the final deliverable and review any questions the Customer has regarding next steps for submission/signature or remediation, if applicable. 

FINAL ROC DELIVERABLES PROVIDED TO THE CUSTOMER:
The two deliverable options below will be determined by the manner in which the Report on Compliance is completed.  

OPTION 1 (Compliant ROC and Closing Meeting)
1. Compliant ROC:  A compliant Report on Compliance and jointly signed Attestation of Compliance (AOC) is provided to the Customer. 
2. Closing Meeting: Coalfire will schedule a closing meeting following the completion of the PCI DSS assessment project.  This 60-minute meeting is used to exchange feedback and lessons learned from the engagement that can support ongoing process improvement for both Coalfire and Customer.  
Note: For service providers only, upon request by the Customer in writing, Coalfire will submit the completed and signed AOC to the appropriate card brands (and regions).

OPTION 2 (Status ROC, Remediation Approach Meeting, and Change Order Checkpoint)
1. Status ROC and Prioritized Approach:  In the event the Customer environment is not compliant with the requirements of the PCI DSS, Coalfire will provide a status ROC to the Customer along with a Prioritized Approach for remediation as required by the PCI SSC reporting requirements.  These deliverables provide the Customer with details and missing requirements that are required to gain full compliance. 
2. Remediation Approach Meeting: Coalfire will schedule a 60 minute remediation meeting used to discuss process for remediation of non-compliant items.  
3. Change Order Checkpoint: upon request from the Customer, Coalfire provides a Change Order with appropriate Level of Effort and budget to assist the Customer with remediation of non-compliant items.





Appendix: 
As-Needed – Advisory, & Retesting Services 
	Activity
	Activity Description

	PCI DSS Advisory, & Retesting Services

	Coalfire’s Advisory, Consulting and Retesting Services can include but are not limited to:
· Scope identification and documentation assistance 
· Assistance with remediation of control deficiencies
· Detailed product review and guidance on selections
· Support for internal planning meetings
· Other compliance or security advice/guidance as required and requested
· Retesting and validation of gap closure efforts
· Policy and Procedure Development and Review: Coalfire staff will work in collaboration to develop policies and procedures around PCI DSS requirements and safeguards.  

In addition and if applicable, these services can be used at the Customer’s direction if any conditions arise that precludes the Customer from completing any of the assessment phases successfully.   For example, the Customer may choose to use these services to:
· Assist with scope identification and documentation necessary to complete RFI 1
· Provide guidance and recommendations necessary to complete RFI 2 and prepare for the onsite assessment
· Provide additional testing and re-testing services if needed to resolve any identified control deficiencies
· Turn a Status ROC (Report on Compliance) to a compliant state through further testing and validation services




Appendix: Coalfire’s Project Management Program

	Activity
	Activity Description

	Engagement Project Management

	It is important for all parties to understand the Timeline and Milestone dates set in the Customer Project Charter that define the overall project plan. Coalfire will assign a Project Manager to this engagement to communicate milestone status to all team members (Coalfire and the Customer).  The Project Manager will provide ALL Project Stakeholders with status updates with the following items:
· Clearly state that the Project is “On Schedule” or “Project Constrained”.  Any constraints on both the Customer and/or Coalfire are described.
· Clearly state where the Project is on the timeline.
· Clearly state Project Milestones that are pending in the following two weeks.
· Clearly state whether any additional discussion is required.

Missed milestones by the Customer or Coalfire will create an immediate Project Constraint that will be communicated to the entire team and escalated to the Project Director and/or Managing Director for immediate action. The Customer stakeholders should expect a description of the constraint, the potential impact to the project, and next step recommendations.  

Deliverables
· Secure Project Portal
· Project manager
· Project Management Status Reports

	Project Portal
	Coalfire supports secure communications throughout the project’s life cycle.  All project processes are managed through a web-based portal that maintains the project chartering, budgeting, scoping, project plans, status reports, task assignments, stakeholders and communication channels, milestone tracking, reports, and deliverables. This portal is a living tool for managing the project from our perspective and it helps Customer staff remain informed on project progress.  The secure portal provides a centralized repository for:

· Final reports, work-in-progress reports, and raw data.   
· Coalfire controls access for critical information.  
· Contact information for all team members.

Coalfire manages the secure portal for the duration of our relationship.  As our relationship continues and develops, Coalfire will add folders and sub-portals to the portal to separate multiple years, other projects, etc.  Coalfire manages security on a per-portal basis allowing us to enforce authorized user access control.  Coalfire and Customer can manage security differently to any project portal level, allowing us to better control access to project data.  It should be noted that only authorized Coalfire personnel, such as your project delivery team, have access to your information through a specific user authorization and access control procedure. Sales, marketing, and administration do not have access to your information or reports.  Coalfire can, at Customer’s option, archive the project materials and close the portal.



Appendix: Change Order Form

	Customer Name
	Coalfire

	Address
	Address

	Contact Name
Title
Phone
Email
	Sales Person
Title
Phone
Email

			Coalfire® and Navis® are registered trademarks of Coalfire Systems, Inc. All rights reserved.


Date Requested:  	 
Title of Request:  Change Order to Service Order number YY-MMDD- Customer  

This Change Order to Service Order INSERT SO # dated INSERT SO DATE by and between Coalfire Systems, Inc. (Coalfire) and <Organization Name> ("Customer") is entered into between the parties on TODAY’S DATE (“Change Order Effective Date”). The services defined in this Change Order constitute the extent of services Coalfire will provide to the Customer under this project, and the Customer understands and agrees that services not stated in this Change Order are out of scope. The parties agree as follows:

	Requested Change(s):
	

	Reason for Change(s):
	

	Affected Sections of the Service Order:
	



Fees, Term and Schedule
Coalfire will provide services under this engagement for the fees shown below.   Services will be provided on a mutually agreeable schedule. Fees listed herein will be added to the original budgets for the service order listed above. Coalfire will invoice the Customer for any related travel as described in our Master Service Agreement

	Description
	Fees
	· 

	INSERT SERVICE
	$

	TOTAL, excluding travel
	$



Acceptance
This Change Order is subject to the terms and conditions of Service Order “INSERT SO #” and the Master Service Agreement by and between Coalfire Systems, Inc. (Coalfire) and <Organization Name> ("Customer").

	Change Order: YY-MMDD-Customer

	CUSTOMER NAME
	Coalfire Systems, Inc.

	Signed:
	
	Signed:
	

	Name:
	
	Name:
	Alan Ferguson

	Title:
	
	Title:
	Vice President, Sales

	Date:
	
	Date:
	


Kindly return signed Change Order to EMAIL@coalfire.com
United States | Canada | LAC | United Kingdom | Europe
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