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Attachment 1 — Network Security Moniteﬁng Analysis and Alerting Service Deseription
for Appendix D to DIR-SDD-1860
Service Agreement No, DIR-SDD-1860-SOW04-CTS

Introduction/Background

Texas Government Code Chapter 2059 authorized creation of a network and security operations
" center (NSOC) and the provision of network security services by State of Texas Department of
Information Resources (IDIR) for state agencies and others. The broad scope of the lepislation
places DIR in the position to provide information and defend against external threats. The
Communications Technology Services (CTS) Division follows a scope based in Texas
Government Code 2059 and places its primary focus on the enterprise infrastructure that DIR
maintains on behalf of the state.

The dynamic nature of the cyber-threat, the continucusly changing nature of technology and the
evolving needs of the organizations that the NSOC protects, all create challenges for CTS/NSOC
management. To provide the security necessary, the NSOC must; '
Consistently execute secure operation of éxisting capabilities;
_continually imaprove existing capabilities
deploy tools to detect threats in the environment, and
maintain trained operators who understand the technologies deployed as well as the DIR
" environment and customers.
And most importantly, the NSOC operation must be flexible enough to change as needed to
address the ever-changing risks and threats to the State of Texas.

e & & 9

s

. Scope of Work
The scope of work for this Network Security Monitoring, Analysis and Alerting Services
agreement is to order, install and configure equipment and related infrastructure necessary to
maintain current security monitoring capabilities through the expansion of the shared network to
10Gb capacity.

Period of Performance

The period of performance for this agreement is 36 months (calendar) from September 1, 2014,
All work requirements described below will be performed from the date this SOW is accepted by
both parties until this SOW expires or is otherwise terminated.

Place of Performance

AT&T may perform a majority of the work at DIR’s NSOC facility. The project team members
will be required to meet with DIR’s management once per week (day and time TBD) either in-
person or via teleconference for a weekly status meeting. DIR will provide and arrange for
meeting spaces within its facility for all required meetings.




Attachment 1~ Network Security Monitoring Analysis and Alerting Sexvice Description
for Appendix D to DIR-SDD-1860
Service Agreement No. DIR-SDD-1860-SOW04-CTS

‘Work Requirements

AT&T will provide the appropriate level of engineering resources to perform the work listed
below: ‘

a) Order, install and configure equiprient and related infrastructure necessary to
maintain current security monitoring capabilities through the expansion of the shared
network to 10Gb capacity. Specifically, this effort covers the equipment purchase,
install and configuration for an Intrusion Prevention System (IPS) and a Network
Aggregation system needed to provide the Monitoring Service, as cutlined in
Attachment B of Services Agreement NO S8-003-2011, aitached hereto as
Attachment B, as well as completing requisite infrastructure tasks (installing rack(s),
power and telecomm cabling).

Schedule/Milestones

The below list consisis of the initial milestones identified for the Tnstallation effort within 10Gb
Network Security Upgrade project:

SOW Approval Day O

Project Kickoff Day 1

Order equipment and infrastructure needs Day 2

Complete upgrade of network devices Day 14

Receive Network Aggregation system components Day 21

Upgrade Network Aggregation system complete Day 30

Receive IPS Devices Day 45

IPS device Installation complete : Day 60

IPS device configuration and testing complete Day 90

10GD router inferface testing complete Day 90

Activation of new 10Gb Circuits Day 90 (approximate)
Delivery of Operational System Day 90 (approximate)
Annual Review #1 - Month 12

Annual Review #2 Month 24

Project Completion Review Month 36

Project Closure/Archives Complete Month 36




Adttachment 1 — Network Security Monitoring Analysis and Alerting Service Description
for Appendix D to DIR-SDPD-1860
Service Agreement No. DIR-SDD-1860-SOW04-CTS

Acceptaﬁce Criteria

Prior to each annual review, DIR Management will receive a supporting documentation package
that will include a report on work completed, a report of the activity dnd effectiveness of the
current system and recommendations for changes to equipment and processes to be implemented
in the next period, DIR will also review the deliverables including the recommendations for the
next period and if acceptable will approve and authorize the execution of work to implement the
recommendations provided. ‘

Security Operations Center Services (SOC Services)

In addition to the Work Requirements listed above, AT&T will perform the work outlined in
Attachment B of Service Agreement NO S8-003-2011 as amended from time to time, attached
hereto as Attachment B.

Service Level Agreements

Service Level Agreements will be in accordance with those Service Levels outlined in
Attachment B of Service Agreement NO §8-003-2011, attached hereto as Attachment B,

Pricing
Pricing for services is contained in Attachment A to this SOW.

Payment will commence September 1, 2014. Should system delivery exceed September 30th,
2014 the payments will commence the month after system delivery.

Termination Charges
Should AT&T not be selected to provide SOC Services following the expiration of Service
Agreement NO 88-003-2011, August 31, 2016, this SOW will also terminate. DIR will pay
termination charges for the 10Gb monitoring services. Termination charges will be the monthly

rate for the remaining months of service for the 10Gp monitoring services.

Any discrepancies involving completion of project tasks or disagreement between DIR and
AT&T will be referred to both organizations’ contracting offices for review and discussion.

Other Requirements

All AT&T project team members will submit security forms to DIR for clearance and access
badges to the facility.




Attachment 1 — Network Security Monitoring Analysis and Alerting Service Description
for Appendix D to DIR-SDD-1860
Service Agreement No. DIR-SDD-1860-SOW04-CTS

IN WITNESS WHEREOF the Parties have oxecuted this SOW04 as of the last day of the signatute
shown below.

TEXAS DEPARTMENT OF INFORMATION RESOURCES
By: kﬁ/[,,] !%WV\__,
Name: KAger) 2OBIN.SHN
Title:  EXecwnve. Dleeny”

Date: 9 12~ L{*
Legal: 2272 oY 3%%7/
AT&’Il‘ Corp.

=y — ~3

Name:  Eya Smith

Title: | ead Customer Contracts

Date: 22 Aug 2014




Attachment A Pricing
for Appendix I} to DIR-SDD-1860
Service Agreement No, DIR-SDD-1860-SOW(4-C'TS

' Monthly Annual Extended
Deliverable Price Price Price (3yr)

10 Gp Monitoring Service $25,000 $300,000 $900,000

Total for 10 Gp Monitoring Service ‘ $900,000
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Aftachment 1 — Network Security Monitoring Analysis and Alerting Service Description
for Appendix D to DIR-SDD-1860
Serviee Agreement No. DIR-SDD-1860-SOW05-CTS

Introduction/Background

Texas Government Code Chapter 2059 authorized creation of a network and security operations
center (NSOC) and the provision of network security services by State of Texas Department of
Information Resources {DIR) for state agencies and others. The broad scope of the legislation
places DIR in the position to provide information and defend against external threats. The
Commumications Technology Services (CT8) Division follows a scope based in Texas
Government Code 2059 and places its primary focus on the enterprise infrastructure that DIR.
maintains on behalf of the state.

The dynamic nature of the cyber-threat, the continuously changing nature of technology and the
evolving needs of the organizations that the NSOC protects, all create challenges for CTS/NSOC
management. To provide the security necessary, the NSOC must:
Consistently execute secure operation of existing capabilities;
e continually improve existing capabilities

s deploy tools to detect threats in the environment, and

¢ maintain trained operators who understand the technologies deployed as well as the DIR

environment and customers. .

And most importantly, the NSOC operation must be flexible enough to change as needed to
address the ever-changing risks and threats to the State of Texas.

Scope of Work
The scope of work for this Network Security Monitoring, Analysis and Alerting Services
agreement is to expand network security monitoring capabilities by implementing a Malware
Detection System (MDS) and related infrastructure necessary to operate a Malware Detection
System within the DIR Shared Network. '

Period of Performance

The period of performance for this agreement is 36 months (calendar) from September 1, 2014,
ATl work requirements described below will be performed from the date this SOW is accepted by
both parties uniil this SOW expires or is otherwise terminated.

Place of Performance

AT&T may perform a majority of the work at DIR’s NSOC facility. The project team membets
will be required to meet with DIR’s management once per week (day and time TBD) either in-
person or via teleconference for a weekly status meeting. DIR will provide and arrange for
meeting spaces within its facility for all required meetings.




Attachment 1 —~ Network Security Monitoring Analysis and Alerting Service Description
for Appendix D to DIR-SDD-1860
Service Agreement No. DIR-SDD-1860-SOW05-CTS

Work Requirements

AT&T will provide the appropriate level of engineering resources to perform the work listed
below: '

&) Expand network security monitoring capabilities, as outlined in Attachment B of
Service Agreement NO 85-003-2011, attached hereto as Attachment B, by
implementing a Malware Detection System (MDS) and related infrastructure
necessary to operate a Malware Detection Systemn within the DIR Shared Network.
Specifically, this includes the effort to order, install and configure equipment of the
MDS needed to provide the Malware Detection Service, as well as completing
requisite infrasiructure tasks (installing rack(s), power and telecomm cabling).

Schedule/Milestones

The below list consists of the initial milestones identified for the Installation effort within 10Gb
Network Security Upgrade project:

SOW Approval ' Day 0
Project Kickoff Day 1
Order equipment and infrastructure needs Day 2

. Complete upgrade of network devices Day 14
Receive MDS Devices Day 30
MDS Installation complete Day 45
MDS device configuration and testing complete Day 60
MDS System Operational Day 90
Annual Review #1 Month 12
Annual Review #2 Month 24
Project Completion Review Month 36

Project Closure/Archives Complete Month 36

Acceptance Criteria

Prior to each annual review, DIR Management will receive a supporting documentation package
that will include a report on work completed, a report of the activity and effectiveness of the '
current system and recommendations for changes to equipment and processes to be implemented
in the next period. DIR will also review the deliverables including the recommendations for the
next period and if acceptable will approve and authorize the execution of work to implement the
recommendations provided.




Attachment 1 - Network Security Monitoring Analysis and Alerting Service Desecription
for Appendix D to DIR-SDD-1860
Service Agreement No. DIR-SDD-1860-SOW0S5-CTS

Security Operations Center Services (SOC Services)

In addition to the Work Requirements listed above, AT&T will perform the work outlined in
‘Attachment B of Service Agreement NO S8-003-2011 as amended from time to time, attached
hereto as Attachment B.

Service Level Agreements

Service Level Agreements will be in accordance with those Service Levels outlined in
Attachment B of Service Agreement NO S8-003-2011, attached hereto as Attachment B.

Pricing
Pricing for services is contained in Attachment A to this SOW.

Payment will commence September 1, 2014, Should system delivery exceed September 30th,
2014 the payments will commence the month after system delivery.

Termination Charges
Should AT&T not be selected to provide SOC Services following the expiration of Service
Agreement NO S5-003-2011, August 31, 2016, this SOW will also terminate. DIR will pay
termination charges for the MDS services. Termination charges will be the monthly rate for the
remaining months of service for the MDS services.
Any discrepancies ihvolving compietioﬁ of project tasks or diéagreement-bemeen DIR and
ATE&ET will be referred to both organizations’ contracting offices for review and discussion.

Other Requirements

All AT&T project team members will submit security forms to DIR for clearance and access
badges to the facility,




Attachment 1 - Network Security Monitoring Analysis and Alerting Service Description
for Appendix D to DIR-SDD-1860
Service Agreement No. DIR-SDD-1860-SOW05-CTS

IN WITNESS WHEREOF the Parties have executed this SOWO0S5 as of the last day of the signature
shown below.

TEXAS DEPARTMENT OF INFORMATION RESOURCES

By: m /)’l/h
Name¥aton Rolpin jor/

Tide: BXECute Drecw

Date: g-12-1 o
ot A Y s
AT&T Corp.

: . -
By ﬁx‘"ﬁim" Sy

Name: Evg Smith

Title: | aad Customer Contracts

Date: 22 Aug 2014




Attachment A Pricing

for Appendix D to DIR-SDD-1860
Service Agreement No. DIR-SDD-1860-SOW05-CTS

Monthly | Annual Extended
Deliverable Price Price, Price (3yr)

Malware Detection System - HW&SW $27.20726 | $326,487.13 | $979.461.39
Malware Detection System - Maintenance $7,652.99 $91,835.93 $2775,507.79

Total for Malware Detection System BE&M

$1,254,965.18




20131206-2445

DIR Statement of Work {SOW) Change Order Request

Change Order Oneto D] R-sDO ~"T79 - ﬁf}‘—-ﬁihfri;

ST TG - sptad-CTS

This Statement of Work (SOW) Change Order Number One to SOW DIR- § ("SOW”) is
between the Department of Information Resources (“DIR”) and AT&T Corp. on behalf of itself and all of
its affiliates {(“Vendor”). DIR and Vendor agree to modify the terms and conditions of the SOW dated

August 22, 2011 as follows:

I. Section 4.{b} Prepayrment of Services is hereby revised and restated In its entirety:

For purposes of the Managed Security Setvices SOW, AT&T is providing a substantial discount in actual
costs of performance in exchange for the prepayment of services which, by saving important and scarce
State operating dollars for other neéds of the telecommunications system, is a legitimate public purpose
and is authorized under the State of Texas Procurement Manual.

. Attachment C Pricing Schedule Is hareby updated and restated as follows:
S0C: (Maintain security DQEFBﬁOhS- J SETA / CPT Remediation)

One Time Charge (Prepayment for Year 1) $2,528,301

Monthly (Years 2-5) $223,115*%
Annual {Years 2-5) $2,677,380*
Total $13,237,821%*
Prepayment Savings o $149,079

*Morthly and Annual amounts due may be lower than the above stated year to year amounts due to
prepayments negotiated at time payment is due. ’

**Total overall payments may be lower than the above stated amounts due to prepayments made
thraughaut the life of the SOW.

All other terms and conditions of the Contract as amended, not specifically modified hereln, shall remain
in full force and effect. In the event of conflict among the provisions, the order of precedence shall be
this Change Order One, then the Statement of Work, then the Contract.




IN WITNESS WHEREQF, the parties hereby execute this amendment to be effective as of the date of last
sighature.

ATST Corp. on behalf of itself and all of its affiliates.

Authorized By: 'ﬁr’iﬁw@fl /f’&ﬁwﬁ»jw
Mame: MCAH ol iﬁiﬂaﬂ C

Title: C\C}r\%f*aw-l‘ q;né’mre :g*-%'

Date: ! fl’/{; ;f.,:l AlA

The State of Texas, acting by and through

- the Department of Information Resouyrces

Authorized By: lf\“?\(// :

Name: :Ta(nn !
Title: PDueoler c?? @mmnmeTakwiw.. ety
Date: :z-fl? /zwﬁ

Moz

T Wosssol furd 217
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DIR-SDD-779-S0W01 -~ CO2
) o
APPENDIX C SERVICE AGREEMENT NO. 8$8-003-2011
to
BIR CONTRACT NUMBER DIR-SDD-779
between
the Siate of Texas, acting by and through the Depariment of Information Resources
and
AT&T Corp.

This SOW Change Crder, (CO), 0210 Appendlx C, Service Agreement No, 88-003-2011 to DIR
Gontract Number DIR-SDD-779 (“Contract’) is between the State of Texas, acting by and
through the Department of Information Resources (“DIR") and AT&T Corp. {“Vendor”). DIR and
Vendor agree to modify the terms and conditions of the Service Agreemént as follows:

1. Attachment C, Section 5.1. Pricing is hereby amended as follows:

Attachment G, Pricing Schedule, is hereby amended and replaced in its entirety, with a
revised Attachment C dated September 1, 2014 1o reflect a prepayment amount of
$1,000,000 for year 4 and reduce the year 4 monthly payments.

All other terms and conditions of the Service Agreement No. S8-003-2011, not specifically
modified herein, shall remain in full force and effect. In the event of confiict among the
provisions, the order of precedence shall be this CO2 to Service Agreement No. 33-003-2011,
then CO1 1o Service Agréement No. $8-003-2011, then Service Agreement No. 55-003-2011,
and then the Conifact.

THIS SECTION INTENTIONALLY LEFT BLANK

co
Appeidix C Service Agresment Number MS-004-2011

PR-SDD-T74 Page 1ol 2
LY




IN WITNESS WHEREOF, the parties hereby execuie this COZ to be effective September 1,
2014.

ATE&T Corp.

By: %& % _,2 M A el

Name: 1isa Casey-Gutshall
Contracts Specialist

Title:

Date: 4””.’7[ ~/" “;’Z‘

The State of Texas, acting by and through the
Department of information Resources

o PP

Name: _ Karen Bobinson

Title: Executive Director

3
Data: 4,,;,9*,4/4-

Office of General Counset: @M’” 'ﬁ :

Coz
Appendix C Service Agreement Number MS-004-2011
DIR-SDD- 779

Page 262




ATTACHMENT C

PRICING SCHEDULE
September 1, 2014

S0OC: (Maintain security operations / SETA / CPT Remediation)

Amnaal {Year 1}

{ne Time Charge (Prepayment for Year 1)
Monthly (Year 1)

Prepayment Savings (Yearl)

Annual {Year 2}

One Time Charge (Prepaynient for Year 2}
Monthly (Years 2)

Prepayment Savings (Year 2)

Amnyual {Years 3)

One Time Charge (Prepayment for Year 3)
Monthly (3/1/14 — 8/1/14)

Prepayment Savings (Year 3)

Annual {Year 4}

One Time Charge (Pr epayment for Year 4)
Monthly (Year 4)

Prepayment Savings (Year 4)

Annual {Year 5)
Monihly (Years)

T'otal

Prepayment Saviugs

$ 2,677,380
$ 2,528,301
$ 0
$ 149,079

$ 2,677,380
$ 644,713
$ 166,167
$ 38,664

$ 2,677,380
$ 2,080,304

$  86,679.33

$ 77,000
$ 2,671,380
$ 1,000,000
$ 136,865
$ 35000

$ 2,677,380
$ 223115

$13,087,157

$ 299,743




Change Order No. 3
o
SERVICE AGREEWMENT NO, $S-003-2011,
DIR SOW No. DIR-SDD-779-SOW01-CTS
beifween

the State of Texas, acting by and through the Department of 1nformatlon Resources

and
AT&T Corp.

THIS CHANGE ORDER {"CO™ 3 TO APPENDIX C, SERVICE AGREEMENT NO. $5-003-2011,

- DIR SOW NO. DIR-8DD-779-SOW1-CTS (the “C0”) to DIR Contract Number DIR-SDD-779 and
its successor Contract Number DIR-SDD-1880 is hetween the State of Texas, acting by and
through the Department of Information Resources ("DIR”) and AT&T Corp. (“Vendor®). \As of the
effective date of this CO 3, DIR and Vendor agree to modify the terms and conditions of the
Service Agreement and its Attachments as follows:

1.

DIR and Vendor acknowladge that the original contract from which the above-referenced
Service Agreement and Statement of Work (SOW) was derived, Contract No. DIR-SDD-
779, has expired and heen replaced by Contract No. DIR-SDD-1860.

Pursuant to Section 3. Customer specific terms, of Appendix C Service Agreement No.
$5-003-2011, as amended (heréinafter “Servzce Agreement”), DIR and Vendor agree to
exiend the ierm of the Service Agreement through August 31, 2017 under the terms and
cohditlons of the successor Contract No. DIR-8DD-1860, as amended (“DIR Contract No.
DIR-8DD-1860" or "Contract™).

The effective date of this CO 3 will be August 31, 2015,
All references to Contract No. DIR-SDD-779 within the Service Agreement and its
Attachments will be replaced with DIR Contract No. DIR-SDD-1860.

The parties also agree to amend the Service Agreement and Attachment A Terms
and Conditions as follows: y

a) Appendix G, Service Agreement No. $8-003-2011, Section 3. Customer specific
{erms, is hereby amended as follows:

- “AT&T performance of Managed Security Servicés / Security Operations Center
for DIR under this Service Agreement shall continue untli August 31, 2017, uniess
earlier terminated or renewed in accordance with the provisions of this Service
Agreement or Appendix A, Standard Terms and Conditions for Services Contracts
dated 02/04/15 (“Appendix A", Section 11. Contract Enforcement, B Termination
as amended by paragraphs 7. W through BB) of Amendment 2 to Confract No.
DIR-SDD-1860".

b) Appendix C, Service Agrecment No. SS-003-2011, Section 4(a) Pricing
Schedules, is hereby deleted and replaced with the following:
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P,

“(a) Pricing Schedules. A Pricing Schedule (Attachment C hereln), attached to
and a part of a Service Agreement, which identifies the Services AT&T may
provide to Gustomer, the price (including discounts, if applicable) for each
Service, and the term during which such prices are in effect ("Pricing Schedule
Term"). Pricing shall be in accordance with Section 8 of the Appendix A, Standard
Terms and Conditions for Product Related Services Confracts, dated 02/04/2015
(“Appendix A", as amended by 7. H of Amendment 2 {o the Contract No. DIR-SDD-1880.

c) Appendix C., Service Agreement No. $8-003-2011, Section 6) Revisions to
Documents [s hereby deleted and replaced with the following:

“6) Rovisions fo Documents. Subject to Appendix A, Section 11. Contract
Enforcenient, B.7) (b_) Materially Adverse Change, as amended by Section BB
of Amendment 2 to DIR Contract No. DIR-SDD-1880, AT&T may revise Service
Guides or the AUP (collectively "Service Publications”) atany time.”

d) Attachment A to Service Agreement No. $S-003-2011,Tetims and Conditions,
Saction 2 is hereby deleted and replaced with the following:

“2. . That Appendix A, Standard Terms and Conditions for Services Goniracts
dated 02/04/15 o Contract No. DIR-SDD-1880 ("Appendix A"}, Section 4.
General Provisions, B. Modification of Contract Terms and/or Amendments, as
amended in part in paragraph 7. B. of Amendment 2 to Contract No, DIR-
SDD- 1860, does not apply to the SOC Services SOW.”

e) Attachment A fo Service Agreement No. $5-003-2011 , Terms and
Conditions, Section 3 is hereby deleted and replaced with the following:

3 That Appendix A, Section 11. Contract Enforcement, B.5) Customer Rig'hts
Under Termination, as amended in paragraph 7. Z of Amendment 2 to the DIR
Gontract No. DIR-SD-1860, Is hereby amended and replaced in its entirety as
follows:

"In the event the Contract expires or is ferminated for any reason, a Customer
shall retain its rights under the Contract and the Purchase Order issued with
respact to all services ordered and accepied prior to the effective termination
date. All Purchase Orders issued after expiration of the Contract shali be

. deemed Amendments fo the SOW, such that those Purchase Orders shall run
conterminous with the SOW."

f) Attachment A to Service Agreement No. $8-003-2011 , Terms and Conditions, .
Section 4 is hereby deleted and replaced with the following:
“4, That Appendix A,}Section 10 Vendor Responsibilities, A. 2)
Acts or Omissions, is hereby amended in its entirety for the SOC

SERVICES SOV Attachment B to read as follows:

Vendor shall indemnify and hold harmless the State of Texas and
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Customers, AND/OR THEIR OFFICERS, AGENTS, EMPLOYEES,
REPRESENTATIVES, CONTRACTORS, AND/OR PERMITIED ASSIGNEES,
FROM ANY AND ALL LIABILITY, ACTIONS, CLAIMS, DEMANDS, OR SUITS,
AND ALl RELATED REASONABLE COSTS, ATIORNEY FEES, AND
EXPENSES 1) for bodily injury { including death) or physical damage to
tangible or real property, and 2) for unauthorized access, to DIR or Customer
information due to failure to protect such information in accordance with the
S0C Services SOW to the extent directly arising out of , or resulting from any
negligent acts or omissions or willful misconduct of the Vendor or its agents,
employees or subcontractors, in the executon or performance of the Contract
and 8$OC SFRVICES SOW and any Purchase Orders issued under the
Contract and SOC SERVICES SOW. VENDOR SHALL PAY ALL COSTS
OF DEFENSE INCLUDING ATTORNEYS FEES THE DEFENSE SHALL BE
COORDINATED BY THE OFFICE OF THE ATTORNEY - GENERAL FOR
TEXAS STATE AGENCIES AND BY CUSTOMER'S LEGAL GOUNSEL FOR
NON-STATE AGENCY CUSTOMERS."

q) Aftachment A to Service Agreement No. $8-003-2011 , Terms and Conditions, the
first full paragraph of Section & is delsted and replaced with the following:

“5, That Appendix A, Section 10. Vendor Responsibilities. A. 3}
Infringement—, as amended in paragraph 7.0 of Amendment 2 to Contract
No. DIR- SDD- 1860, is hereby amendead in its entirety for the SOC
SERVICES SOW Attachment B to read as follows:”
a) Vendor shall indemnify and hold harmless the State of Texas and
Customers, AND/OR THEIR EMPLOYEES, AGENTS,
REPRESENTATIVES, CONTRACTORS, AND PERMITTED ASSIGNEES
from any and all third party claims involving infringement of United States
patents, copyrights; irade and service marks, and any other intellectual or
intangible property rights in connection with the PERFORMANGES OR
ACTIONS OF VENDOR PURSUANT TO THE S0C SERVICES SOW and
the CONTRACT, but not in circumstances where the claimed infringement
alises out of or results frem (a) Customer's, its Affiliates or a User's content;
(b) medifications to the Service by Customer, its Affiliates or third parties, or
combination of the Service with any services or products not provided by
AT&T; or (¢) use of the Service in v]olation of the CONTRACT and SOC
SERVICES SOW

. VENDOR AND THE CUSTOMER AGREE TO FURNISH TIMELY
WR[TTEN NOTICE TO EACH OTHER OF ANY SUCH CLAIM. VENDOR
SHALL BE LIABLE TO PAY
ALL REASONABLE GOSTS OF DEFENSE INCLUDING ATTORNEYS‘
FEES FOR STATE AGENCY CUSTOMERS. THE DEFENSE SHALL BE
COOCRDINATED BY THE
OFFICE OF THE ATTORNEY GENERAL FCR TEXAS STATE AGENCY
CUSTOMERS
AND TO THE EXTENT ALLOWED BY LAW, BY VENDOR'S LEGAL
COUNSEL FOR NON~STATE AGENCY GUSTOMERS.

b) If Vendor becomes aware of an actual or potential claim, or Customer
provides Vendor with notice of an actual or potential claim, Vendor may {or in
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the case of an injunction against Gustomer, shall), at Vendor's sole option
and expense: (i) procure for the Customer the right tc continue to use the
affected portion of the product or service, or (i) modify or replace the
affected portion of the product or service with functionally equivalent or
superior product or service so that Customer's use Is non-infringing. If neither
option (i) not (fi) are reasonably avaitable, Vender shalf provide DIR with
prompt written notice and the parties shall agree on how to revise the SOC
SERVICES SOW 1o accommodate the change in the Service, including, but
not fimited to, amendment of the SOC SERVICES SOW and termination of
the affected service.

h) Aftachment A fo Service Agreement No. $5-003-2011 , Terms and Conditions,
Section 6 is hereby deleted and replaced with the following:

“8. That Appendix A, Section 10, Vendor Responsibilies, K Limitation of

Liability fs hereby amended in its entirety for the SOC SERVICES SOW
Attachment B to read as follows:

1) EXCEPT "AS SET FORTH IN SECTIONS 10. VENDOR
RESPONSIBILITIES, A2 ACTS OR OMISSIONS AND SECTION 10,
VENDOR RESPONSIBILITIES, A3 INFRINGEMENT, AS AMENDED BY
PARAGRAPH 7.0 OF CONTRACT NO. DIR-SDD-1880, AT&T'S ENTIRE
LIABILITY, AND CUSTOMER'S EXCLUSIVE REMEDY, FOR DAMAGES
ARISING OUT OF MISTAKES, OMISSIONS, INTERRUPTIONS, DELAYS,
ERRORS OR DEFECTS IN THE SERVICES, AND NOT CAUSED BY
CUSTOMER'S NEGLIGENCE,SHALL IN NO EVENT EXCEED THE
APPLICABLE CREDITS SPECIFIED IN THE SERVICGE LEVEL AGREEMENTS
ASSOCIATED WITH THE SOC SERVICES SOW, :

2) SECTION 1) WILL NOT APPLY TO:

A) BODILY INJURY, DEATH, OR DAMAGE TO REAL OR TANGIBLE
PROPERTY OR FOR ANY SUCH CLAIMS DERIVING FROM
UNAUTHORIZED ACCESS TO DIR OR CUSTOMER INFORMATION DUE TO
FAILURE TO PROTECT SUCH INFORMATION IN ACCORDANCE WITH THE
SOC SERVICES SOW DIRECTLY CAUSED BY AT&T'S NEGLIGENCE UNDER
APPENDIX A, SECTION 10 VENDOR RESPONSIBILTIES, A2 ACTS OR
OMISSIONS;

B) BREACH QF APPENDIX A SECTION 10.VENDOR
RESPONSIBILITIES,H  CONFIDENTIALITY. AS AMENDED IN
PARAGRAPH 7.R OF CONTRACT NO. DIR-SDD-1880, OR APPENDIX A,
SECTIONS 7. CONTRACT FULFILLMENT AND PROMOTION, F DIR LOGO AND
SECTION 7. CONTRACT FULFILLMENT AND PROMOTION, G VENDOR AND
ORDER FULFILLER LOGO;

C) SETTLEMENT, DEFENSE OR PAYMENT OBLIGATIONS UNDER
APPENDIX A, SECTION 10. VENDOR RESPONSIBILITIES, .A.3)
INFRINGEMENTS, AS AMENDED IN PARAGRAPH 7 O OF CONTRACT NO.
DIR-SDD-1860. ; OR

D) DAMAGES ARISING FROM AT&T'S GROSS NEGLIGENCE OR WILLFUL
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MISCONDUCT.

3) NEITHER PARTY WILL BE LIABLE TO THE OTHER PARTY FOR
ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL, PUNITIVE, RELIANCE, OR
SPECIAL DAMAGES, INCLUDING, WITHOUT LIMITATION, DAMAGES . FOR
LOST PROFITS, ADVANTAGE, SAVINGS OR REVENUES, OR INCREASED
GOST OF OPERATIONS.”

[} Aftachment A to Service Agreement No. 88-003-2011, Terms and Conditions,
Section 7 is hereby deleted and replaced with the following:

“7. That Appendix A, Section 10 Vendor Responsibilities is hereby
amended fo add the following for the SOC SOW Attachment B:

X. Warranties. AT&T WARRANTS THAT IT WILL PERFORM THE SOC
SERVICES SOW IN A GOOD AND WORKMANLIKE MANNER. AT&T MAKES
NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, AND
SPECIFICALLY DISCLAIMS ANY OTHER REPRESENTATIONS OR
WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, TITLE, NON INFRINGEMENT, OR ANY WARRANTY ARISING BY
USAGE OF TRADE OR COURSE OF DEALING.”

i} Aftachment A to Service Agreement No. $5-003-2011 , Terms and Conditions,
Section 8 is hereby deleted and replaced with the following:

“8. That Appendix A, Section 10. Vendor Responsibilities, is hereby amended
{0 add the following for the SOC SOW Altachment B:

Y. Disclaimer of Liabilities. AT&T WILL NOT BE LIABLE FOR ANY DAMAGES,
EXCEPT TO THE EXTENT CAUSED BY AT&T'S GROSS NEGLIGENCE OR
WILLFUL MISCONDUGT, ARISING OUT OF OR RELATING TO:
INTEROPERABILITY, ACCESS OR INTERCONNECTION OF THE SERVICES
WITH APPLICATIONS, EQUIPMENT, SERVICES, CONTENT, OR NETWORKS
PROVIDED BY CUSTOMER OR THIRD PARTIES, SERVICE DEFECTS,
SERVICE LEVELS, DELAYS, OR INTERRUPTIONS EXCEPT FOR LIABILITY
FOR SUCH EXPLICITLY SET FORTH IN THE S8O0C SERVICES SOW
AND THE AGRFEMENT OR SERVICE AGREEMENT) FAILURE TO
CORRECTLY ROUTE OR COMPLETE CALLS OR OTHER TRANSMISSIONS
(INCGLUDING 911 CALLS), OR LOST OR ALTERED MESSAGES OR
TRANSMISSIONS,

K) Attachment A to Service Agreement No. SS-003-2011, Terms and CGonditions,
Section 9 Is hereby deleted and replaced with the following:

"9, The parties agree that Appendix A, Section 10.Vendor
Responsibilities, J, Background and/or  Criminal History
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Investigation, shail apply to all Vendor employees assigned to deliver the
80C SERVICES SOW, originally and as tho employees may change over
time. In the svent an employee fails to pass the background c¢heck customer
may notify vendor and vendor must remedy the situation within a reasonable
time perlod, any failure to do so shall be grounds for cusfomer to terminate
its purchase order and related service agreement. AT&T will notify DIR in a
timely manner prior to removal or change in persennel so that the investigations
may be conducted without adversely affecting ongoing operations under the
S0C SERVICES SOW.

I} Attachment A to Service Agreement No. .$5-003-2011 . Terms and Conditions,
Section 10 is hereby deleted and replaced with the following:

"{0, That Appendix A, Section-11,Contract Enforcement, B
Termination, as amended in paragraph 7 BB. 7) Suspension and
Termination of Services, a) Fraud or Abuse, of Amendment 2 to
Contract No. DIR- SDD- 1880 does not apply to the SOC SERVICES SOW,
however the following additional suspension and termination of Services
provisions apply o such S0C SERVICES SOW:

a) Misuse or Abuse. If AT&T suspscts misuse or abuse of services prowded under
the SOC SERVICES SOW, AT&Tmay terminate or suspend an affected Service
by providing DIR with th[rty (30} days advance written notice.

Definition of Misuse or Abuse. The misuse ot abuse of, or the intended or
attempted misuse or abuse of, services provided under the SOC SERVICES
SOW is prohibited. The following aclivities constitute misuse or abuse: (j)
Using Services provided under the SOC SERVICES SOW to transmit a
message, locate a person, or otherwise give or obtain information, without
payment for the service, (i) Using or attempting to use services provided
under the SOC SERVICES SOW with the intent {o avoid the payment, either
in whole or in part, of the charges for the services provided under the SOC
SERVICES SOW by: (1) Rearranging, tampering with, or making connections .
not authorized by the SOC SERVICES SOW {o any service components
used to furnish services under the SOC SERVICES SOW, or (2) Using any
unauthorized means or devices, tricks, schemes, false or invalid numbers,
false credit devices, or electronic devices to gain access to or use the
services provided under the SOC SERVICES 50W."

m) Attachment A to Service Agreement No. $8-003-2011, Terms and Conditions,
Section 11 is herehy deleted and replaced with the following:

“i4. That Appendix A, Section 11. Contract Enforcement, .B.Y
(and 8) through €)) Termination, *as amended in paragraph 7. BB. @)
Termination Charges of Amendment 2 to Contract No. DIR- SDD-1860,
is hersby amended in its entirety for the SOC SERVICES SOW Attachment B
to read as follows:
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9) Termination Charges.

If, on ot after Customer's obligation to pay for Services rendered under the SOC
SERVICES SOW begins, Customer terminates a Purchase Order or Service
Agreement for convenience or Vendor terminates a Purchase Order or Service
Agreement for Customer's misuse or abuse, Customer's hazardous raterials
violations, or Customer's material breach, Customer will pay termination
charges as follows:

I termination occurs before the end of the term of the SOC SERVICES SOW
Service Agreement, then Gustomer's termination liability shall be 50% of the
monthly recurring charges for the terminated Service or Service Component
multiplied by the months remaining in the term, not to exceed $1,260,000.”

6. Aftachment C, to Service Agreement No. $5-003-2011, Pricing Schedule is hereby
amernided and replaced in its en’urety, with the revised Attaohmem C Pricihg Schedule
aﬁached hersto,

All other terms and conditions of the Service Agreement No. S8-003-2011, not specifically
modified herein, shall remain in full force and effect. In the event of conflict among the
provisions, the order of precedence shall be this CO No. 3 to Service Agreement No. 58-
003-2011, then CO No. 2 to Service Agreement No. $S5-003-2011, then CC No. 1 to Service
Agreement No. 8$5-003-2011, then Service Agreement No, S&- OGS 2011, and finally the DIR
Contract No. DIR-SDD-1860. _

The Remainder of This Page Intentionally Left Blank
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N WITNESS WHEREOF, the parties hereby execute this Change Qrder No. 3 to be effective

August 31, 2015,

AT&T Corp.

By:

Name:

Title: ASSOC D?é?é%iﬁmﬁﬁlvmmr—m

Date: 5'"//"{/5

The State of Texas, acting by and through the
Department of Information Resources

By:. gﬁ?ﬁ/ f /Wy

Naine: ] 0T L({m@f wed.

Tiwe, LT el e e Qieecior
o (36157
Office of Generai Gounsal: QW "’Z%“K

34 &b
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ATTACHMENT C

PRICING SCHEDULE
August 31, 2015

S0C: (Maintain security operations / SETA / CPT Remediation)

Annual (Yeax 1)

One Time Charge (Prepayment for Year 1)
Monithly (Year 1)

Prepayment Savings (Yearl)

Annual (Year 2)

One Time Charge (Prepayment for Year 2)
Monthly (Years 2) '
Prepayment Savings (Year 2)

Annual (Years 3}

Omne Time Charge (Prepayment for Year 3)
Mouthly (3/1/14 — 8/1/14}

Prepayment Savings (Year 3)

Annual (Year 4)

One Time Charge (Prepayment for Year 4)
Monthly (Year 4)

Prepayment Savings (Year 4)

Annual (Year 5)
Meonthly (Year5)

Monthly (Year 6 per CO 3)

Total

New Total with CO 3

$ 2,677,380
$ 2,528,301
$ 0
$ 149,679

$ 2,677,380
$ 644,713
$ 166,167
$ 38,664

$ 2,677,380
$ 2,080,304

$  86,679.33

$ 77,000
$ 2,677,380
$ 1,000,000
$ 136,865
§ 35000

$ 2,677,380
$ 223,115

$ 223,115

$13,087,157

$15,764,537




