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Appendix o 1R Bormact No, [HR-5015-Gat
SERVICE ACREEMENT NG, MSO04281T

THIS SERVICE AGREEMENT NG, £ MB04011 . @he “Sarvive Agrecrment) 4
miade a0d entorel] ifto-this. .ty of,_August. . 2031 ., Between The Stae of
Toxas: Devament of. Information Resouses., (“Castonei™y, aid _ ATST Corp.
¢ Vendor" or “ATETY. . - '

Py Servico. Apresmiint s Sinitete iy Betvesn Cimforei dnd ATRT pursunr 1o the
DIR Qonttaet No. DIRSED-0 CO0aee), Chstomer and ATT agres that, ¢
except to theeatent-expressly providediotherwise T fis Service-Agreement, allthe tems
and-definitions of the Contiaet wredncorporited Sy reforence into this Strvics Agreemers,
) the sehediley and exhibles artached ferato argdncomperated by this reference, and (i)
it avent oF any- eunsiitedt or ciitbsdistiny frmébitWeen the Cntraot sitd the
Baree: Anrothieint; the tering of 1¢ Contes sl ohptiol, Fhis. Satvics. Agreement 15
siféciiveion e dive of listexeciton (B §86;

Coseormerand: Vendtorarchy agras s foliawsy

1, DEFINTEIONS o

Al dSTied terii s Ao T e Contcal Wil have the safhe frisénthg in (his Service
Agieemen; In addition; forphpoiass of this Bervice Agreoment, thedoliowing erms shall
bave-the bodliedted eanings;, -

“BerviteoinisnoaniikDite” dhall-bb Supieriage:T, 204L,

The G for the Mimaged Networle-Operations Center Service: provided wider his
Bervive Agreentent {hs “Term® shail begin 45 of the Service Commencement: Date-afid
shall sontinue.onill Augase 31, 2076, inlessenriier ierninated or renkwad in feeordaiste
with tie provisions of this Service: Agreommitit 6 Stotion §B: of4he Cotifragt:

51 TERMINATION. Customer vy terminas shis Seevics” Agossbing i s6vordasice

with SecHOR 8B of Appentin A of the Contiact 4o this Séetion 3.

32: CONVENIBNCE; TERMINATION FEE. 10" Oastorer ferundtes. this Service
Agrsemgal for conventinde In.necordance with. Soetfen 8.3-0f Appendix A of dho
cﬁm c; sermination dhacges Shall apply as noeesd-dnthe amended front Bid Contraey
DR SPD- 646 ot Secton B . S
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Ot ndor Thls Seivlos Aneement sl B uifbefive dponexecution of
derm of servive w-which the patiss ouy agige. Additional Custorier Speoific-Servide
‘elemgntsishall betoiing in Attachiient Byiedpe of Work: :

FPRICING o :

A1 The priced: and olier applicafle. soommp. and conulitions regarding . Servicy
Aréerrignt shall be-Tdentified iy Atackuient B, Seaps- of Woik gud: Attdshbiant €,
. Pricing Soliedules '

52 INVOIUES FOR CHARGES ANDEXPENSES. .
Aiwgice sobmisslon-did paymont sl bo i sopordimge withthe Contracy,

SIPREPAYMENTORSERVICES.
For purpeses. _‘th%fﬁaﬁzéggﬂﬂéﬁ#ﬁi’iﬁ-Qﬁél‘ﬁfiéﬁ&ﬁéﬁt%ﬁﬁﬁﬁi’é&:%.Ws;ﬁﬁ{?&::ﬁ%i

. Dreviding g sibstantial discbiuntin dotial eosts-of Petorinante frsichiahg for the
Prepaymuitof siriohy whith b s ingonhn andscarce State-operating dolfarsfor
ofisFaieeds of s wlocomisunioations systom, 45 2 Jegitimate public puxgoss, and i
athotized by-Seetion 2:57 of the State of Texas Proouroment Manval:

2F

6. PURCHASED BOUIPMENT o .
A Chstoiner st pirihiass.equipniut; 18 oqifphisht, must s purclisettFiom: « HIR
cuntract: 4y fequited Uy stauts & Costder -wwst sespive: an exomption approvab

Additional informatiprrxélited o Puschased Bgdiprent shall befound in Atadhtent B,
Beope-of Work.

7. OPERATIONSPLAN Obrrt i N
Sew-Ataghinerie By Beope of Woikifor Opbragens Py,
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B WITHESE WIRREGE the paries hirdby skoie Hiis. Yervice Agrocmont fo bo
sttetiive st e dats of ek Sighenss. .

“Fillexfkgoutivé Hivégtor

Date; f&’%j




@ atgt

Termy e Contittionyfor ATET NOS SOW wades DIE - SHDY-- 646,
Nowsithseading sy yiovisions of IR -

ring and coniivns shigll govern e Iy :

(NOE Services) pasugnt fo that csein Statement OF Work (-SOW) N, NI8-504-

0L, dated _ Q12001 , issued posstant o' DIR ~ 3% -646. T -tha #vent of

- vontlicehatween thietends of the NOC Seivices SOW and DIR =SB 646, the ferms of
e NOC Services. BOW SHall sike fibdidoncd. The parties itend. to auend. the
provisteing-of DIR - $DI - 648 Solely for-the purposes of; the delivery .of the NOC
Sepvices-SOW Atiachments,

Tntending-to b lugally botnd, Vendormd DIR aptes to'ilie following terars:

1. "That the NOC Servives. SOW-shilll be délivaséd dnif diltiifisferad in. accordies with
ARSI -640, as-drmenitads excest to fieextentirs terms:are:moditied hevefn,

2, Thiat Appenilix &, Section 3 Bl DIR. +:SH0 646, ns anenided’in patagmphi § B of
thes Tt ebid- Conracets IR, « S5 . 846, doss ROEHPHLP Lo HENOEC Soriices BOW,.

3:Fhat Appendic Ay -S6on 8BS of BIR: « SPD « 646 Customer Rights Uhider
Teemihationsis hereby simended ind repliiced in ifs.entirety s Tollowss
“giﬁfff'i{';;ev&n&ﬂw@ﬁaﬂfﬁéﬁﬁiwii’é&%?‘i@:’-‘t@?ﬁé’iﬁi‘éﬁtﬁﬁ’ifﬁfrﬁﬁ;ﬁ-%ﬁéﬁs@& AN AR shAT
sefain e dights under (e Cointract and e Pirciish Duldrivsued with tespect to all
el drdi - prior @ the efiestive Yendildation dife. A3 Purchase
Oidori- iSued after wiplialitn of e Cdilract <hall be. dbbmied Amendments to the
SOW bl that those Putehase Ordels $hall pun conterminous with the SOW

4; That Appendix &, Seotion 7 A. 3. oP DR <80 646, as amended i parigiagh 8 D
-of the fontend Contiaar s DIR, < SDD-- 646, ¥s hioréy dtvendod i S entiity (or the
CSOW Amachisicnt Biossad a5 olows:

s
Vendon shall idenifitly and hold fammless the State: of ‘Texas: and Customers,
ARDIOR THEIR OFFICERS, AGENTS, BMPLOYEES, REPRESENTATIVES,

SUNTSACTORS, ANDIOR PERMITTED ASSIGNEES, FROM ANY: AN ALL

LISBILITY. ACTIONS, CLAIMS, PEMANDS, OR SUITS, AND'ALL REEATED

REASONABLE' COSTS, ATTORNEY FEES, ANDY EXPENSES 15 for bodily

Jjoy ¢ fchiding dedt) or physieat damagento-tangible-or regl propeny, and 2 for

oleirs-related t6 Vendor's faltuse fo parform i accordance with thie NOT- Servives




& atet

SO 1o’ e sgsrent:dirsedy ariongontof, or tkiIAg froin iy pesiient ais or
omiysions of Willful wid dues Hf tie Vendor: or fs suends, wimployess or
svhoohtrabtors, 1 e EAe8gEOrGr porfomancarol C SERVICES SOW asid.

4 Didess Tegued ander die-NOC SERVICES 50W. VBNDOR SHALL
£208 DEFENSE. INCLUDING. ATTORNEYS FEBS. THE
_ TED BY THE ORFICE OF THE ATTORNEY
RAL FOR TESAS STATE AGENCIES AND BY CUSTOMER'R 1BGAL

G L FOR T1
‘COUNSEL FOR NON-STATR AGENCY CUSTOMERS:

5, “Ehat Appiidlit Sedtion 1A, By FUEE- SRB:=648, sndimnted i suagapliBivos
779,15 herehyramshdedsin s snirety for theNOE

the front end Contractio DR~ SDB:
HOW Anachiment Btrsadas Bilowsy

&) Verdor il Inemirdty sng Bl Habis
AND/OR  "IHBIR — BNMPIOYRES, ¢ -

CONTRACTORS, AND RERMITIED ASSIGNEES froman _ 5
latiy ﬁ%i‘éiiagiﬁiﬁﬂg@;ﬁﬁiﬁ&fiﬁnﬁeﬁ':smt&ﬁ'g}atﬁnts;.eb@};ﬁg?ﬁs; teadts-dneh servite
manrhs;-and augother fatellecinal or drtaigibls peoperty Hehts i SLIWEEHON With the
‘PEREORMANCES OR, :ACTIONS OF VENDOR PURSUANT TO THE NOU
SERVICES-SOW 2ird-fie CONTRACT, 1) 16k in sireumstnees where the ¢lalmad

]

HnAeHont Si5eY oul OF or repuilis from (3) Customer's, Tre Affiltates or 2 Usir's
Duiodifehtions tothe: Service by Customer; tis Affiliates or hird pectias, or
combination of Servicerwith any sepvioesor products Ho6; rEvided by ATRT or
{e) ugeof i Service in violatisn ot the NOE SERVICES'SOW AND CONTRACT .
LIABLE "T0 PA L REASONABLE OF DEFENSE INCLUDING
ATTORNEYS' T FOR 'STATE AGERCY CUSTOMERS. THE DEEBMNSE
SHALL BE COORDINATED BY THE OFFICE QF THE ATTORNEY GENERAL
EOR TEXAS STATE AGENCY CUSTOMERS AND, TO: THE BEXTENT
ALLOWED BY LAW, BY VENDOR'S LEGAL COUNSEL FOR NON-SIATE
AGENCY CUSTOMEKS. ‘
BY I Vendor bepomes aware-of an actud r-poteiitial S, o Castotisy Provides
Vendor with poficent & actual i porimial clafm, Vendes shay (08 1% the vatdof ap
“mjonerion agatost Customer, shall), 2 Venlofs solg option and expense: () procurs
for' the-Cirstoiner the-iht fo condnpe-focuse the affacted porion of e prodiet or
fervice, or (1) modify or replage the-affected porfion of theprduct.ar sopvice: with
Hineftonally sqnivalent-or.superior protiyctor sérvioa o e Chitomei®s user iy b
inftinging. IF reither option (1) riot (i) A seasomilsly. aviitable; Véndar Shalt provide
IR with prompt weitten mﬁceiﬁndi;hélgm_igs;gﬁha‘;ﬁf@grgg:m how £6 revise the NOG-

SERVICES SOW id atchiitiotaié the change n. the Service; including, but nat
Bpiteid to; atpsnliient of the NOCSERVICES SOW and-wrminationoF tho affages
service, '




oF DI < SUD -« 645, as.amoended fi, preageaph 8 1, of
<46 heveby-amended i fientiraty-for e NOE-

- @MI'SSI@NS

~£~‘QR ﬂﬁﬁk@ﬁs ?ﬁﬁ G ﬂU'f @ ‘ ‘j :
ﬁ%ﬁmﬁmﬁﬁ& DELAYS, BRRORS OR DEER '-Zf?? ‘THE SERVICES, AND
WOT CAUSED B MER'S . NEGLIGENCE, SHATL B¥ NO BVENT

5D THE APPLICABLE CREDITS SPECIFED’ IN THE SERVICE EBVEL
EMENTS. ASSOCIATED WITH THE NOIC SERVICES SOW,

REACH ﬂi*“ APPENDIX A, SRCTION 78 {Uoofidentialityy, -OR
&PPENBTXA SECTTONS 4G and 4.0 DR Logoanid Vendor Lgs):

EMENT, DEFERSE OF PAYMENT QBLIGA‘I%TQNS LNIER
. SECT K?N T.A.3) (Infringements);: OR

s} DAMAGES: ARISING FROM. AT&PS GROSS NEGLIGENCE. OR
LLFUL MISCONDUCT,

8) METIHER mijﬁ* VILL-BE LIABLE TO THE OIHER PARTY FOR ANY
mma*r:ﬁsi VEAL; CONSHOL . RELIANCE, OR
SPECIAL DAMAL UBING, WITHOUT LIVITATION, DAMAGES FOR

EVENUES,, OR INCREASED

db pagggraph8 Tof thefront- end Contract

T Thet Apgcadix A Sestion 1.8 :
Tties, and: amended to read for the NOC SOW

TIRSDD-046, 45 hﬁﬁhy TQ’B&}H
Afrashmins Hras fllovss

D, Wargnties, ATHT WARRANTS THAT T WILL EERFORM THE Nog
«SER\FICES BOW 1N A GO0 AND W@Eﬁﬁfﬁm MAN@ER z‘&’l’s&?‘

MAKES NQ REPRESENT. ATi@N&‘@R W'

ANLY SPECIFICAELY DIS A
WARRSNTY @F ABTLTI‘_-_:- FITNESS. FOR A. PARTICULAR
' N NGEMENT, OR ANY WARRANTY ARISING BY

PURROSE, 1
IIQA@E‘@F "JRABE OR COURSE 6F DEALING,

REPRE%ENTA’FI@NS &R




o TR ot DIR--SDI¥ ~ 646, 2 amendelidn, paragraph §K, of
T harehgz amendedin its anitaty for the NOC

ATET WILL HOT BE (IABER: FOR ANY D
BXPENT CAUSED. BY ATSTS @ : BNCE. OR WILLEUL
MEBCONDUCT, ARBING OUT OF Rialy { PERABiL‘[TY‘
ACCERS ORINTERCONNECTION OF THE SERVICES WITH APPLICATIONS,
EQUT MEN‘I‘ SERVI@E& CONTENT, OR NETWORKS PROVIDED} BY
HENEER], L THIRE ;;PART}ES, SERVICK - BEI“ECTS SERVICE LBVBLS,
DELAYS; BRRUPTIONS {(EXCER® FOR LIABIITY FOR: fsu*c;g
EXPLIGHLY SET E&Rﬁtﬁ B THE N@C %R?XSES- Sﬂ‘w AND "fEE

A@}f' IENT OR SERViER T, HAIL
_ ~ ,OTHER TMNSMISSI!NS (NCLUDD#G
- mgt L@ér OR ALTHRED MESSAGES OR TRAN MIS@IQN& &R

1 RIZED ACCESS T0 OR ‘THERT, - ABTERAD . LOBS, Or
BESTRUCI‘IGN OF CUSTOMER'S, T1% Am__ws SERS®,
PARTIRS* APPLICATIONS; CONTENT, DATA; PROGRARK, coNitping
INFORMATION, OR wsm

2. Thie parties agres et Appendix A, Spetion 7.7., Badkgtiid andver Cembnal Fispiy
Tavestizarlon, shall wpply 70 4l Vendor employees -assigiied ' delivel the NOC
BRRVICES 30w, ovghiilyand st the siployeel g chinge aver fime, Mithe evert an
einiployse fails. 16 pags the PackBioing chieck istomer. may-notify vendor and vendor
srudtrartsty fhe sitaatich Wikl 4 réasonable ‘Hme period, anyfailure 1o do o stig be
grovmids for-oustimér €0 leeatinate ity porchase -ofder a0d relited service. FEeBLIIBNE,
AT&T willnotity-DIR ino timslymanser Prisro semaeval vn dhiarigedn gerdoningl st that
the: iriwﬁﬂggtzans wpay be sonduersd vathaut ‘Adversely Wifdoting-ongeing bperefions
under ifig NOC SERVICES SOW,

10, Thide Appdidiic Ay Secﬁan BT, a5 urnended it Honrend. Qmﬁzacﬁ 1RSI~
G5 arSection & ., dossmot. -applyto:the NOC SERVICES 5OW: fiswever the followring
addit onl sospension and ferminadan of Services provisions apply to. skelh NOE
SERVICES SOW:

2 Misuse or Abuge, T ATRT sispeis misise o ak;grsa’ﬁff services:providednnderthe
HOCSER SOW, AT&T may terminate:or suspend:an-affeatcd Survice by,
Frovidin DIR Witk

ittty (30) days:ndvance written fotice,

" ¥ Defiidition of Misuse or Abuse, The mievse of ABde ol or ¥t tﬁndefi oF atiempred
riifsusEUr abuse of sbrvies ‘provited uinder the NOCISE) 5 Toprobibifad,
" Fallowing dorlvities conbiitute. misuse ok dbuse LY Hsing Serv rovitded-unt
-NOCEERVICES SOW o-transniit w-message, Jocatea persoty,. @fetherw 3i%8.
ghlain information, without: paynmntfor the servies, Eﬁ}iiismg b g4 {3 mg et ifse
services pravidedunder the NOE SERVICES SOW with thé intene'to aviiddhe payment,




Ui ChatgosiTor-(he.servives provisisdunder ther NOG
Ygarm ;_tampgz i é.ésr rikiig Conmestdng it

. : pidhenTs dsEd to iinish
: , Usiiis higunaiithorzed meaps-or
Bror vaifﬁiﬁumba falbe cledit davices, wralent robie:

dev:cea to gam ﬂcaﬁsﬁé CRIISE e service S pitevided under the ?@C BERVICES SOW.,

. Ta%ét Apﬁe_mﬂ%x A Section &89 Termination Chargss; o DIR ~ §PD. « 648, as
g & ¥ of the from e Contrack 1o DIR - SO - L

:am&ﬁ&e;ﬁn.zts gntirety. ferih&i\}‘@{: Services SOW: Aitashimiehit i o vend 4y faﬂt;ws

sk Oaéd tor Sorvies: Agmwoment Tor conveniente

or Vendor zmaﬁfes 2 Fm:ham Ot Bétvice Afreoment, for Quatomers misase of

abuse, Guszem&r s herardoismaetals vi lagons; o Customen’s outerial brerich, Custopmer
will piiy eetshination: chargés'as follotwsy

o, end of ther ferm-of the: I@’G sga?ams __S@W Service

I feriinition -ocours Befbre:
Asfesrmert; then-Chstom tesTeiination Hability :shatf: 3 nring
charges*ferﬁm ;errfainar; fics or Service ﬂampaﬁantmsmiaﬁé By ;‘-e-mer;ifis r;émaimng
im theferm, noto exceed $740:080.




__STATEMENT OFWORK
NETWORK OPERATIONS CENTER
NOC SERVICES / Dated 9/1/2011

L Current Operations

A Urideratio-guent i DR Network and Securith Gparalions Samer (N00Y aroratishs
-erviibnmpRt DIR Snd MTET haveibonlécied 1o implementihe NSOT Dt provides-a
syrerglaty Netwarksnd:Saourlyseniees.madel, The DiF NSOC offers a managed
senvien solutions madel thatingludes rahag menftaring and provisioning of DIRs
Titonel-Gatowey ruliISPnodal network: (B facing'security iifrastiidion
}iﬂ?&iﬁsﬁﬁ'{%&f?ﬁﬂf‘ ewices/intusion DeteclionSrvices [IPS/DS), Firowalsatvins);
iP-Gépvides Geteway 036) MPLS etwirk.a tull-servize Contralled Penetration
Testing/Vulnerabiliy Assassront prégram and SIEM Corelzitich. wlth Seturity Avalysis-
samces, Addtonally, heNSOE eparations.canter 15 Tesponsibls-for monitering axternat
Peywork security events (As.destribed I Tekas Govammant Cote (TGC) §:2050) for-
Stalleof Texas Agensles and pihior eflgiblo:wies as defingd by TGG § 2059;

B, Netivork dnd Sseanty toalscdreayilzst nsite s NSTY dive o' pravide
opEralional views, oilicy statgs&maﬁf&t;%t ghifigzand information mstrios 16-bath
" englrers dnd s DI NS indersipel that speniiic operational
\ews, orilloal:statug, roubli:tiske asking and: nfdriétion melficemay te prosented o
%}‘;a‘ifxqu*exaaageﬁblesﬁn iother NTET mmmbseituitities Ditsidé of he NIQLT,
Thi NSGIC-has adopted the ITIL-Stantards for e mbfbodsand worktiows
lagnistiation: ATRT providios on-sils O tetbnicsIEng BN expatise TAMZEM
Monday through Friday. Alier hoytsiveskenfrems gerent aric monitaring of
hetweikbused elaments i< handled by the réniste ATET Network-Cpsration Center
f& L7}, -Virtual network accessibility and presentationservetcagabiliiss supports
sihiikal and managaual-eceessand ensures sommaniontion Gontinuity avrods ATRT
. furitlions-atthe NSO Perfomidnice-dita-fortothiigtwork &nd'secirty funetiong.is
' pioyided by standards:-bassa Matviork Managinant Systems (NVS), SSburity Information
Evint Mapiagmart (SIEW) plattorm-and'olier Opsiations Suppion. Systents [088)
plafoine: Addticraly NSOE pr ndlvidual customer repait-capabiity via a-SIEM
: “Ahisir BxternaF facing Infermet securlly,

petalfordiserate Agency manitaning obfhi

infastasiote-(Fitevialls; ID8HRS, sthor seotfity appliarioss),




XN dgresimeniaspliosn Aughskoreoi s,

A.. Sincethafanm of oouren i 3 A _
o8 Uil ment ag:a newScoge of Workforaperied of

ATRT pr s utifling

{Vei(5) yoiré baginning frork e of confrackelgriatira o° unlasaotherwise

dll-isting NG management sonviowfor DI nrdat fhis )
e hgl g’ srided Yt BIR-ATET Managey Setviost
DIR-BDBEas -

. ATET agreBs 1o Conthnie s provids Spictist rietiiotls Speriions servioss to-

18 | roughistiie duation ofthis Statéhait of Work (HOW.-

idHia s partof iy SOW; ATET has agresd to raintainthe operationst

sagulishients-arbovdted wWith iianaging the. Stat's esnieglivatsd 1P MPLE (19G)
gef?ﬁfggéﬁgsiam-nam:%'aa'ﬁ%f@misrﬁh‘a"staa‘e wilh sesoalated peformiahos
bisit QLAS. .

£ ;Zi"cél;éﬁﬁriﬁ%aliy-, NTETwil gontinye oy manage andtmeniier et ex.faztﬁg;ﬁta;é*ﬁr
RIS Gateway rdulsrs and the 2sgop Work vitoits

rgtatHigsT tonlsts, Suoh sericeswilHe providen pisonto his

‘T pravipus-Boone of Wik piovided NSOC Servichs urder
A A i 15011, nderdhis S
Aftaohaian Xx 1o

MaE-Smenrrivent 28 whishawll exgire Augusy o.6f
Workispideilic ideiilisd stiategic assetis) aslis) faohmiant XX fothis
Apperidly © are provided and utifized by ATAT NSOE and lueated on Sthbe of
Texagpromises: Thesa ATAT assets have baen doployed and ufllzedin
ok dhd seetigly servicsstor DIF nd gan convay 16 thé Stafe 41 »
1 doliarat the conclusion of the aigrsatnent. For the'duration of this new
_ willtbiitinuéds ta Fusia of thgse eistingasseéla cureptly

YATRT NSO to provide:nelwark and secority servicss. Shouid DIR

right:of sonvayvancagt termilnation of this agrasrment, angassociated
andor providge Hardiware i software-liserising and/or malifenancs associted
ifoonyeyst NSOE asspla Wil ferehinate-atthe-aonelusion of s coitract and

.

B Difsprimaryrolsnilf e o goveti and manage tie:délivery oforgding NOG
sepichsnan-anahgenient Wigres ' S

4, ATE Aeiveringserviges s e Biates sligble
inescopeoloervices: statad ndhis
s-Hellvetedis decurdaRoe Wit
shAgresmant; -as {8 stated] i1 this contraet,
: ploy dedivdted NOC sesourees o behoysed on
s Stale of Fexaw NSQU Mohddy through Briday, 7A8-
ToxagHolidays, o

B2

B

: mploy fesouioes-atother ATAT management cerfiar
b

agkuup faglitis. These Sitos il sorveas backaip NOE Haragament

capabilty for. Business: Continuity-and Disaster Ratovery fanetions
SuppCHInG the:Slale NSOE: i




& atat

5 Notar K WAR

Sl s i skﬂa@@iﬁ&ﬂeﬁp Dk W SUPHOR BuFFaRE icketieall
18)permank tvGlume capaelty exaests wenly:(20) i By
ﬁaymﬁed adéh!;ehaf%ess may Pl pér oiutuatagrearment baiwsan IR anﬂ AT&T

&) Confinug to povision, ofitor andimanage 4l desidraledciioulte:on the 156 anditwg
T iterner ISR Gatewayrxautérhmheamgcm :tsfwatedin-ﬁﬂsim,*fsexas

O ATET Wil provide astirhicas per SLASTBIOR this Stferienl o Work, Puamane
and SLA repattsifor 2 onitored circults gnd; stuipnient Wik be provited drea monthly
Bals per a-dolined -SEM / SLA docuient;

e

8) Piovide appropriativieyat ot engingeri grqse;amamwn»haaw acdnonakestomans
fopatiohs / elrelits-prdG e 186 networicand int Lateway wouters, To Insure,
SutesaIrmigrallish fegm -existing aﬁﬁ?@m o-any futiire idtwork ATET Wil Tuiish
g?gi%eanﬁg Hasigrandivplementation servioes: agIsgifsdsipparing both DIR and

dstarierg:

) Malntaban mlotenanes vorifracts and/orsparas-that penairte P sguipmsEtst
comprisesthe ISE neiwork: Whrs reciuirsd ATET will ponitinue o maiatain vendor.
i G all :‘w&wor}( g glsiips Fit

: ' } wilfontinua to inamtamansj provide Giftért yandor
fhegintenanide jar thetwo (2) ISP Gateway Ruters fosated ir Austin, Téxas,

Ffﬁ&\&’rg&

B HHSCIN Sacufity Borviess Titeomtion: Sissodntrusion Deteation FavicesModuledpene
ribHiles sro-currerily Installed i sach of the ISB- WAN-rautetsowned By ATET. Thess:
158 rﬂuiaemwdu}as@fwidgxﬁacuniy Moniloring and-Cirelation: ﬁqpﬁt}iﬁg@, 1@8 ek
threatisvelanatysis.ot towg forall of HHSC Roblonal sites, Contingad: nices

i 383 clafed with the-maniagementand o ;_at;e; ot 1hases1§>SMk2
i lingent bit ATAT Managing thisss misdilesvidan ATZT Seourity
Q}zeﬁaﬁ@m-a&mm@@a Aagreement;
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Change Order No. 3
to
SERVICE AGREEMENT NO. MS-004-2011,
DIR- SOW No. DIR-SDD-646-SOW1-CTS
_ between
the State of Texas, acting by and through the Department of Information Resources
and :
AT&T Corp.

THIS CHANGE ORDER (CQO) NO. 3, TO SERVICE AGREEMENT NO. MS-004-2011, DIR SOW
NO. DIR-SDD-646-SOW1-CTS (the “CO") to DIR Contract Number DIR-SDD-646 and its
successor Confract Number DIR-SDD-2258 is between the State of Texas, acting by and through
the Department of Information Resources ("DIR") and AT&T Corp. ("Vendor”). As of the effective
date of this CO No. 3, DIR and Vendor agree to modify the terms and conditions of the above-
referenced Service Agreement as follows:

DIR and Vendor acknowledge that the ariginal contract from which the referenced Service
Agreement No. MS-004-2011, as amended, its attachments and Statement of Work

. (SOW) (collectively, “Service Agreement” or “Service Agreement No. MS-004-2011) was
derived, DIR-SDD-646, has explred and been replaced by its successor Contract No. DIR-
SDD-2258.

1. Pursuant to Section 4. Service Elements of AT&T Service Agreement No. MS-004-2011,
DIR and Vendor agree to extend the term of the Service Agreement through August 31,
2017 under the terms and conditions of the successor DIR Contract No. DIR-SDD-2258,
as amended ("DIR Contract No. DIR-SDD-2258" or “Contract”) .

2. The effective date of this CO No. 3 will be August 31, 2015,

3. All references to DIR Contract No. DIR-SDD-646 within the Service Agreement will be
replaced with DIR Contract No. DIR—SDD-2258.

4. The parties also agree to amend the Service Agreement and Attachment A Terms
and Condltlons as follows:

a) Appendix C, Service Agreement NO. MS-004-2011, Section 2. Term, is hereby
amended as fotiows

“The term for the Managed Network Operations Center Service provided under this
Service Agreement (the “Term") shall continue until August 31,2017, unless earlier
terminated or renewed in accordance with the provisions of this Service Agreement or
Appendix A, Standard Terms and Conditions for Services Contracts dated 02/04/15
(“Appendix A"), Section 10. Contract Enforcement, B. Termination, as amended by |
paragraphs 7. X. through GG). of Amendment 2 to Contract No. DIR-SDD-2258.

b) Appendix C, Service Agreement No. MS-004-2011, Section 3. Termination is hereby
deleted and replaced with the following:

3. TERMINATION

CO No. 3to Service Agreement No. MS-004-2011; DIR SOW No. DIR-SDD-646-SOW1-CTS
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3.1 TERMINATION. Customer may terminate this Service Agreement in
accordance with Section 10. Contract Enforcement, B. Termination, of Appendix
A, as amended by paragraphs 7. X. through GG) of Amendment 2 to the Contract
No. DIR-SDD-2258 and this Section 3.

3.2 CONVENIENCE TERMINATION FEE. If Customer terminates this Service
Agreement for convenience in accordance with Section Appendix A, Section 10.
Contract Enforcement, B. Termination, 3) Termination for Convenience, as
amended by Section 7. Z of Amendment 2 to the Contract, termination charges
shall apply as set forth in Appendix A, Section 10. Contract Enforcement, B.
Termination, 9) Termination Charges as amended by paragraph 7. GG). Of
Amendment 2 to Contract No. DIR- SDD-2258.

c) Aftachment A to Service Agreement No. MS-004-2011, Terms and Conditions, Section
2 is hereby deleted and replaced with the following:

“2. That Appendix A, Standard Terms and Conditions for Services Contracts dated
02/04/15 ("Appendix A"}, Section 3 General Provisions, B. Modification of Contract
Terms and/or Amendments, as amended in part by paragraph 7.C of Amendment
2 to Contract No. DIR - SDD - 2258, does not apply to the NOC Services SOW.”

d) Attachment A to Service Agreement No. MS-004-2011, Terms and Conditions, Section
3 is hereby deleted and replaced with the following:

‘3. That Appendix A, Section 10. Contract Enforcement, B. Termination, 5)
Customer Rights Under Termination, as amended by paragraph 7.CC) of Contract
No. DIR - SDD - 2258 is hereby amended and replaced in its entirety as follows:

"In the event the Contract expires.or is terminated for any reason, a Customer shall
retain its rights under the Contract and the Purchase Order issued with respect to
all services ordered and accepted prior to the effective termination date.  All
Purchase Orders.issued after expiration of the Contract shail be deemed Change
Orders to the SOW, such that those Purchase Orders shall run conterminous with
the SOW.™

e) Attachment A to Service Agreement No. MS-004-2011, Terms and Conditions, Section _

4 is hereby deleted and replaced with the following:

‘4. That Appendix A, Section 9. Vendor Responsibilities, A. Indemnification 2) Acts

or Omissions, as amended by paragraph 7.L of Amendment 2 to Contract No.
DIR- SDD- 2258, is hereby amended in EtS entirety for the NOC SOW Attachment
B to read as follows:

Vendor shall indemnify and hold harmless the State of Texas and Customers,
AND/OR THEIR OFFICERS, AGENTS, EMPLOYEES, REPRESENTATIVES,
CONTRACTORS, AND/OR PERMITTED ASSIGNEES, FROM ANY AND ALL
LIABILITY, ACTIONS, CLAIMS, DEMANDS, OR SUITS, AND ALL RELATED
REASONABLE COSTS, ATIORNEY FEES, AND EXPENSES 1) for bodily
injury ( including death) or physical damage to tangible or real property, and 2) for
claims related to Vendor's failure to perform in accordance with.the NOC Services

CO No. 3to Service Agreement No. MS-004-2011; DIR SOW No. DIR-SDD-646-SOW1-CTS
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SOW 1o the extent directly arising out of, or resulting from any negligent acts or
omissions or willful misconduct of the Vendor or its agents, employees or
subcontractors, in the execution or performance of the NOC SERVICES SOW and
any Purchase Orders issued under the NOC SERVICES SOW. VENDOR SHALL
PAY ALL COSTS OF DEFENSE INCLUDING ATTORNEYS FEES. THE
DEFENSE SHALL BE COORDINATED BY THE OFFICE OF THE ATTORNEY .
GENERAL FOR TEXAS STATE AGENCIES AND BY CUSTOMER'S LEGAL
COUNSEL FOR NON-STATE AGENCY CUSTOMERS.”

f) Attachment A to Service Agreement No. MS-004-2011, Terms and Conditions, Section
5 is hereby deleted and replaced with the following:

‘5, That Appendix A, Section 9. Vendor Responsibilities, A. Indemnification, 3)
Infringements as amended in paragraph 7. L of Amendment 2 to Contract No DIR-
SDD- 2258, is hereby amended in its entirety for the NOC SOW Attachment B to
read as follows:

a) Vendor shall indemnify and hold harmless the State of Texas and Customers,

“AND/OR THEIR EMPLOYEES, AGENTS, REPRESENTATIVES,
CONTRACTORS, AND PERMITTED ASSIGNEES from any and all third party
claims "involving infringement of United States patents, copyrights, trade and
service marks, and any other intellectual or intangible property rights in connection
with the PERFORMANCES OR ACTIONS OF VENDOR PURSUANT TO THE
NOC SERVICES SOW and the CONTRACT, but not in circumstances where the
claimed infringement arises out of or results from (a) Customer's, its Affiliates or a
User's content; (b) modifications to the Service by Customer, its Affiliates or third
parties, or combination of the Service with any services or preducts not provided
by AT&T; or {c) use of the Service in violation of the NOC SERVICES SOW AND
CONTRACT. VENDOR AND THE CUSTOMER AGREE TO FURNISH TIMELY
WRITTEN NOTICE TO EACH OTHER OF ANY SUCH CLAIM. VENDOR SHALL
BE LIABLE TO PAY ALL REASONABLE COSTS OF DEFENSE INCLUDING
ATTORNEYS' FEES FOR STATE AGENCY CUSTOMERS. THE DEFENSE
SHALL BE COORDINATED BY THE OFFICE OF THE ATTORNEY GENERAL
FOR TEXAS STATE AGENCY CUSTOMERS AND, TO THE EXTENT ALLOWED
BY LAW, BY VENDOR'S LEGAL COUNSEL FOR NON STATE AGENCY
CUSTOMERS.

b) If Vendor becomes aware of an actual or potential ¢laim, or Customer provides
Vendor with notice of an actual or potential claim, Vendor may (or in the case of
an injunction against Customer, shall}, at Vendor's sole option and expense: (i)
procure for the Customer the right to continue to use the affected portion of the
product or service, or (i) modify or replace the affected portion of the product or
service with functionally equivalent or superior product or service so that
Customer's use is non- infringing. If neither option (i) not (ii) are reasonably
available, Vendor shall provide DIR with prompt written notice and the parties shall
agree on how to revise the NOC SERVICES SOW o accommodate the change in
the Service, including, but not limited to, amendment of the NOC SERVICES SOW
and termination of the affected service.’

g) Attachment A to Service Agreement No. MS-004-2011, Terms and Conditions, Section
6 is hereby deleted and replaced with the following:

CO No. 3to Service Agreement No. MS-004-2011; DIR SOW No, DIR-SDD-646-SOW1- CTS
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“6. That Appendix A, Section 9. Vendor Responsibilities, K. Limitation of Liability,
is hereby amended in its entirety for the NOC SOW Attachment B fo read as
follows:

1) EXCEPT AS SET FORTH IN APPENDIX A, SECTIONS 9. VENDOR
RESPONSIBILITIES, A. INDEMNIFICATION, 2) ACTS OR OMISSIONS AND 9.
VENDOR RESPONSIBILITIES, A. INDEMNIFICATION, 3) INFRINGEMENTS,
BOTH SECTIONS AS AMENDED BY PARAGRAPH 7. L OF CONTRACT NO.
DIR-SDD-2258, AT&T'S ENTIRE LIABILITY, AND CUSTOMER'S EXCLUSIVE
REMEDY, FOR DAMAGES ARISING OUT OF MISTAKES, OMISSIONS,
INTERRUPTIONS, DELAYS, ERRORS OR DEFECTS IN THE SERVICES, AND
NOT CAUSED BY CUSTOMER'S NEGLIGENCE, SHALL IN NO EVENT
EXCEED THE APPLICABLE CREDITS SPECIFIED IN THE SERVICE LEVEL
AGREEMENTS ASSOCIATED WITH THE NOC SERVICES SOW.

2) SECTION 1) WILL NOT APPLY TO:

A) BODILY INJURY, DEATH, OR DAMAGE TO REAL OR TANGIBLE
PROPERTY DIRECTLY CAUSED BY AT&T'S NEGLIGENCE UNDER APPENDIX
A, SECTION 9., VENDOR RESPONSIBILITIES, A. INDEMNIFICATION, 2) ACTS
OR OMISSIONS, AS AMENDED BY PARAGRAPH 7.L OF CONTRACT NO. DIR-~
SDD-2258;

B) BREACH OF APPENDIX A, SECTION 9.VENDOR RESPONSIBILITIES, H.
CONFIDENTIALITY, AS AMENDED BY PARAGRAPH 7. P OF CONTRACT NO.
DIR-SDD-2258 OR APPENDIX A, SECTIONS 6.D. AND 86.E. {DIR LOGO AND
VENDOR LOGO),

C) SETTLEMENT, DEFENSE OR PAYMENT OBLIGATIONS UNDER APPENDIX
A, SECTION 9. VENDOR RESPONSIBILITIES, A. INDEMNIFICATION, 3)
INFRINGEMENTS, AS AMENDED BY PARAGRAPH 7.L OF CONTRACT NO.
DIR-SDD-2258; OR :

d) DAMAGES ARISING FROM AT&T'S GROSS NEGLIGENCE OR WILLFUL .
MISCONDUCT.

3) NEITHER PARTY WILL BE LIABLE TO THE OTHER PARTY FOR ANY
INDIRECT, INCIDENTAL, CONSEQUENTIAL, PUNITIVE, RELIANCE, OR
SPECIAL DAMAGES, INCLUDING, WITHOUT LIMITATION, DAMAGES FOR
LOST PROFITS, ADVANTAGE, SAVINGS OR REVENUES, OR INCREASED
COST OF OPERATIONS.

h) Attachment A to Service Agreement No. MS-004-2011, Terms and Conditions, Section
7-is hereby deleted and replaced with the following:

“7. That Appendix A, Section 9. Vendor Responsibilities, X. Disclaimer of
Warranties, as amended in paragraph 7. U of Amendment 2 to Contract No. DIR-
SDD-2258, is hereby renamed Warranties, and amended to read for the NOC
SOW Attachment B as follows:

CO No. 3to Service Agreement No. MS-004-2011; DIR SOW No. DIR-SDD-646-SOW1-CTS
Page 4




X. Warranties. AT&T WARRANTS THAT IT WILL PERFORM THE NOC
SERVICES SOW IN A GOOD AND WORKMANLIKE MANNER. AT&T
MAKES NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED,
AND SPECIFICALLY DISCLAIMS ANY OTHER REPRESENTATIONS OR
WARRANTY OF MERCHANTABILITY, FITNESS FOR. A PARTICULAR
PURPOSE, TITLE, NON-INFRINGEMENT, OR ANY WARRANTY ARISING BY
USAGE OF TRADE OR COURSE OF DEALING.”

i} Aftachment A to Service Agreement No. MS-004-2011, Terms and Conditions,
Section 8 is hereby deleted and replaced with the following:

“8. That Appendix A, Section 9. Vendor Responsibilities, Y. Disclaimer of Liability,
as amended in paragraph 7. V. of Amendment 2 to Contract No. DIR- SDD- 2258,
is hereby amended in its entirety for the NOC SOW Attachment B to read as
follows: '

AT&T WILL NOT BE LIABLE FOR ANY DAMAGES, EXCEPT TO THE EXTENT
CAUSED BY AT&T'S GROSS NEGLIGENCE OR WILLFUL MISCONDUCT,
ARISING OUT OF OR RELATING TO: INTEROPERABILITY, ACCESS OR
INTERCONNECTION OF THE SERVICES WITH APPLICATIONS, EQUIPMENT,
SERVICES, CONTENT, OR NETWORKS PROVIDED BY CUSTOMER OR
THIRD PARTIES, SERVICE DEFECTS, SERVICE LEVELS, DELAYS, OR
INTERRUPTIONS (EXCEPT FOR LIABILITY FOR SUCH EXPLICITLY SET
FORTH IN THE NOC SERVICES SOW AND THE AGREEMENT OR SERVICE
AGREEMENT), FAILURE TO CORRECTLY ROUTE OR COMPLETE CALLS OR
OTHER TRANSMISSIONS (INCLUDING

911 CALLS), LOST OR ALTERED MESSAGES OR TRANSMISSIONS, OR
UNAUTHORIZED ACCESS TO OR THEFT, ALTERATION, LOSS, OR
DESTRUCTION OF CUSTOMER'S, ITS AFFILIATE'S, USERS', OR THIRD
PARTIES' APPLICATIONS, CONTENT, DATA, PROGRAMS, CONFIDENTIAL
INFORMATION, OR SYSTEMS.”

j) Attachment A to Service Agreement No. MS-004-2011, Terms and Conditions, Section
9 is hereby deleted and replaced with the following:

‘9. The parties agree that Appendix A, Section 8.Vendor Responsibilities, J.,
Background and/or Criminal History Investigation, shall apply to all Vendor
employees assigned to deliver the NOC SERVICES SOW, originally and as the
employees may change over time. In the event an employee fails to pass the
background check customer may notify vendor and vendor must remedy the
situation within a reasonable time period, any failure to do so shall be grounds for
customer to terminate its purchase order and related Service Agreement. AT&T
will notify DIR in a timely manner prior to removal or change in personnel so that
the investigations may be conducted without adversely affecting ongoing
operations under the NOC SERVICES SOW.”

k) Attachment A to Service Agreement No. MS8-004-2011, Terms and Conditionis, Section
10 is hereby deleted and replaced with the following: '

“10. That Appendix A, Section 10. Contract Enforcement, B. Termination, 7)
_ Suspension and Termination of Services, a) Fraud or Abuse, as amended by
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paragraph 7.EE) of Amendment 2 to Contract No. DIR- SDD-2258, does not
apply to the NOC SERVICES SOW,; however the following additional suspension
and termination of Services provisions apply to such NOC SERVECES SOW:

a) Misuse or Abuse. If AT&T suspects misuse or abuse of services provided under
the NOC SERVICES SOW, AT&T may terminate or suspend an affected Service
by providing DIR with thirty (30) days advance written notice.

Definition of Misuse or Abuse. The misuse or abuse of, or the intended or
attempted misuse or abuse of, services provided under the NOC SERVICES SOW
is prohibited.

The following activities constitute misuse or abuse: (i) Usmg Services provided
under the

NOC SERVICES SOW to fransmit a message, locate a person or otherwise give
or obtain information, without payment for the service, (ii) Using or attempting to
use services provided under the NOC SERVICES SOW with the intent to avoid the
payment, either in whole or in part, of the charges for the services provided under
the *NOC SERVICES SOW by: (1) Rearranging, tampering with, or making
connections not authorized by the NOC SERVICES SOW to any service
components used to furnish services under the NOC SERVICES SOW, or (2)
Using any unauthorized means or devices, tricks, schemes, false or invalid
-numbers, false credit devices, or electronic devices to gain access fo or use the
services provided under the NOC SERVICES SOW.”

I} Attachment A to Service Agreement No. MS-004-2011, Terms and Conditions, Section
11 is hereby deleted and replaced with the following:

“11. That Appendix A, Section 10. Contract Enforcement, B. Termination, 9)
Termination Charges, as amended in paragraph 7.GG) of Amendment 2 {o
Contract No. PIR - SDD-2258 is hereby amended in its entirety for the NOC
Services SOW Attachment B to read as follows:

If, on or after Customer's obligation to pay for Services rendered under the NOC
SERVICES SOW begins, Customer terminates a Purchase Order or Service
Agreement for convenience or Vendor terminates a Purchase Order or Service
Agreement for Customer's misuse or abuse, Customer's hazardous materials
violations, or Customer's material breach, Customer will pay termination charges
as follows:

if termination occurs before the end of the term of the NOC' SERVICES SOW
Service Agreement, then Customer's termination liability shall be 50% of the
monthly recurring charges for the terminated Service or Service Component
multiplied by the months remaining in the term, not to exceed $740,000.”
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5. Attachment C to Service Agreement No. MS-004-2011, Pricing Schedule, is hereby

amended and replaced in its entirety with the revised Attachment C Pricing Schedule
attached hereto.

All other terms and conditions of the Service Agreement No. MS-004-2011, not specifically
modified herein, shall remain in full force and effect. In the event of conflict among the provisions,
the order of precedence shall be this CO No. 3 to Service Agreement No. MS-004-2011, then CO
No. 2 to Service Agreement No. MS-004-2011, then CO No. 1 to Service Agreement No. MS-

001-2011, then the Service Agreement No. MS-001-2011, and finally DIR Contract No. DIR-SDD-
2258.

Remainder of Page Intentionally Left Blank
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IN WITNESS WHEREOF, the parties hereby execute this Change Order No. 3 to be effective
August 31, 2015.

AT&T Corp.

By:

Name:

Title:

Date:

The State of Texas, acting by and through the
Department of Information Resources

. By:

Name:

Title:

Date:

Office of General Counsel:
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ATTACHMENT C
PRICING SCHEDULE
August 31, 2015

NOC: (Maintain network operations / ISP Gateway Routers / [SG)

Annual (Year 1) $ 1,595,760
One Time Charge (Prepayment for Year 1) ‘ $ 1,461,357
Monthly (Year 1) ' $ 0

Prepayment Savings (Year 1) . $ 134,403

Annpual (Year 2) $ 1,595,623
One Time Charge (Prepayment for Year 2) $ 1,505,287
Menthly (Year 2) 3 0.00
Prepayment Savings (Year?2) $ 90,336
Annual (Year 3) $ 1,595,760
One Time Charge (Prepayment for Year 3) § 919,696
Monthly (Year3 3/14 — 8/14) $ 108,011
Prepayment Savings (Year 3) $ 27,998
Annual (Years 4-5) $ 875,760
Monthly (Years 4 — 5} $ 72,980
Monthly (Year 6 per CO 3) ‘ $ 72,980
Total $ 6,285,926

Total with CO 3 $ 7,161,686




